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SUMMARY

A study of the uses of public surveillance techgglby law enforcement in the United
States (U.S.) was completed using descriptive aptbeatory methods. The goal of the research
was to better document the scope and nature afeguose of public surveillance technology and
the resulting data, as well as public attitudesatmlxsuch use.

A review of the literature demonstrated a signffitciack of information about police use
of overt public surveillance technology in the aitStates. Data from more than 3,000
respondents to two surveys of distinctly differpapulations (one citywide and one public
housing) were analyzed to determine what factdlsance an individual’s level of support for
police use of public surveillance. Findings wereansistent between the two datasets,
suggesting that attitudes toward surveillance asmnoped.

Interviews were conducted with employees of lawoszgment and other governmental
agencies to document the use of overt public silawee technologies. These were
supplemented by a review of publically availabl®imation. A case study was developed
around a single large police department in the,ju®viding a detailed description of how one
public surveillance technology program was develogred implemented, and how the
technology and resulting data were used. Casg stfmmation was compared to other national
programs.

While there are similarities among law enforcensnteillance programs, a single
model for success was not identified. Publicadits toward surveillance are overall positive,
but the potential costs associated with increasdti@surveillance (including the erosion of
privacy) are complex and likely not well understodacal context and culture are important in

the development and implementation of public sllesgte programs. Law enforcement



SUMMARY (continued)

agencies that engage in public surveillance programa the communities they serve can benefit

from transparency and open dialogue about the deigiises and boundaries.
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[. INTRODUCTION

Surveillance involves the collection and analydigormation about populations
in order to govern their activities. (Haggerty &dson, 2006)

Surveillance refers to the processes in which sppacite is taken of certain
human behaviours that go well beyond idle curios{tyyon, 2007)

...surveillance, the systematic watching of peopta.means to an end, one-

sided, increasingly impersonal, intrusive and ystasht, routine and banal —...

(Jenkins, 2012)
Introduction to the Problem

In 1993, two-year-old James Bulger was abducten fiashopping center near Liverpool,
England where his mother was placing an order aititcher. He was subsequently marched
through town by his abductors, tortured, and mwdenNideo from surveillance cameras set up
around the shopping center shows the offenderdiftirap observing potential targets, and
ultimately leading James away from his mother’'siédgrback, to his death. The offenders were
later revealed to be two boys, each of them jusi&ars old. The images were crucial in
identifying the perpetrators; police investigatasuld not have known to look for such young
offenders without the public surveillance video gaa. The release of the images to the public,
coupled with some “bragging” by the offenders, feglin tips that led police to the boys. After
the offenders were revealed to be young boys, 8Blpeeported having seen them with the
younger Bulger; because of their ages, their aaoniwith each other did not arouse suspicion,
even though Bulger was crying. The existence efvideo and the particularly heinous nature
of the crime are thought to have contributed, irt,fia the massive investment in public
surveillance technology in the United Kingdom (U.Kdempel & Topfer, 2009; “Someone to
watch”, 1996; “Big Brother”, 1997). McCahill andotis (2002) noted “The public mood in the

wake of the killing, as evidenced by the newspapétke time, made those who tried to raise

objections to CCTV seem either callous or too cameg with the rights of criminals.”



During the same time period, there was a prolifenadf serious acts of terrorism across
the U.K., many of which involved the Irish RepullicArmy. The public was frightened and
wanted protection from violence, be it initiatedaaterrorist act or for reasons impossible to
understand. Public surveillance footage was inséntal in finding James Bulger’s killers, but
how did it be come to be seen as capable of prexgeatime? Other high-profile incidents
involving public surveillance were covered exteednby the media. Video images were used
to identify David Copeland, and thus contributednt® end of his nail-bombing campaign.
Public surveillance images were used to identity apprehend Copeland, the bombings
stopped. Regardless of what government survedlahpublic surveillance can actually be
expected to do, a link between video images amdegrparticularly high-profile crimes
including terrorism, seems to have been creatéiderearly 1990s and solidified over time.

Fast forward to the current day; London is blan#eté&h public surveillance cameras
(Evans, 2012; Shah, 2012). Law enforcement ageaaiess the United States (U.S.) are
employing public surveillance technology (Welsh &rfington, 2009). There is an intense fear
of terrorism in the U.S. and, it seems, a willingméo compromise freedoms in favor of the
perception of greater protection.

Little has been consistently empirically establghéout the crime reduction capability
of public surveillance schemes (Groombridge, 12808; Welsh & Farrington, 2009). Public
surveillance schemes may contribute to crime redii@nd/or assist in the investigation and
prosecution of crime, but the extent of this cdnttion remains uncertain. There have been
numerous studies of the impact of public surved&projects on crime in the U.K. (finding
small but significant impacts on certain types e, consistently to vehicle-related crimes in

parking lots) and a small number in the U.S. doauimg mixed findings (King et al, 2008; La



Vigne et al, 2011; Mazerolle et al, 2002; Ratcléteal, 2009). There is little in the literature
about the extent to which surveillance video imaayesused in prosecutions. King and
colleagues (2008) state that public surveillancggdge was used in six prosecution for crimes in
San Francisco between 2005 and publication ofa@pert — approximately three years.

Public surveillance schemes have proliferated regua huge investment of public
dollars to implement the necessary technology eqeig and infrastructure (Gerrard et al, 2007,
Johnson, 2010; Welsh & Farrington, 2009). A hugeestment in this technology has been
made in the U.K. The extent of the financial inwesnt in public surveillance programs in the
U.S. is unknown, but public funds at the federtes and local levels are being spent on these
programs. Questions about the costs are stadisgrface (Davenport, 2007; Hope, 2009;
Johnson, 2010; McSmith, 2008).

The Big Brother Watch websitstated:

Figures suggest that Britain is home to 20% ofwbdd’s population of CCTV

cameras, despite being home to just 1% of the veoplolpulation. One study

suggested the average Londoner is caught on canweathan 300 times every

day. Despite millions of cameras, Britain’s crinaée is not significantly lower
than comparable countries that do not have su@stsurveillance state.

Add to the limited evidence of impact and the higists, there is a lack of transparency
in law enforcement public surveillance programawlenforcement agencies have not provided
a great deal of information about how surveillapoggrams are intended to work or how they
intend to use data used after-the-fact. Genesalaking, the media has not questioned the
specifics of surveillance programs, nor have thaipusuggesting a lack of understanding of the

nuances of such programs or the potential consegsem privacy.

1 http://www.bigbrotherwatch.org.uk accessed Deamzin11.



Police Use of Surveillance

There are many ways to tackle any problem, andipsbfveillance has been used by
law enforcement to reduce crime, improve invesioget and prosecutions, prevent terrorism,
increase the public’s perception of safety, and alestrate the government’s efforts toward
protecting its citizens. Law enforcement execwtiliave argued that they can save on
manpower costs by using public surveillance teabgyland can “see” more widely and more
efficiently. They claim that public surveillancertdributes to crime reduction by 1) protecting
individuals (watchful eye to dispatch resourcethmmmoment they are needed); 2) controlling
potential offenders (inducing self-restraint foaf@f detection); while 3) simultaneously
collecting evidence to be used for successful musans (should the technology fail to protect
or control). Apply these ideas to the James Butgse. Public surveillance cameras captured
images of the killers and led investigators inr@cion they otherwise might not have gone (idea
#3). But the cameras themselves did not raisaltren when James was led away from his
mother, nor did active monitoring of the locatiooy did any of the dozens of people that saw
James with the abductors (idea #1). And the presehthe cameras did not deter the offenders
(idea #2). The abduction was seen through diftdesrses — technological and human — and the
context influenced the interpretation (witnessemuiquestion why a three year old would be
crying in the company of two older boys). The wewsfor law enforcement to implement public
surveillance, the mechanisms by which such schenngist achieve success, and the resultant
effects are complex and multi-dimensional, and heotebeen well evaluated.

Human or technological surveillance has been uséain enforcement crime-fighting
efforts since the inception of policing. Until extly, law enforcement’s use of surveillance was

“low-tech” in that it was paper based and activeysillance required individuals to perform the



act of watching and recording information. Indivads can only be in one place at a time, so
large-scale surveillance in multiple locations vebh&ve required multiple people. Information
was manually collected, stored, and maintainedvemte it could be quite extensive,
establishing links between data elements — conmmgetitie dots — within a single data set was
laborious. Because gathering human intelligenckenaaking connections among multiple data
sets was extremely difficult, the effort was undken only when the analysis was highly
desired. Privacy was supported by resource limoitatthat reduced the ability for law
enforcement to conduct extensive surveillance.s ©§no longer the case.

Technology has simplified surveillance processesranusly, with thgotentialto
realize massive savings in personnel time. héte¢chnologyof surveillance and th@ethodst
has created that are new, not the concept or peagtisurveillance itself. Surveillance camera
technology is used by law enforcement in myriad sv&yime reduction and prevention; hot-spot
policing; surveillance of public spaces for crowahtrol; covert narcotic-detection missions;
investigations of incidents and movement of suspant offenders; and the development of
counterterrorism measures. General surveillansels® become increasingly accessible to law
enforcement: ready availability of digital inforn@t; regular contacts and travel patterns
through cell phone records and automatic toll pgyeavices; buying habits with loyalty cards;
any number of interests through internet usagetamsl of information that is voluntarily opened
to the public using internet based technologies litySpace, Facebook, and Twitter

Law enforcement agencies in the U.S. experimentddavert public surveillance

projects beginning in the 1960s in Mt. Vernon, Ndgboken, NJ, Saginaw, MI, and San Jose

2 Some argue that libraries have become the lasibhasf privacy, wary of the government using anti-
terrorism laws to investigate patron habits withjoidicial oversight.



CA (Belair & Bock, 1972). The first major city poé department to use public surveillance
technology was the New York Police Department eneharly 1970s. While there was a slow
move toward greater adoption of public surveillateshniques by police, the terrorist attacks of
September 11, 2001 set off a marked increase iadbeptance and use of such systems. The
extent to which these schemes are deployed in t8elas not been definitively documented,
but many major cities, as well as smaller citied towns, use some form of public surveillance
technology.

Police organizations use technology for surveiéaatpublic places extensively in
Europe, especially in the U.K. Police public sultaace programs are deployed in Australia,
Belgium, Canada, China, England, Finland, Franeen@ny, Iran, Iraq, Ireland, Italy, Monaco,
Netherlands, New Zealand, Norway, Russia, Scotl8odth Africa, Spain, Sweden, Turkey, and
the U.S. These places have incorporated publieglance technology as a strategy to improve
public safety and combat everything from terrortencommonplace crimes.

Law enforcement agencies can use public survedlactively or passively (also known
as forensically). Active use consists of a livedef video images monitored real-time by
human personnel with the ability to intervene bgldging resources to a site, if necessary.
Passive or forensic uses, in contrast, involveesgirig images that have been captured for use in
investigations or as evidence in prosecution amyiction. Some law enforcement agencies
have developed, funded and implemented their avisigsurveillance schemes while others
have collected the image data from non-law enfoesgraources (privately held cameras), or
both. While most law enforcement agencies curyaetly on human review at some stage in the
process, technological innovations are increasiegbtential for non-human review and

decision-making. For example, license-plate reatleked to data from multiple sources can



identify sought-after cars (fine-scofflaws or theganted in connection with crimes) and provide
real-time information on their whereabouts. Famegbgnition scanners can alert law
enforcement to the presence (or potential preseriag) individual wanted for questioning or
with a warrant for arrest. Software that deteetsain behaviors — crossing a geographical
barrier or leaving inanimate objects at a sitee-taing tested and implemented by law
enforcement.

The way that police use public surveillance techggland the resulting data is not
widely understood in the United States. Whileams jurisdictions, there are transparency
requirements such as mandated reporting, they tiprovide much information, and those
requirements are not always fulfilled. For examf@an Francisco requires an annual report on
their public surveillance program but no such répas been produced since program inception.
In Washington, DC, annual reports were completely @athe program, but no reports have
been published in recent years. This may be dpeldtic complacency. The most commonly
available information provided by law enforcementhe location of cameras, but given that
these programs are overt by design, providingdbation does not reveal a lot of information.
Aside from the ways in which public surveillancelrology is used, little is known about how
police departments use resulting data. Most pgrograms have a publically known retention
schedule, but not much additional information isvilled on how those images are accessed, by
whom, and for what purpose.

Pervasiveness.

Public surveillance schemes proliferate requirirfigige investment of public dollars to

implement the necessary equipment and infrastrectline U.K. is widely acknowledged to



have the largest number of public surveillance gami the world The often repeated
estimate of more than 4.2 million cameras instadleass the U.K. — one for every 14 people —
was the work of McCabhill and Norris (2002). Theuat number of public surveillance cameras
is unknown. The McCabhill and Norris figure wascagh estimate based on a very small sample
of cameras on London streets. The estimate hasdbedlenged in the media and some believe
it is inflated by as much as 25% ("Police not u&i2§09). The Home Office is the U.K.’s
central governmental agency for policies on poticicrime, and counterterrorism, and they fund
many crime prevention strategies in the U.K. Noamd Armstrong (1999) estimated that
funding for public surveillance programs accourftadnore than three quarters (78%) of all
Home Office monies spent on crime prevention ini#®80s (more than £500 million). The
Home Office report “National CCTV Strategy” (Gemlagt al, 2007) stated that under the “Crime
Reduction Programme,” from 1994 to 2003, the Horffe©provided approximately £208.5
million (over $346 million) in funding — combineditv local funding matches - to over 1,265
public surveillance schemes in the U.K. Welsh Badington (2009: 6) estimated £375 million
of public money has been spent on installing putiliveillance systems in the U.K. The
Independent (a U.K. newspaper) reported that 38&l lmouncils spent nearly £315 million on
the installation and operation of public surveilarcameras between 2007 and 2010 (Johnson,
2010). The website “Big Brother Watch” (“The PrigePrivacy,” 2012) reported that there are
currently a minimum of 51,600 public surveillan@eeras in Britain, with a financial

investment over the five-year time period of 20lfdbtigh 2011 of £515 million. Add to these

3 Although Fussey and Coaffee 2012 stated thatltie ds probably outdated “given China’s unparaitél
mega-event-driven developments in this area in merent years.”



figures the contributions of the local administgrauthorities, and a huge but unknown
investment in this technology has been made itutke

The Home Office report (Gerrard et al, 2007) sutggethat public surveillance is a cost-
effective and efficient way to deter street-levéne and disorder, with additional benefits (often
more difficult to measure) such as reduction i ffacrime and increased revenues in areas
where consumer traffic is increased due to inciebasblic safety (Garland, 2001; McCabhill,
2002; Zedner, 2000). However, questions aboutdisés of implementing and maintaining these
schemes are starting to surface (Davenport, 200peH2009; Johnson, 2010; McSmith, 2008).

While the rise of public surveillance in the U.K.unparalleled, its use by law
enforcement in the U.S. is certainly gaining morment Public or combined public/private
surveillance programs are in use in most majoe<itn the U.S., including Baltimore, Boston,
Chicago, Dallas, Kansas City, Las Vegas, Los Arggedgami, Minneapolis, New Orleans, New
York, Philadelphia, Phoenix, San Francisco St. spand Washington, C Just as in the U.K.,
it is unclear just how many cameras are deployeuatch the public in the U.S. Savage (2007)
reported that since 2003, the U.S. Department ehéland Security has granted $23 billion to
large and small municipal governments to finandalipwsurveillance programs.

As public surveillance programs in the U.S. arengg popularity and continue to
expand (with increasing investments being fundeohin by federal Homeland Security dollars
in addition to local dollars), evidence of theirgact on crime may not be as important as their
acceptance by the communities they watch. Sigmficosts are associated with these types of

programs and, absent the clear evidence of th@adon crime, the community’s acceptance of

* Enter the name of a major U.S. city plus “policeveillance cameras” into a search engine for news
accounts of CCTV programs: it appears that CCTi &l large U.S. cities — and many smaller oresvall.
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and attitudes about such schemes may be the onlyonastify such expense. Therefore, it is
important to understand how communities feel alloeituse of public surveillance when
deciding to expend or expand resources for sugegs

Publically information about public surveillanceograms in the U.S. is available mostly
through local newspaper reports and official potlepartment information. There has been
some effort at understanding the pervasivenessiadfgsurveillance in the U.S., for example the
International Association of Chiefs of Police (Nad$, 2001). But surveillance programs have
spread rapidly and mostly without coordinationheg $tate or federal levels. This complicates
efforts to understand the nature of police suraridk programs nationally.

Questions of effectiveness.

Public surveillance schemes in the U.K. are notreéiy administered and managed.
Instead, they are comprised of a mix of publicaltg privately owned cameras that are
controlled by a local authorityand not usually the police, although the policeehaccess to the
images. In London, for example, there are 32 bgiepeach with its own dedicated control
room and public surveillance cameras numbering fadiew hundred up to many thousands,
depending on how much money has been dedicateatbiydovernment.

The responsibility for public surveillance schenrethe U.K. is not centralized, just as it
is not centralized in the U.S., although much effimding comes from a single government
agency, which is why the numbers of public suraeitle cameras deployed in the U.K. and the
U.S. are unknown. Even though the U.K. is widalkreowledged to be the most surveilled
place in the world, there is no definitive numbeedescribe the levels of surveillance, and

estimates vary widely. This underscores the naitipmlice innovations; while funding is often

® Local authorities in the U.K. are part of the logavernment, usually headed by elected officials.
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provided at a high level, the development and imgletation are left up to localities which often
do things quite differently. Recent statementhexmedia by an inspector within the London
Metropolitan Police Service confirm the same.

In May 2008, The Guardian (Bowcott, 2008) and tlBH"Police 'not using™, 2009)
reported that a “senior police officer” said puldigrveillance cameras have failed to have a
significant impact on crime, despite billions ofymals having been spent on the technology.
While the impact of public surveillance in detegipotential criminals is unknown, Scotland
Yard reported multiple difficulties using publicrseillance images for prosecution, and reported
that only 3% of robberies are solved using puhliwsillance footage. One detective reported
that more training is needed, and that officersroffon’t bother to retrieve public surveillance
images because it is “too much work.” “Billionsmdunds have been spent...but no thought has
gone into how the police are going to use the irmage how they will be used in court. It's
been an utter fiasco...” ("Police 'not using™, 2D09

According to subsequent articles and interview$iwhe London Metropolitan Police
Department’s Detective Chief Inspector Mick Nevilethe Visual Images Identification and
Detections Office (VIIDO) unit, public surveillaneameras in London are not effective in
solving crime. Neville’s report (“One crime solve@009) stated that 1,000 cameras were
necessary to solve a single crime at a cost ofoqopiately £30,000 per incident. These findings
have the potential to turn the tide in what hadl motwv been wide acceptance of public
surveillance for crime reduction, but Neville’s ogpwas intended to contrast the failings in
current practices against the potential for improgat if a more scientific approach were to be
widely adopted. Therefore, his comments shoulddmextualized as an argument for a new

paradigm in the implementation of public surveitlarby London’s Metropolitan Police Service
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(LMPS) in which VIIDO would have centralized contod the London public surveillance
cameras with LMPS rather than the local authorities

In a BBC report ("Police 'not using™, 2009), Néwistated that many smaller
municipalities copied London in their public suflace implementation programs, but they did
not learn from the mistakes made in London. Spetiy, while money was spent primarily on
the equipment necessary to implement public suaveié projects, not enough money was spent
on the staff to create processes and monitor thgram.

Unless there is a systematic way of gathering C@iéw it will continue not to

be as effective as it could be. What | would saywe've got enough cameras,

let's stop now, we don't want any more cameras's lresest that money that's

available and use it for the training of peoplej #re processes to make sure
whatever we've captured is effectively used.

In response, the BBC quoted Graeme Gerrard on foafhihle Association of Chief
Police Officers (and lead author of the Home Offidéational Strategy document), “What is the
value to London to have suicide bombers who faiettheir first attempt arrested and detained
before they were allowed to act again? How do yatuapvalue on that?” But the cases to which
Mr. Gerard refers used CCTV public surveillancegemsmas an investigative tool, not for
prevention.

The impact of public surveillance technology hasrb@idely questioned, but it has not
slowed the pace at which it is implemented in th®.lh the last decade. Critics have
guestioned the usefulness of police public surmedé programs:

CCTV therefore appears to be being implemented'ssation” without due

consideration of what it is meant to achieve, oatdther options might be

available, and how the problem might be tackled mumber of ways...Perhaps

the greatest success of CCTV may be to reassuteiols and police that they

have ‘done something about crime’, worse still &npersuade everyone else that
it has. (Groombridge & Murji, 1994a)
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Aside from public opinion polls, not much is knoabout attitudes toward surveillance
in the U.S. There does appear to be widespreaptartce of the technology as reported by the
media. But public opinion polls have focused maomn surveillance as a tool to combat
terrorism without a public debate about what publicveillance might reasonably be expected to
do. Also absent from public discussion is howwlgespread adoption of such technology
could potentially impact privacy rights. Scholaes/e discussed other potential social costs
associated with public surveillance, but those argnts have not been heard in mainstream
culture.

Description of Research

Beginning in the 1950s (Marx, 2012), the studywsillance has been of interest to
scholars. Since the terrorist attacks of 9/1heW.S., surveillance studies has become the focus
of increasing attention, and has developed asa fmsnt of study within a number of academic
disciplines: criminology, communications, cultusalidies, economics, history, law, philosophy,
political science, public administration, publicafta, social psychology, sociology, and urban
planning. A number of researchers theorize alwiligally analyze, and empirically test the
social, personal, and financial impacts of incrdaaaveillance. Collectively, the intensification
of surveillance as a field of inquiry has expanttezitopic area and made it difficult to
synthesize.

The type and scope of surveillance consideratiang hesulted in very different lines of
inquiry by researchers. For example, analyse®ldg public surveillance schemes by law
enforcement often focus on impacts on crime anplaiement, while studies of biometric
monitoring or GIS tracking tend to focus on tecluggl and/or consideration of civil liberties.

Scholars from many disciplines view surveillancetigh the lens of social costs, including
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threats to liberty and inclusion. Surveillancelaggiions are prominent in policing in the U.S.,
and are beginning to be widely used by public amehpe, commercial and social service
agencies at all levels.

The focus of this dissertation is on the overtafssurveillance technology by police in
public places. The first order of business isl&wify definitions and terminology. These types of
programs have been widely referred to as Closecu€ifelevision (CCTV). CCTV differs
from broadcast television in that the signal thaaties the video feed is not openly transmitted
and is viewable only with access to the “closedwtr” However, this definition applies to
almost all video camera surveillance, includingesnbs employed by private industry. “CCTV”
is not entirely descriptive of what | will be dissing in this paper. Therefore, | have developed
a new acronym — POST — which refers to “Public ®%erveillance Technology” and is meant
to represent a police program incorporating oventeillance technology in public places for the
purpose of increasing public safety.

Law enforcement agencies across the U.S. are dagl®0OST as a tool to reduce crime
with limited empirical evidence of the crime redoatbenefits of such strategies in the U.S., and
no empirical evidence of prosecutorial benefitsS.WPOST programs do not appear to
incorporate program experiences from other cowtparticularly in the U.K. where POST has
been tested over the course of several decadesi{\&dFarrington, 2009). Often U.S. POST
strategies are very expensive, and the implicationprivacy have yet to be thoroughly assessed
or debated, although Groombridge (2008) believestiblic should be more concerned with
financial costs than with privacy and civil righitsplications.

There are an endless number of questions and a@fr@aguiry to pursue with regard to

police use of POST. This study was designed totiiyeand provide some remedy to
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knowledge gaps in the research literature regandatige use of POST. This research will focus
specifically on three areas: 1) the adoption amadifpration of POST in the U.S. (using research
and survey data from several large cities); 2)tngposes for which POST data can be used and
how such data are used by one law enforcement ggetice U.S.; and 3) the community’s
acceptance of POST programs, including factorsdbiatribute to public attitudes about POST
(using survey data from two distinct populations).

The research is descriptive and exploratory, usinfiiple data sources to examine
POST at a national and local level. A case study gleveloped around one POST program in
one large Midwestern city. Case study informati@s focused on the way POST is deployed
and how the resulting data was used, as well aglamning, development, implementation, and
continued administration of POST. At the operatidavel, attention was given to the uses of
POST data, both active and forensic, with an exatian of how data was used in the case study
city. Data gathered from two surveys, as well aslipally available information regarding
POST in other U.S. cities, were used to contexteadind expand our understanding of the POST
program in the case study city. Community survatadpecific to two local POST programs
were analyzed to explore residents' attitudes athigitype of surveillance in residential areas.

This study contributes to the field by providingiardepth look at one POST project
conducted by a U.S. police department, exploriegniimerous ways in which data were
collected and used. By examining the decision-ngakrocess and implementation issues in this
case, the study is able to inform and improve taetce of POST use. Adding to the
knowledge base, | analyzed two data sets contapubgc perceptions of police use of
surveillance. The respondents to each survey waedifferent demographically but were

analyzed in the same manner to see if public daguoward surveillance were impacted by the
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same factors - age, race/ethnicity, gender, pigimuization, fear of crime, and levels of crime
in their residential area. Such comparative figdihave not been reported previously.

What follows is a review of the literature with sxd to police use of surveillance in
public spaces and what is known about attitudestdywublic surveillance (Chapter II).
Chapter Il is a description of the research meshatid Chapter 1V describes the results of an
analysis of attitudes toward police use of publiossillance in two distinct populations. Chapter
V describes in detail one police POST program enWhS. and considers the resulting use of
POST images by police. Chapter VI provides congxdssessing what is known about other
U.S. POST programs and describes some high-paz#es in which POST has been featured by
the media. Chapter VII offers a review of privagyplications and expectations with regard to
government-run POST programs in the U.S., as wda use of privately owned data. Finally,
Chapter VIl concludes with a discussion of therent findings regarding police POST

programs, as well as policy implications and recandation for future POST projects.



II. LITERATURE REVIEW AND RESEARCH QUESTIONS

In this chapter the current literature on publied\surveillance technology (POST)
programs by law enforcement is reviewed and asdesSstics have argued that law
enforcement agencies in the U.K. and the U.S. hawethe cart before the horse” where POST
programs are concerned, employing technologiesowitblearly defining goals (Goold, 2004;
Surette, 2004), purposes or policies (Laycock &K&da2001), or boundaries and guidelines to
regulate deployment.

The “war on terror” created a funding stream forSHQrograms in the U.S. Program
costs were justified as necessary to fight temorig8ut the investment in POST came at the
expense of other public safety projects. As ecao@onditions worsen and Homeland Security
funding diminishes, law enforcement agencies Wil be called upon to justify the costs
associated with increasing POST programs. For pkgrm June 2012, the Philadelphia City
Controller released an audit of the city’'s videovsillance project (Butkovitz, 2012) estimating
the cost at $136,000 pfemctioningcamera (only 47% of all deployed cameras, meathiat
more than half of the cameras did not work). Tdyort stated that these costs “appeared
excessive” compared to cost estimates during prpjaaning. “The cost is exceedingly
alarming, and outright excessive - especially wd£B.9 million is equivalent to the cost of
putting 200 new police recruits on our streetsid Stkovitz in a 2012 press release on the
audit findings (Office of the Controller, City oh®adelphia, June 20, 2012).

Decisions about the locations of cameras havelsea questioned. Often, government
agencies that implement POST programs have beeseadvyy criminologists to identify
surveillance areas through careful consideratiah®fpatterns of crime (geo-spatial

distributions, offender modus operandi, etc.). ldegr, some communities apparently pursued

17
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POST programs because neighboring communitiestgiiead them (Davies, 1996a; Goold,
2004; Norris & Armstrong, 1999; Nunn, 2003; Suref@04; Welsh & Farrington, 2004a,
2004b). This phenomenon has been also discusdkd diffusion of innovation literature
(Rogers, 1995; Weisburd, 2005).

There is concern that this funding may have besedaartly on political considerations
(e.g., the popularity of POST with the public) grattly on a handful of apparently successful
schemes that were usually evaluated using simmegavup (no control group) before-after
designs. According to researchers, these evahsati@re conducted with varying degrees of
competence (Armitage et al, 1999) and were oftekirig in professional independence from
government (Ditton & Short, 1999). That substdrtiading was poured into POST schemes on
the basis of questionable research, while an effeelternative in the form of improved street
lighting— supported by high quality research—wadely known, raised serious questions
about the use of public resources to prevent cimniitain (Welsh & Farrington, 2004b: 703-
4).

Without careful consideration of desired goals arethanisms by which POST
programs might accomplish those goals, qualityweatans of effectiveness are difficult to
produce. Without the clear identification of gobéfore implementation, evaluators are left
trying to assess successes on multiple frontsn eftthout adequate or high quality data.
Furthermore, as POST programs are implementedimgtbasing regularity, there is a need not
only to determine if POST is producing desired @Hebut also the cost-effectiveness and
sustainability of these programs. Additionallyvath many crime prevention programs,

measured successes in one context does not assuess in all contexts, and POST programs
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might show divergent patterns in different locai@nd contexts (Welsh & Farrington, 2004a;
Wilson & Sutton, 2003).

Support and endorsement of POST schemes by th& jpaibh important component of
government decision making. Attitudes toward goweent surveillance have been documented
through survey research in the U.K. Similar stadiave not been published in the U.S. Itis
widely believed that U.S. residents are supponivgovernment surveillance, if only slightly
wary of the risks to individual liberty, perhapsaaseaction to the September‘hJLErrorist
attacks. Most of what is known about attitudesampublic surveillance in the U.S. has been
described through non-scientific media polls. &eity, views of government surveillance are
sure to be nuanced.

POST has been used in many ways and for many redsainthe underlying ways in
which surveillance impacts criminal behavior ane tiverall effectiveness of POST as a crime-
fighting strategy are not well understood or unsadlly agreed upon. This section of the paper
reviews relevant theories of police use of publio/eillance, describes evaluations that have
been conducted, summarizes what is known aborenis attitudes toward the use of
surveillance and identifies knowledge gaps.

Theory

Many police POST programs have been implementdubwitstated goals, let alone
concise statements of the theoretical mechanismghiph the system could achieve those goals
(Goold, 2004; Surette, 2005). “In sum, at thisgimost evaluations conclude that CCTV seems
to work but how, when, and why remains unspecifi€durette, 2004). An examination of

underlying theoretical concepts of how POST masnay not work is important in the
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development of POST programs. Theory may helfustiate some of the best uses or potential
limitations of POST projects.

A widely cited surveillance theorist for many yearas Michel Foucault. Foucault is
known for incorporating the ideas of the “panoptit(a surveillance mechanism designed but
never constructed by Jeremy Bentham in Iaf%c:ﬁhtury) into an understanding of power and
control. In the panoptic model, few watch manypuéault (1977) wrote that perfect power is
both invisible and unverifiable. Perfect powerjsgls individuals to continualinverifiable
scrutiny that induces a state of consciousnesgsmh@nent visibility. That consciousness would
induce the subject to behave as expected for fadetection and punishment. The closest
example in modern law enforcement is the impattidden highway patrol officers on the speed
of drivers or in the near future, the impact of eaas on speeding. In this way, surveillance
ensures the automatic functioning of power withyJdétle or no effort on the part of the
authority. POST schemes theoretically provideuimeerifiable scrutiny, placing subjects in a
“power situation” of which they themselves are i@arers. In other words, the subjects of
POST regulate their own behavior, thus reinfor¢hmglegitimacy of the authority without the
authority having to exercise its power directlylwituman (police) intervention.

In recent years, many in surveillance studies wobtée need to move beyond the
panopticon (Boyne, 2000; Leman-Langlois, 2002; Ly2006; Mathiesen, 1997; Rosen, 2004).
They argue that Foucault overlooked the importapiogite process: the many watching the few,
(the synopticon or synoptosim) or even the manykag the many (the omniopticon or
omnioptosim). The impact of Foucault on surveiti@theory is undeniable, but for the purposes

of this research, the focus is on crime controbtles in criminology.
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Pawson and Tilley (1997) have been widely citedHeir list of the mechanisms through
which POST schemes might be effective. In a dsousof how to condudRealistic Evaluation
(1997), the authors used POST as an example.eingkample, the authors noted that POST in
any location does nghysicallyprohibit the commission of a crime in that locatidn order to
understand how POSTightprevent crime, the authors enumerated the meaharby which it
couldbe effective, incorporating roles for the indivadluthe community, or the situation. Their
list is often used as a starting point for a disaus of the theories underpinning POST programs:

“caught in the act’— instant detection and arrest

— ‘“you've been framed= deter offenders who don’t want to risk appref@nand
punishment

— "nosy parker” — increased formal surveillance reduces fear dfraization,
increases use and thus natural surveillance, dejesffenders who risk
observation

— “effective deployment™ resources should be deployed in order to detee m
potential offenders or catch them in the act

— “publicity” — symbolizes that crime is considered serioustherk is a
commitment to stop it

— “time for crime” — decreases crimes that take time to completéfesders
calculate how long they have before detection gopiehension

— “memory jogging”— remind people of vulnerabilities, prompting thersecure
property effectively, increasing the difficulty foffenders

— “appeal to the cautious™ naturally cautious people seek surveilled places
pushing those who are less cautious into use é&sge areas, increasing chances
of victimization away from surveilled areas

Within criminology, researchers have defined thregor perspectives on crime
causation and prevention; biological / psychololgicaories, social theories, and most recently

situational theories (Clarke, 1995). Situatiomahe causation and prevention theories were

defined after several studies concluded that iddiai behavior could be controlled by
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environmental manipulation. Situational crime meton theorizes that crime can be prevented
by prohibiting factors within an environment orusition that allow crime to occur. These are
sometimes called “opportunity theories” or “oppaity reduction theories” (Rosenbaum, 1988)

Situational crime prevention measures: 1) are thckat specific forms of crime; 2)
involve systematic (and sometimes permanent) manageor manipulation of the targeted
environment; and 3) are used in order to reducemppities for crime by increasing risks as
perceived by offenders (Clarke, 1983). These tgiesime control strategies can include,
among others, ‘target hardening,” defensible aechifre, and community crime prevention such
as “neighborhood watch.” Situational crime prey@mimeasures, similar to “environmental
design” theories (Jeffery, 1971; Newman, 1972),rmteaimed at root causes as are social or
psychological theories of crime. Rather they ieoénvironmental manipulation in order to
minimize opportunities to commit crime and to regluectimization.

Clarke and Homel (1997) differentiated three kinflsurveillance that can be used in
situation crime prevention: formal, natural, andoéygee (employee surveillance can occur
when the nature of the position includes opportesitor surveillance, such as bus driver, flight
attendant, or retail store clerk). Each of thgpes of surveillance is aimed at increasing a
potential offender’s perceived risks. POST asm&icontrol program can be understood as a
tool of situational crime prevention. POST camexnasused to address crimes that occur only at
specific locations rather than offender motivatié@rscommitting crimes. And POST is a form
of formal surveillance which may deter potentideafiers through threat of detection,
deployment of police personnel, and state-sandiigu@mishment. Yet POST may operate in any

number of other ways (as discussed by Pawson &yTill997, above).
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Situational crime prevention strategies seek toeiage risks and the difficulty of
committing crimes, thus reducing the rewards aharal behavior. These theories assert that
crimes are not necessarily premeditated, but cgsdine result of the presentation of an
opportunity (door or window is open, car is unlogketc.). Situational crime prevention
theorists tend to focus on the role of physicatsp&echnology, and sometimes the presence of
police as the mechanisms of prevention. Rosenl&wahin their boolPreventing Crimg1998)
argued that members of the community play an ingmbntole in many crime prevention
schemes. How they perceive and respond to theiraement, including POST, will influence
the level of prevention achieved. Rosenbaum anddiisagues also point out that displacement
and loss of civil liberties are aspects of situadiocrime prevention strategies that can be
problematic. Displacement occurs when criminabagtis not prevented, but is changed to a
new location, time, modus operandi, or type ofdeait. If situational crime prevention
measures result in displacement, they may not érilu® the overall community, although they
may benefit particular neighborhoods if local crihes been reduced. Although it is difficult to
measure, there has been some evidence of displatemtie POST schemes as well as diffusion
of benefits (Welsh & Farrington, 2009)

Situational crime controls have been associatel thig brother,” sometimes seen as
strategies that do not clearly address concerngtgnivacy, freedom and other ethical and
moral issues raised by the implementation of sibnat crime control strategies. Furthermore,
practical limitations (such as infrastructure, baitvironment, and community organization)
impact the application of situational crime contrdlrasler (1986) argues that situational crime
control measures will be useful for deterring sdgpees of crime, but will not be useful for

reducing violent crime, concluding that situatiomaasures will deter only “occasional or low-
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rate offenders.” Additionally, in order for situmtal crime prevention methods to be successful,
the strategies must be widely known and thus tlierlying problem must garner attention to
justify the strategy and encourage participationicw may have the unintended consequence of
increasing fear of crime (Heal & Laycock, 1986; Basaum et al., 1998; Skogan, 1990). The
mere presence of cameras may suggest to locaérgsidr users of the environment that “I am
entering a high crime area.”

The umbrella of situational crime prevention in&@adeveral theories, including rational
choice, routine activities, and crime pattern the=or Rational choice theory (Clarke & Cornish,
1985), compatible with situational crime preventibaories, asserts that offenders make choices
to commit crime based on rational decision-makihgorder to deter potential offenders, the
state must ensure that offenses will be swiftledetd and that punishment will be severe
enough so as to provide both specific and genetaligbnce. Specific deterrence will ensure the
offender will not choose the same behavior in titark, and general deterrence will ensure
others will not repeat the offender’s behaviorsgolasn punishment imposed. If law
enforcement surveillance systems ensure the safi¢tction of illegal activities and effectively
publicize the results, then theoretically the systan provide both specific and general
deterrents to criminal behavior.

Also closely associated with situational crime cohteasure is routine activities theory.
Introduced by Cohen and Felson (1979), routines/éiets theory was presented as an approach
for “analyzing crime rate trends and cycles” whatith not concentrate on offender
characteristics but on the circumstances in whitdnders commit criminal acts. Central to
routine activities is the idea that mastgal activities result from théegal activities of everyday

life. Criminal violations are then understood agly directly tied to, sharing many attributes of,
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and being interdependent upon the legal daily gietss In order for crime to occur, there must
be three elements present: a motivated offendaritable target, and the absence of a capable
guardian. Cohen and Felson argued that lifestydages in our society that moved activities
away from households and families contributed gihér crime rates by increasing public
opportunities for crime. These two ideas are vidg$on (2008) referred to as both micro and
macro theories on how crime rates develop. Conteanp use of POST by law enforcement
may act as a capable guardian in the absenceaiftaal guardian, providing a deterrent to
criminal behavior. This model assumes, howevet, tite “guardian” is viewed by potential
offenders as “capable”, meaning it will “respond”d way that increases the risk of detection,
apprehension, or other forms of punishment. Inatbeence of data from offenders, this
assumption cannot be directly tested. Additionddlygge POST program like London’s may
simply be too extensive to allow law enforcementeggspond as this model requires. If law
enforcement is unable to monitor the cameras asubrel swiftly, the routine activities model
provides a framework for understanding and chaltemthe effectiveness of POST schemes.
Closely related to routine activities theory, Bragham and Brantingham (1993, 2008)
wrote that while crime is a complex phenomenodp#s not occur randomly or uniformly
across time or space. There are discernible patterboth events and perpetrators. In crime
pattern theory, we can make sense of why crimeti®€venly distributed geographically or
temporally. Crime is “clustered” and the attribgitd the clustering having to do with the regular
activities patterns of both potential offenders &andets or victims. Therefore, in order to
understand crime, we need to consider the routitieity space of offenders, their networks that
involve other offenders, stationary targets and ilrobctims in the area of those targets.

Brantingham and Brantingham assert that the coratida of these factors make it possible to
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understand crime patterns as well as develop eféeniterventions. POST could be used in
places where patterns have been identified andreribtims or offenders are clustered; thus,
POST should deter crime under crime pattern theafrigroperly deployed.

Police have derived a number of crime control sgi&s including POST as a
manifestation of the theories discussed in this@ec Crime does not occur evenly across all
places but is concentrated in relatively small gtathat account for nearly half of all criminal
events (Braga, 2001). Law enforcement agencies bagn aware of crime patterns for
centuries, and recently have begun to assign nfocers to areas with higher levels of crime
under the label of “hot spots policing.” POST @aent, if based on crime patterns and not on
political considerations, is a form of hot spot$iging that replaces police officer surveillance
with electronic surveillance. The actual impacP@ST in a given incident would depend on
the mechanism through which it deters or displacese or diffuses benefits. The mechanism
will likely vary from situation to situation anduk one theory of how POST works may not be
adequate.

Regardless of the situational crime prevention theader which POST might operate,
these programs are all theoretically linked to alocontrol. Control theory was briefly noted
above in regard to the work of Michel Foucault andveillance. More generally, social control
theory (Hirschi, 1969) assumes that delinquentaimdinal acts are the outcome of an
individual’'s weakened or broken bonds to socie€dgcial control theory posits that the process
of socialization and the social learning entailethim it contribute to self-control and reduce the
desire for individuals to indulge in antisocial bglor. The combination of an individuals’
commitments and relationships, as well as learméidfb, values and norms, influence them not

to break the law. If individuals have connectitmsheir community and “buy into” community
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norms, they will voluntarily refrain from commitgncriminal or delinquent acts. Therefore,
assigning negative consequences to undesirableifi@oral or illegal) behavior will build
social order. According to Hirschi, the question ¢ontrol theorists is “whgon’t people

commit crimes?” rather than “wido people commit crimes?” In this way, POST could be
understood as a crime prevention strategy incotimgraocial control theory. In a formal sense,
POST could induce expected behaviors within paaénffenders and victims thus preventing
crime. For example, a potential offender may ckawst to commit a crime within the camera’s
view for fear of being detected, and a potentiatim may see the presence of the camera as a
symbol of the risk of victimization and avoid tlaea or take additional precautions. Of course,
this scenario could have the opposite effect ifvlsems interpret the cameras as a symbol of
government protection, lessening their awarenessgugdtional risks and making themselves
more vulnerable.

As an informal mechanism of social control, POS@gpams might operate in a number
of ways. POST might strengthen community cohebiprepresenting governmental investment
in neighborhood conditions (Welsh & Farrington, 2000 POST programs could be seen as an
investment in the community, which may induce isidents the desire to further improve living
conditions (Kelling 1986; Skogan, 1990; Wilson atelling, 1982) and ultimately contribute to
informal social control. Mere increased use ofribhborhood by residents may deter
offending. Furthermore, in theory if residents wtogether and are successful in bringing (or
keeping) POST schemes in their neighborhoods,ubeess of such action could be an
expression community efficacy (Sampson et al., 199&Ish & Farrington, 2004b). Community
efficacy, defined by Sampson et al as “social cmimeamong neighbors combined with their

willingness to intervene on behalf of the commondjdis an indication of neighborhood
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stability (although some have argued there is ndegce that communities can create efficacy
where it is weak or nonexistent, e.g. Rosenbauah, 4987). When neighborhoods are
“organized,” informal social structures such asifeam and peers, act to deter crime by
protecting their environment. POST schemes, iy ddferent ways, may contribute to social
control either formally or informally.

Situational crime prevention strategies, however nted by theorists as having a
number of potentially negative social consequen&sveillance researchers and theorists have
argued that social control through surveillancexsrcised through exclusion (Fussey, 2008;
Lyon, 2003; McCabhill, 1998; Norris, 2003; Welsh &rfington, 2009; Zurawski, 2007).
Emerging surveillance technologies are fundamenthtferent from other forms of human
surveillance in two ways: by extending Foucaultsstiplinary gaze,” authorities have the
ability to detect acts that might otherwise go uedid; and images and information captured by
surveillance systems can be extracted and stomeggpently. The technology is inherently
neutral -- it is the way in which the technologyised and for what purpose that has to potential
to disproportionately impact different populatiortSmerging surveillance technologies are
exclusionary in that their capabilities are usedxolude “deviant” from “non-deviant”
populations. Often the gaze of surveillance cam&als on the “underclass,” leading to
exclusion of entire populations (McCabhill, 1998)ne might argue, however, that this type of
exclusion is unintentional. Public disorder is mbkely to occur in low income and minority
neighborhoods. Using broken windows theory asaesyy, police intervene when minor forms
of disorder and incivility are observed on theestse POST could be used to support this
strategy, but, critics have argued that such pbeseed strategies could be viewed as a racist de

facto, although not intentional (Rosenbaum, 20@Bdher potential negative consequences from
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POST use include displacement of crime, escalatidine severity of crime in a location, threats
to personal liberties, and victim blaming.
Impact on Crime

This dissertation research did not test for theactpf POST on crime. However, it is
still important to have some understanding of wie been established about its effectiveness.
Evaluations of the impact of POST on crime haventblittle consistent evidence of impact on
crime. This may be due, in part, to the difficultycontrolling for other competing factors that
may impact crime. This section includes a reviéwxsting literature on the effectiveness of
POST on crime. The reader should note, howevat wthile this information is relevant to the
study of POST in general, this dissertation rededoes not measure the impact of POST on
crime.

Most of the literature of the impact of POST usddw enforcement focuses on crime
reduction and displacement. While public POST slllance is gaining momentum and
popularity, few agencies have planned for evaluatiand fewer have published well planned
and well executed evaluations. Evaluations thae teeen published show mixed results which
vary by crime type and location of cameras. Mutthe early research on the effectiveness of
POST has been “post hoc shoestring efforts by tiv@aimed and self- interested practitioner”
(Pawson & Tilley, 1994) which generally leads tghly unreliable results (Groombridge &
Murji, 1994b). The late 1990s to mid-2000s sawlys®s that were more scientifically rigorous
than in previous years (Gill et al., 2005; WelslF&rington, 2003a, 2009). Evaluations of
POST programs are difficult under ideal situatibesause of the quantity of variables that

should be measured and controlled and the diffiaaltollecting and quantifying these data.
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In reality, many projects are implemented withargtfidentifying program goals and
mechanisms by which the scheme is expected to wmaking the identification and collection
of data to measure success extremely difficult of@a2004; Laycock & Clarke, 2001; Surette,
2004). Furthermore, rarely do evaluations provatea test of "theory failure" versus
"implementation failure" (Rosenbaum et al, 198@}her most evaluations tend to look only at
outcomes, leaving problems with implementation unkm. One notable exception is a “practice
guide” created by Gill and colleagues (Gill etz0003), in which “lessons learned” are discussed
from 17 POST schemes funded by the United Kingdd#i@se Office, including the pre-
bidding process, project management, building tlogept team, engaging stakeholders, the
inclusion of third parties, costs and resourced,design and technology. Ratcliffe (2006, 2010,
2011) also documents implementation consideraiimhss COPS Office “Problem-Oriented
Guides for Police” report on POST.

For evaluations that assess outcomes, one possipl@nation for null results is
"evaluation failure." Evaluators may not have nueed the correct outcomes, for example, or
measured them unreliably or without a comparabigrobgroup. However, implementation
failure is a likely culprit in many evaluations laese the importance of the planning process is
often ignored in the rush toward implementatiorthéd implementation factors that have not
been widely considered in evaluations include:rtliber of cameras installed (the optimal
number and process for locating cameras), the wayhich they are monitored cameras
(actively, to interrupt a crime in progress — aatively, to support an investigation and
prosecution), public notification of the of the peace of cameras (which could impact

deterrence), or data retention policies (for realen support of investigation and prosecution).
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Evaluations of POST schemes vary in rigor, measentsrand methods. The most
easily accessible information on POST typically suamzes the programs in existence, details
anecdotal evidence on those programs, and sumraaijzeions about its effect (see Nichols,
2001; Nieto, 1997). A number of reports on POST ather not specific as to a municipal or
sub-municipal location (Beck & Willis, 1999; Gill &urbin, 1998, 1999; Harris et al, 1998),
mention POST as effective without evaluation (GéaX002), or simply provide summaries of
programs (Nieto, 1997).

Third-party evaluations of POST programs begarpfeear in the late 1990s, examining
program effects mainly in the U.K. and AustralEvaluations of U.S. POST programs that
included significance testing were first publismedhe late 2000s. Evaluations of POST
programs in the U.K. and Australian are summariast| followed by evaluations of U.S.
programs.

Meta-analyses.

Many evaluations of POST programs have been coaduntostly in the U.K., and as
noted earlier, not all evaluations have been eguigjbrous in their methodology. In an attempt
to understand the overall documented impact of B@SiTmeta-analyses were reviewed (Gill &
Spriggs, 2005; Gill, Spriggs, Allen, et al., 200&nard, 2001; Phillips, 1999; Sutton & Wilson,
2004; Welsh & Farrington, 2002, 2003a, 2004b, 208son & Sutton, 2003), the vast majority
of which involve POST programs in Britain. Metaa@yses overlap each other in that they
incorporate many of the same local area evaluatiotige analyses. Only one meta-analysis did
not reveal the actual sites of evaluations (Gipli§gs, Allen, et al., 2005), and therefore, the

degree of overlap with other evaluations is unknown
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Noteworthy meta-analyses of evaluations of POSgnaros in mostly the U.K. were
authored by Phillips (1999) and Welsh and Farrinqi¢Welsh & Farrington, 2002, 2003a, 2004b,
2009). The Phillips analysis included 27 evalusiof POST projects; 14 in city centers, eight
in parking facilities, three in public transportiliies, and two in public housing projects. Of
the Phillips evaluations, 14 were also includethmmmeta-analyses by Welsh and Farrington that
were conducted prior to 2009, plus the additioright POST evaluations not included in the
Phillips analyses. Welsh and Farrington were expibout criteria for inclusion of studies
based on scientific rigor. As a result, while tmeyiewed 46 evaluations for the analyses prior
to 2009, only 22 were include in their analysis {1 tity centers, five in parking facilities, four
at public transit locations, and two at public Hogssites). The evaluations included in these
meta-analyses number 35 in total. By 2009, thelbmrrof evaluations that were rigorous
enough to be included in meta-analyses by Welshangngton were 44. Since many of the
same evaluations are used in the Welsh and Faoriragtalyses, only the most recent review
(2009) will be covered here.

Phillips did not discuss criteria for inclusion@faluations in her meta-analysis. Phillips
found the implementation of POST in parking fambtled to drops in car-related thefts,
although impact could have been the result of ngitihg and other new security measures
installed in concert with the POST cameras. Inrheta-analysis, Phillips found mixed results in
the ability of POST programs to affect crime redwts o interpersonal or public disorder
crimes, either in city centers or at public tranmsgion locations. Phillips suggested that a small
number of studies indicated POST might lead toceddear of crime for residents near the

POST cameras (Brown 1995, Chattterton & Frenz 18#halingham 1996; Musheno et al.
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1978; Sarno, 1996). Overall, Phillips suggested BHOST may reduce some property crimes in
some instances, while the effects on personal caintefear of crime are less clear.

Phillips (1999) warned about the difficulties ablgting the effects of POST. She also
noted a pronounced lack of evaluations that tateeaansideration the context, mechanism, and
outcome strategy. She suggested that the mechadesweloped by Pawson and Tilley (1994;
1997) could be beneficial if considered in evaloatf POST projects. Additionally, Phillips
described the lack of adequate consideration platement and diffusion benefits.

The meta-analysis by Welsh and Farrington inclusleduations of POST used in town
centers (which could be a city or a smaller tovpuplic housing developments, public
transportation facilities, and parking lots. Twetwo of the 41 evaluations were of POST
programs in town centers: 17 in the U.K., threthmmU.S., one in Sweden, and one in Norway.
In ten of the sites, POST programs were shown ¥e bhadesirable impact on crime (crime
decreased), five had an undesirable impact (cnmoeased), one had both a desirable and
undesirable effect on crime, five had a null eff@etcrime and one had an uncertain effect on
crime. Twenty studies included measurable effeet, @nd when pooled, they showed a small
but insignificant reduction of crime in town cerger

Nine evaluations of POST in public housing locasievere analyzed; seven in the U.K.
and two in the U.S. Three of the evaluations shibavdesirable impact on crime, two had an
undesirable effect, three had an uncertain eféaat,one had a null effect. Eight of the studies
had measurable effect sizes, which when pooled sti@small but nonsignificant impact of
POST in public housing developments. Four evadmatof POST public transportation systems
were analyzed (three in the London Undergrouncesystind 1 in Montreal’s Metro). Two of

the evaluations showed a desirable impact on crome an undesirable impact, and one a null
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impact. Pooling measurable impact data demonsteatezable but nonsignificant impact of
POST on crime in public transportation facilities.

Finally, six evaluations of POST in parking lot8,iathe U.K., were analyzed for
impact. All of these interventions were done imjooction with other public safety projects like
improved lighting. Five of the evaluations shoveedesirable impact on crime and one an
undesirable impact. When measurable impact ipratjrams were combined, a significant
desirable effect on crime in parking lots; crimemased by 51% in experimental compared to
control areas.

Overall, the meta-analysis reveals POST had natedfe violent crime (measured in 23
evaluations), and a desirable effect on vehiclmesiin ten of 22 evaluations where they were
measured. Data disaggregated by country showe®@&T was more effective at reducing
crime in the U.K. than in the U.S., Canada, Noneagweden. Overall, Welsh and Farrington
conclude that POST has a significant desirablecetfe crime, mostly in parking lots, mostly on
vehicle crimes. However, a recently published eatdn by Reid and Andresen (2012) of a
POST pilot project in Canada to reduce vehicleteglarimes in parking lots found there was
little evidence that POST contributed to dropsehicle crime during the study period. More
importantly, they noted that evaluation findingsre&vdependent on evaluation methods, with the
most commonly used method (data from one yeargé-post-implementation) showing a
significant decrease in vehicle-related crime, éhodology the authors considered
inappropriate.

Gill and colleagues published five evaluations @3 programs in specific sites in
Britain in 2005 as well as two meta-analysis of H@8ectiveness. The research was

commissioned by the Home Office, which selecte@®fl300 POST programs that had received
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government funding for evaluation, choosing a nfiprjects that could be easily evaluated,
and that were high profile either because of thewarhof funding they received, or high crime
before the POST scheme was implemented. Fourfdée @7 places were included in the
evaluation findings published in 2005 as two metabgses (Gill & Spriggs, 2005; Gill, Spriggs,
Allen et al., 2005); and three case studies (Giftle, Spriggs, et al, 2005; Gill, Allen, Spriggs
al, 2005; and Gill, Swain et al, 2005). The twa@aanalyses cover the same 14 schemes and
overlap with the three case studies. Therefdi@;us here on the meta-analysis by Gill and
colleagues (Gill and Spriggs, 2005; Gill, Spriggen, et al, 2005). The meta-analyses are
distinguishable from the Welsh and Farrington stadiecause they covered a wider range of
measured outcomes, included site selection coraidas, and took into account competing
crime control programs.

A great deal of data were collected for the Galetvaluations, including: police
statistics; public attitude surveys; identificatioinother crime initiatives operating within the
geographic area covered by POST programs; progessibh project designers chose locations
and the internal assessment of the scheme; contiol operations; and economic impact data.
The quality of program implementation, however, thiee administrative or tactical, is unknown
or was not included a part of the evaluations.

With regard to crime data, police statistics werailable for 13 of the 14 POST
programs. Six were shown to have reductions meiin the target area relative to the control
area. Of those six, only two had statisticallyngigant reductions, and one had to be discounted
by the presence of confounding variables. Sigarfichanges in crime could be attributed to
POST in only one of the 14 locations evaluated,amnoh the Welsh and Farrington meta-

analyses, the POST involved parking lots. Gill &pdiggs (2005) found that “impulsive”
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crimes (such as alcohol-related incidents) were ligsly to be affected by POST systems than
were “premeditated” crimes (like auto theft).

Gil and colleagues found POST in parking facilitiedave the best results, while
programs in residential areas demonstrated mix@dtse They theorized that POST worked
best in areas with limited and controlled accesstpdike parking lots. This could be because
potential offenders believed they would have a cedwpportunity for escape, should they be
detected. Gil and colleagues wrote that residiept@yrams may not have demonstrated
successes because they were often implementealtavidle short-term problems which would
require very sensitive measures to detect impéey found that displacement was uncommon
but occurred to varying degrees depending on teesy

Gil et al noted that POST programs had to be utaledsn the context of “risk” level,
low-risk locations did not experience significahtaages in crime after POST implementation.
They also found that many of the projects studidchdt have a clear objective, and that often
schemes were requested by residents in relatiorighboring towns installing POST,
regardless of need. They advocated for POST sgstieiime developed as part of a
comprehensive strategy that outlines goals ancctsbgd the implementation. Moreover, they
advised that these planned implementations shaaldde a detailed understanding of the local
crime problems that the POST program seeks to rgméth an accounting of the measures
already in place to respond to those problems.

Evaluations of U.S. programs.

In the United States, knowledge about the impa&@$T programs is limited to a
relatively small number of program summaries araleations. Early survey research (Nieto,

1997) summarized the use of POST in public placd4.iU.S. cities. This summary of
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programs asked respondents to report on the outobthe program — no independent
verification was conducted. The respondents wezegbvernment agencies who had
implemented the program, and therefore, the “figdirshould be considered in that light.
Baltimore, Maryland and Virginia Beach, Virginiagmided only anecdotal evidence to
suggest success, and Anchorage, Alaska provideulata evidence of success in targeting
POST specifically at prostitution, drugs and gamdpli Tacoma, Washington and Hollywood,
California reported general “reduced criminal aityi¥ and Newark, New Jersey, reported
success based on the commercial growth in surkedlareas. Locations that reported more
specific “results” included Memphis, Tennessee (I¥érease in “crime”), South Orange, New
Jersey (40% decrease in motor vehicle thefts), DdNew Jersey (loitering and “crime” down
overall), and San Diego, California (Park Distregported that POST reduced criminal activity
in parks). St. Petersburg/Tampa Bay, Florida rieopreliminarily that crime was down, but
cautioned that the change could not be attribugd@QST. This early attempt at understanding
the impact of POST on crime underscores the neegrégrams to define in advance their goals
and specific verifiable measures rather than ralpecdotal evidence. This survey also shows a
variety of ways that U.S. agencies used POST béfher¢errorist attacks of September 11, 2001.
Compared to the number of POST programs that heee Implemented in the U.S., few
have been evaluated using methodologies that ia@ighificance tests and often, the evaluation
is not part of program design, so measures of itrgr@&cpost hoc. For example, an evaluation of
a POST program in Las Vegas was the result of lnotktion between local police and the
University of Nevada Las Vegas (Sousa & Madense@8®2 The POST cameras were installed
to “address the high level of crime and reducerigieof victimization.” However, the police

did not maintain either incident or arrest datatetnically that could be extracted by date, so
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the researchers used calls for service as thetiaitalysis, as well as residential and business
surveys. The evaluation concluded that the prograshsuccessful because calls for service
decreased after implementation of the POST proguadnbecause survey respondents perceive
crime as having decreased as a result of prograptementation. A total of six third party
evaluations covering sites in eight cities thabiporated rigorous methods of evaluation of
police POST programs in the U.S. are describednbelo

The earliest evaluation of POST in the U.S. alsoiporated a unique design. The
evaluation of the Cincinnati POST program (Mazerell al, 2002) did not use crime incident
data to measure impact. Instead, evaluators desela methodology for measuring behavior at
camera sites (four total cameras in the prograrmd)raviewed footage at randomly selected
points in time. Evaluators measured behaviorsigiog pro-social (coming and going out of
stores, waiting at bus stops, pedestrian traf@opbe in conversation with others, people using
payphones and ATMSs), anti-social (loitering, “hoggaround,” drug dealing, begging, and
intoxicated persons), and guardianship (policeestavners and civic officials on the street).
They also measured traffic in addition to the bétr@varound the camera installation sites and
concluded that the most promising aspect of thgnara was thénitial deterrent impact on anti-
social behavior from installing the cameras. Skawrn behavior modifications happened in
response to camera installation, but ultimatelypbeavere desensitized to the presence of
cameras and returned to pre-implementation behawetering down the potential for long term
gains.” The authors suggested that greater daetamgact might have been achieved with an
advertising campaign that alerted the public toptesence of the cameras. While the
measurement of behavior as dependent variablesstindy was unique and interesting, it was

also time consuming and could potentially be expendabor to review footage). This
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methodology has not been replicated in the U.8.raay be unrealistic for programs that
incorporate large numbers of cameras.

A “comprehensive evaluation” of the effectivenetSan Francisco’'s POST program
(King et al, 2008) included “a multifaceted empadi@pproach,” examining impacts on crime,
policy, technology, and management. The evaludtband no evidence that POST in San
Francisco reduced violent crime, drug incidentssptution, vandalism, or incidences described
as “suspicious occurrences.” However, statisycsifjnificant decreases in in property crimes
near POST were found with no evidence of displacgnmeostly due to a reduction in thefts. As
to the potential benefits for investigations, SHRBde a limited number of requests
(approximately three per month) for captured vitteiage to see if it contained evidence about
an incident that had already occurred, and usedlH@@®&age to charge a suspect only six times
in three years. In order to put this number irspective, | contacted the San Francisco District
Attorney’s office to find out how many cases weceepted into prosecution in 2008. While |
was told they could not provide that data, the @cnperson reported that there were 9,138
convictions in 2008 (which included guilty pleAsPPOST footage is also reported to have
contributed to dropped or amended charges on sttti@a occasions.

Two actively monitored sites in Los Angeles (Canmmegbal, 2008) were evaluated for
the impact POST had on crime: one in a public hmpdevelopment in Watts the other on
Hollywood Boulevard. The evaluation did not firtdtsstically significant reductions in either

violent or property crime after the implementatafrthe POST program in either location. Tests

® Arthur Meirson, Justice Fellow, San Francisco iistAttorney’s Office provided the data in a teheme
conversation on 24 September 2009.
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for displacement suggested some types of crimeshaag been displaced, although not
significantly.

An 18 camera POST system was implemented in tes sitPhiladelphia. An evaluation
of these sites (Ratcliffe et al, 2009) employed statistical techniques (weighted displacement
qguotient and hierarchical linear modeling). Retud in “serious” crime were found in target
areas, but the reductions were not statisticafigicant, although this may be due to the low
numbers of reported serious crime. Statisticatipiicant reductions in “disorder crimes” were
found in the target area, and when combined irsimgle analysis with serious crimes,
reductions in target areas were significant. Sdiffesion of benefits was reported around some
cameras and displacement was seen around others.

An evaluation of the impact of cameras in Chicaga (sites), Baltimore (four sites), and
Washington DC (La Vigne et al, 2011) provided mixeslults. In Chicago, there were
statistically significant reductions in violentire after the installation of POST cameras in one
of the two locations, with no evidence of displaeetrand some indication of diffusion of
benefits. Three of the four sites in Baltimore @ehown to have statistically significant
reductions in violent crime with no evidence ofpl&&ement and some indication of diffusion of
benefits. The Washington DC analysis was a ldiferent from the other two cities in that
cameras placement was more diffuse. Chicago ahuinBee both had a number of areas where
camera “view shed” were overlapping, but there ar@dg one such area in Washington.
Therefore, the Washington program was analyzedianvtays: individual camera analysis and
an analysis of a cluster of cameras in one locatibare the view shed was overlapping. In
neither case did the POST program result in sizdist significant reductions in crime after the

installation of cameras. The research also indwibest-benefit analysis, and found benefits in
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excess of costs in both Baltimore and Chicago. Méxeluding victim costs from the analysis,
the costs and benefits were nearly the same imnBaie but still providing more benefit in
Chicago. However, the cost-benefit analysis usstsdor the entire city and generalizes the
benefits based on the desired impact that was founde of the two study areas. Crime was not
found to be impacted by POST in the other treatraezd and so we cannot assume that benefits
would be found consistently.

An analysis of the impact of POST cameras in DefRapazian, 2012) used crime
incident data around 88 cameras (total projectrpm@tes approximately 130 cameras) as the
unit of analysis. A statistically significant rétanship in the installation of cameras and the
reduction of thefts from cars was reported. Otingne categories were also reduced after the
implementation of the cameras, but the changes ma@rsignificant.

In summary, few agencies have incorporated evasiinto their planning process and
fewer have published well planned and well execeteduations. Published evaluations report
mixed results and much of the early research orffieetiveness was post hoc analysis by
program advocates. Analysis in the last severalsykas been more rigorous than in previous
years, but evaluations remain handicapped by thatdyu of variables that could be included as
controls and the difficulty in collecting and quidyihg these data. In reality, many projects are
implemented without first identifying program goalsd mechanisms by which the scheme is
expected to work, making the identification andexion of data to measure success extremely
difficult. This may be due, in part, to the falsetlaw enforcement agencies are implementing

POST schemes without a theory of how POST may warkeven what they are intended to do.
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Attitudes about Surveillance and Law Enforcement

In the 2! century, public law enforcement agencies are eepieo be responsive to the
concerns and issues raised by the community. $lanee systems are expensive, so taxpayers
must be convinced that they are effective and gppate for use in urban neighborhoods. Some
of the key values we share and seek to proteatrirsaciety -- safety, efficiency and individual
liberty -- can be in conflict when it comes to lawforcement functions. Surveillance systems
embody these conflicting values by offering boté pierception of improved safety and greater
surveillance by government ("big brother"). Beaaakthese potential concerns, this
dissertation will also examine public attitudes atbsurveillance and POST in particular.

Several studies explored public attitudes towardesliance from different perspectives.
Surveys have generally uncovered a positive adtialtbut POST in other countries, with some
expressed concern about being watched, but thaladftacts of installing POST on public
perceptions and fears are more mixed. The eadigsey of public attitudes toward POST
(Honess & Charman, 1992) was conducted in fouriBlngbwns. The vast majority of
respondents reported they would welcome POST, dfstashces were noticed by gender and
age. Men and younger respondents expressed muaceros about POST than women people
over 20. No statistically significant differendaesesponses were found regardless of the
presence or absence of POST cameras. Respongprassed concerns about the potential that
program managers may use the system inappropriatghgtify program costs, that camera
watchers may abuse the system, uneasiness abanyg Yatched,” and the erosion of civil
liberties. Respondents were asked who should &atrerity to decide to install POST in public
places, to which most responded the local coutin@lpolice, local shopkeepers, and

neighborhood watch groups. Just over half of redpats felt that the federal government and
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private security firms should not be allowed toidedo install POST in public places, and just
about half reported that magistrates and courtaldhze allowed to decide to install POST at
specific sites. Overall, many respondents notatrb single body should make installation
decisions and the public should be provided an dgppity to debate POST placement locations.
The majority of respondents believed that the golibe magistrates, and the courts should have
access to POST data, and about half reported tier@egoublic should have access to the data.
Respondents reported that POST cameras were ustxbdority purposes,” “to stop any
potential trouble,” “prevent crime,” and “generalkgeillance,” although nearly 20% “appeared

to have no idea about the purposes of POST witheiag prompted.”

Ditton (2000) conducted opportunity sample intemgen three areas of Glasgow in
1994, 1995, and 1996. Interviews were conductéaréand after the implementation of POST
cameras in areas where POST was installed andot@otations. Ditton did not find evidence
that the installation of POST decreased fear oheri Age and gender were strong predictors of
attitudes, with males more likely than females godng people more likely than older people to
express concern about POST cameras. Support lioe peewing the images was high and did
not change over time, and just over half repored the presence of cameras would make them
feel safer. Age was positively correlated withthlee responses but gender was not; older
respondents were more likely to express suppodtitieides toward POST programs.

The Bennett and Gelsthorpe (1996) survey of pelopambridge, England found that
the public generally supported the installatiofP@ST cameras in public places. The public
also believed that POST was effective in deterand detecting crime, and preventing fear of
crime (approximately 70% of both genders in alethcategories).he study also found a strong

bivariate correlation between support for POST age, gender and fear. Older respondents,
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females and those reporting greater levels ofviese more likely to support POST programs.
However, the effect of gender disappeared in thikivadate analysis, suggesting that gender
was only linked to support for POST through fear.

Sarno et al (1999) interviewed individuals in a Hon borough and found that more than
half believed crime had fallen post-implementabthe POST program. Respondents who
were aware of the presence of POST cameras rederklg safer as a result of its
implementation. The vast majority of respondemigebed that POST helps to catch criminals,
and two-thirds believed cameras deter crime angase perceptions of public safety. Overall,
about half of respondents reported that the presehPOST cameras in an area made them feel
more positive about the area. There were no éiffegs in responses by gender.

Gill and Spriggs (2005) conducted pre- and postlementation surveys in 12 sites with
control areas for 7 locations. The authors fouatistically significant decreases in fear of
victimization in 25% of the sites, and perceptiofsafety increased in all but 1 site post-
implementation, although none significantly. PCsshemes were not reported to lead to
behavior modification and did not keep people duhonitored areas. However, in residential
areas where POST was used, the proportion of aseyed who thought POST would have a
positive impact decreased following its installatio

Gill, Bryan, and Allen (2007) surveyed individuatseight residential areas in the U.K.,
both before and after the installation of POSTdatermine levels of victimization, fear of crime,
avoidance, and support for POST. The survey ireduabth pre- and post-installation measures
in both treatment and control areas and random lsagnpas used to select the households for
guestioning. Fear of crime decreased in treatmeas after implementation of POST while

those in control areas reported no change in lefdisar. Reports of avoidance behaviors
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decreased after implementation of POST in treatraegas but not in control areas, more so
during daylight hours than dark hours. Overalpmurt for the introduction of POST was high
both pre- and post-implementation, but supportd&ér implementation.

Using "the public" to assess the merits of POSTsdu always mean relying on surveys
of the general public. Short and Ditton (1998)oider to find out if POST actually leads to
reductions in crime rather than displacement oheriinterviewed 30 “offenders” on probation
or doing community service in Airdrie (the first@&ush town to install POST) in 1996. All but
three were men and most were in their teens oy 28d. Most (17) had been charged with non-
property offenses including breach of the peacgguds drunk and disorderly, and possession of
drugs. None of the 30 could be considered “cargmsrinals,” although many had prior records.
Of the total sample, almost half had heard abaallBOST from initial media accounts in 1992.
Most believed the police watched the captured irmalget no one knew exactly when cameras
were implemented. Most had a good idea of thesatest could be viewed by cameras, and
most understood the purpose of the POST cameilight & the 30 offenders reported POST
had no impact on their offending, but 12 said i kdave an impact.

While there seems to be widespread acceptance $TR@grams in the U.S. (Reuters,
2009), no empirical analysis has been conductedtatittudes toward POST. Only one report
on crime reduction as a result of POST in the (L&s Vegas) included data on community
attitudes (Sousa & Madensen, 2008), but little iletgorovided in the report. The survey of less
than 100 residents who lived in apartment buildiaggind the area where POST cameras were
installed found that respondents were generallytigesabout the impact and supportive of

expanding the program.
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Absent empirical research on attitudes toward palise of POST in the U.S., there have
been several national opinion polls conducted tivetast decade that present mostly positive
attitudes toward police use of POST, at leastdootism prevention. Starting shortly after the
September 1%, 2001 terrorist attacks in the U.S., Harpslls asked approximately 1,000
survey respondents if they would favor or opposeris increased powers of investigation that
law enforcement agencies might use when dealing pabple suspected of terrorist activity,
which would also affect our civil liberties.” Omé the items was “Expanded camera
surveillance on streets and in public places.” rNdavo thirds of respondents stated that they
favored increased use of surveillance camerasdiealing” with terrorist activity in September
2001, falling to a low of 58% the following Marcf.he last time the item was included in a
national survey was 2006, when a high of 70% dag tvould favor police use of POST.

During some of the same polls, Harris asked respaiscabout their confidence levels
that “U.S. law enforcement will use its expandexvsilance powers in what you would see as a
proper way, under the circumstances of terrorigats?” In the aftermath of the Septembéft 11
terrorist attacks, nearly nine in ten (87%) resmns reported confidence in law enforcement.
The same question was asked in two subsequentgmullsearly three in four expressed

confidence.

Table |
CONFIDENCE IN LAW ENFORCEMENT TO USE SURVEILLANCPROPRIATELY

Not Sure / Not
Very Somewhat| Decline to | Not Not Very  Confident
Date Confident Confident Confident | Answer Confident = Confident at all

" Harris Interactive is a market research firm.
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Sep 2001| 87 34 53 1 12 8 4
Mar 2002| 73 12 61 3 23 17 6
Feb 2003| 74 22 52 2 23 14 9

In 2009, a Harris poll (commissioned by a videokgiies software development
company) of approximately 2,400 adults (Reuter®92@ound that a whopping 96% felt that
law enforcement agencies should be able to us®wdeveillance both to counteract terrorism
and to provide protection in public places. Mdrart half (54%) responded that they would
support the use of stimulus funds to install PO&meras for reduce crime reduction.

In 2010, a Financial Times / Harris Poll (Harrisdractive, 2010) asked approximately
7,200 respondents in seven countries about swaxedl by their local governments.
Specifically, pollsters asked:

Following the failed attempt to explode a bomb grlame in America on

Christmas day, certain measures to increase ngtaiihe security, but also

security measures in other locations, are beingudsed. How much do you

agree or disagree with the following statementaiabome of these measures?
There is already too much surveillance of individuzsy the government.

Respondents in the U.S. were nearly evenly spiiwéen agree (32%), disagree (35%) and
neither (33%) and thus showed the most dividediopgabout use of POST of the countries
represented in the Harris poll and in other atetpdlls conducted in the U.S. But next to Italy
(where only 25% of respondents agreed that thessteeamuch surveillance), U.S. had the
lowest percentage of respondents who agreed (32Bt)a (34%), France (39%), Germany
(38%), Great Britain (39%), and Spain (40%), alll lnggher rates of agreement that there was
too much government surveillance. InterestingtyChina, only 22% of respondents disagreed
that there is too much government surveillance 4834 neither agreed nor disagreed.

In 2011, an Associated Press / NORC poll askedyn&drO0 survey respondents about

specific policy measures related to public placethée United States. Specifically, respondents
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were asked “Do you favor, oppose or neither favmraoppose the installation of surveillance
cameras in public places to watch for suspiciotiviacas a way of responding to terrorist
threats?” Nearly three quarters of respondentsré/the installation of POST cameras for the
purposes of capturing license plates and only 1gposed. Slightly more than 70% of
respondents favored POST cameras to “watch fon@asp activity” and two in ten opposed.

Other than media opinion polls published in newspapticles or broadcast during news
reports, this author is not aware of any studias llave been conducted on the public’s attitude
toward POST in the U.S. Given that the rate ofptidg POST in the United States seems to be
increasing exponentially, research on public ategiabout this type of surveillance system is
critically important. Since the 1980s, Americaristy has been living in the "community era"
of policing (Kelling & Moore, 1988), where consultan with the public is a fundamental
principle for the police, and we are now enterimg ‘tinformation technology era" of policing
(Rosenbaum, 2007). Thus, with the blending oféhte® paradigms, arguably there is an
imperative to seek public input about the use ofallance technology in the public safety
arena. Feedback from the public may provide ingmirinformation to law enforcement about
the possibilities and limitations on the use o$ttiime control strategy. The present study will
analyze community survey data gathered in 20072840 specifically asking residents about
the POST program that is the focal point of thisecstudy.
Limitations / knowledge gaps

Much extant research on the effectiveness of P@8lskes on quantifiable outcomes,
while simultaneously noting the difficulty in istilag the impact of camera installation and
cautioning against drawing definitive conclusiobsuat effectiveness. Laycock and Clarke

(2001) argued that while U.K. crime control pole@re driven by research on crime prevention
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strategies, the opposite was true in the U.S.Utle research agenda was designed to support
existing policy and little governmental investméas been made in the study of situational
crime prevention. Researchers and practitiongenafoted that POST is not a panacea and
cannot be expected to be a single strategy thhtead to significant crime reductions. Small or
null effects point to the need for a more in-degteessment of POST programs and policies,
rather than just outcome measures, as was thercdse San Francisco evaluation.

Criminal justice scholars have begun to explorepitoeess of innovation diffusion in law
enforcement (Skogan & Frydl, 2004; Weisburd & Bra2f206), yet our knowledge of POST in
particular is limited. When it comes to making ideans about the adoption of crime control
strategies at the local level, Rosenbaum (2002)israssessment of numerous multi-agency
partnerships, argues that non-law enforcement ageaod community leaders are typically
under-represented at the decision-making table.

The actual financial investment in police POST paogs by governments at the local,
state, and federal level is unknown, but assumée touge. Equipment, infrastructure, software,
and human resources are all part of the massiveotssrveillance technologies and are not
simply one-time start-up costs. Rather, as tedgythanges, costs associated with
maintenance, replacement, upgrade, infrastructypadaty, and storage are sure to be on-going.

Little is known about how the public in the U.Seleabout police use of POST. It
appears that the public supports surveillance gdlgexs a tool against terrorism. However,
many police agencies use POST for additional p@positside of that scope. The general
sentiment as represented by media accounts sughasiseople in the U.S. find the police use

of POST acceptable, but this has not been emgyrieatablished.
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In light of these knowledge gaps, this dissertatesearch digs deeper to understand how
POST operates in practice rather than to looktitistical impacts on crime. This study
includes analysis of survey data regarding attéudevard POST gathered from two separate
samples in one large city. Additionally, the resbaxamined in depth a POST program that
was implemented in a large Midwestern city, begignwvith the planning process involved in
the development of POST and the development o€ieslregarding implementation. In an
effort to contextualize the use of POST, this redeaonsiders both active and forensic uses of
surveillance data, including information regardihg frequency of use. The case study program
is also compared against what is known about p#IOST programs in other large cities in the
U.S.
Research Questions and Hypotheses

Surveys regarding attitudes toward surveillancadbtinat the public generally supports
police POST in the U.K. (Bennett & Gelsthorpe, 1986/an, & Allen, 2007; Ditton, 2000;
Honess & Charman, 1992; Sarno, Hough, & Bulos, 19%iblic opinion polls show that U.S.
respondents are also generally supportive of poisgeof POST for both terrorism and crime
prevention (Taylor, 2001; 2002a; 2002b; 2003; “kakoll Shows”, 2009) and have confidence
that police will use POST appropriately (Taylor0202002a; 2002b; 2003). But there is a
pronounced lack of surveys that measure attitusleard police POST in the U.S.

This dissertation examined factors that prediclinghess to support public surveillance.
Most surveys regarding attitudes toward surveikahave found that the public generally
supports police POST, but that support varies lagsaups within the population. Research has
shown that fear of victimization is highest amoaméles, elderly persons, non-whites, low

income earners, and people who live in urban enuients (Liska, Sanchirico & Reed, 1988;
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Hale, 1996). Age and gender are thought to becassd with fear due to feelings of
vulnerability that may be addressed by POST. Rdsearch also indicates that females, older
respondents, and those with greater levels ofdeamore likely to support POST programs than
other respondents. This may be because thoseeghmbre vulnerable to the threat of crime
will be more likely to support strategies to redtive perceived threat. POST could be seen as a
tool to do just that.

Therefore, the following hypotheses are posited:

Hypothesis 1A) Females will support POST more gjlpthan males;

Hypothesis 1B) Older respondents will support P@®fe strongly than younger
respondents; and

Hypothesis 1C) Respondents who express highersl@idear will support POST more
strongly than those who report less fear.

This research also explored associations betweximization experiences, crime
conditions in a given neighborhood, and attitudegard POST. Victimization is an upsetting
event that causes individuals to take precautio@soid future victimization (Skogan &
Maxfield, 1981; Liska et al, 1988). POST may becpwed as a tool to prevent victimization
(e.g.: by acting as a capable guardian). Therefore

Hypothesis 2A) Community members who have beernmvicin the past year will be
more supportive of POST than those who have not betims; and

Hypothesis 2B) Community members who live in higime neighborhoods will be
more likely to support the use of POST than thoke liwve in lower crime neighborhoods.

The research also examined the question of whéteg in public housing influences

support for POST. Public housing residents areertikely to have regular interaction with
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governmental agencies than those who do not liyeiblic housing. As a result, public housing
residents may be more comfortable with or havetgreeust in public agencies than those who
do not have similar levels of regular interactidrherefore:

Hypothesis 3) Community members who are residemsilalic housing will be more
likely to support police use of POST than peopl®wle not residents of public housing.

A competing explanation would be that public hoggiesidents live in neighborhoods
with higher levels of crime and as a result mayroge fearful than those who do not live in
public housing. To test this competing hypothetkis,analysis controlled for levels of fear and
crime in the area where the respondent lived.

Fourth, what factors contribute to the decisiomtplement a POST program? The
current research explored the factors that cortetbto the decision to implement POST in
major city police departments. Additionally, tresearch examined the extent to which police
departments incorporated extent empirical findireggrding POST when considering the
implementation of POST programs.

Finally, how are POST used by law enforcement?rd eelittle reliable information on
the use of POST data and how often they contritauggrests or prosecutions. While some
research provides anecdotal information about §peses of POST data, King et al (2008) is
the only study showing that POST data are raredyuli$o prosecutors. The costs of POST
programs are not insignificant and government fngdiargely supports the implementation and
maintenance. In order to develop a more completarg of costs and benefits, a more thorough
analysis is needed of the ways in which POST dataised. Therefore, this research included
an in-depth examination of the uses of POST equipraied the resulting data in one large police

department in the U.S.



. METHODS

This dissertation is largely exploratory and dgstore, and includes data from multiple
sources that are analyzed to develop a more nuamokistanding of the use of public
surveillance technology. Data were collected ftaro separate community surveys, interviews
with key informants, secondary data analysis (idiclg both quantitative data and interviews),
and analysis of existing public information abo@3™ in several cities.

All data included in the analyses were approveceututhiversity of lllinois at Chicago
(UIC) Institutional Review Board (IRB) Protocol 2000083. Secondary data were approved
under UIC protocol #2006-0553 and the Urban InsitRB in 2008.
Community Surveys

As noted in the literature review, while there h&een some attempts to understand
public attitudes toward public surveillance in th&., in the U.S. knowledge about attitudes
toward public overt surveillance technology (PO8aye been conducted by either media outlets
or market research firms and did not explore refethips between variables. Attitudes toward
the use of POST may not be markedly different thay are in the U.K., but that has yet to be
established empirically.

This dissertation includes analysis of respons#eated from two distinct populations
who participated in surveys regarding attitudesai@\POST. Two surveys were conducted in a
single city that included similar and identicahite about POST, thus allowing for comparisons
between populations. The first survey (referredddopen community survey”) was conducted
via the internet and was open to anyone in thevdity chose to respond. The second survey
(referred to as “public housing resident surveyaswopen only to public housing residents who

attended one of a number of regularly scheduledeasmeetings.
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Open Community Survey

Survey purpose.

The first community survey was administered as pbat National Institute of Justice-
funded research project about policing techniquekssérategies in one large Midwestern city
(Alias Reference 58) The purpose of the internet survey was to cotlata on attitudes toward
a number of policing strategies. POST was inclugkedne of those strategies.

Data collection strategy.

The open community survey was administered ondimaver the phone, and
respondents were provided with instructions at Whiime they had to indicate consent to
proceed. See Appendix 3.1 for survey instructiohisis survey was designed and posted online
using Perseus SurveySolutions® software, and meal&ahble to the general public. It took
approximately 20 minutes to complete.

Recruitment strategy.

Participants were recruited with two common strigedpr internet surveys: webpage
advertisement and email list solicitation. Witle thebpage advertisement strategy, all internet
users who visited a particular webpage were invibgolarticipate in the survey. An invitation to
participate and a graphic link to the survey warsted on the websites of the local police
department and the university partner from April 2807 through August 31, 2007.

With the email list solicitation strategy, persamsan electronic mailing list were sent an
invitation to complete the survey. A mass emajlreing the survey was sent to all residents

who had signed up to receive email updates fronptiiee department. A second mass email

8 In order to obscure the identity of the city usethe case study, any direct reference to thgitveits
provided an “Alias Reference” number. A masterdisthese references was provided to the committed for
verification.
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was sent to students, faculty, and staff of theensity partner. Both mass emails introduced the
survey and provided a direct link to the survey pae.

Additional strategies were developed to increasddthiersity of the sample. First, a local
television station affiliated with a major netwaricluded a segment on the evening news
announcing the availability of the survey, and athg viewers how to participate. Second, 25 of
the city’s largest community-based organizationgeeg to engage in a variety of efforts to
encourage their clientele to complete the survHyese efforts included posting the survey on
their website, posting flyers in their buildingsdasending a mass email to persons on their
distribution lists.

Survey measures.

Eighteen questions about the police use of publieesllance technology were included
in the survey instrument (see Appendix 3.2). Mahthese questions were used in other
published articles regarding attitudes toward puslirveillance (Bennett & Gelsthorpe, 1996;
Ditton, 2000; Gill, Bryan, and Allen, 2007; Honeés<harman, 1992; Spriggs et al, 2005).
Factor analysis was performed in order to redueenthmber of dependent variables that were
available to be included in regression analysis.

Public Housing Resident Survey

Survey purpose.

In 2009, a public housing agency in the same IdMglvestern city received federal
funding to install approximately 3,000 CCTV sunlasice cameras in and around nearly 60
family developments and senior buildings. In ordeprovide information back to the federal
government about the impact the funding had omr tlesidents and the larger community, the

public housing agency, mayor’s office, and the Igpadice department designed an optional pre-
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and post-implementation survey focused on residgrgiceptions of safety and efficacy of
POST. Analysis in this research was conducted only ufiegpre-implementation survey
sample

Data collection strategy.

The local public housing agency holds monthly restdneetings at each property, open
to any resident of that property. These meetimgsun by employees of the housing agency.
During monthly resident meetings in early 2010zath of the locations where the surveillance
cameras would be installed, public housing agengyleyees discussed the planned
implementation of surveillance cameras and themigea residents with an optional,
anonymous survey on paper about their perceptibtieeaise of public surveillance technology.
The public housing agency employee then providee to the residents so that they could
complete the survey if they chose to do so. Eng#seyalso provided residents the opportunity to
ask questions about the survey generally, as welpacific to the survey instrument. In a few
locations, housing agency employees read the gusstiut loud to residents in the order they
appeared on the survey. Paper surveys were thiected by housing agency staff.

Recruitment strategy.

Surveys were distributed to all residents who alteinone of the regularly scheduled
monthly meetings for residents. Respondents watewgaged to complete the survey, with the
explanation that it would help the housing autlyoiat understand resident attitudes about the
cameras that were scheduled to be installed. Heryéwe survey was voluntary and residents
were told they did not have to complete the survBiyne was provided for questions and to

complete the survey, and in some cases the questiere read aloud to residents.
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Survey measures.

Fifteen questions about the police use of publigeaillance technology were included in
the survey instrument. The public housing resideintey was developed after the open
community survey had been conducted, and by indal&lwho had participated in the open
community survey design. As a result, many ofdimevey items in the public housing survey
were adopted from the open community survey.

The initial draft of the public housing survey cained all of items from the open
community survey and other additional items regqagd@OST. However, the housing authority
did substantial editing of the survey instrumerttjch was also reviewed by at least one public
housing resident. As a result, the final surveytamed many fewer questions than the initial
draft, and less than the open community surveyulldist of questions asked on the survey is
included in Appendix 3.3. In total, the two surséyad 10 questions about POST in common.
Combined Surveys Dataset

Survey purpose.

As noted above, the two independent survey datasats analyzed using the same
techniques in order to reveal difference or sintilss between the populations. In order to
determine if significant differences exist betwdlea two survey populations, data from both
surveys were combined into a single dataset andrihb/ses performed on the separate surveys
were repeated.

Data collection strategy.

While the combined dataset included common vargafstan each dataset, some slight
modifications had to be made. First, the codinghencommunity survey had “strongly agree”

as 1 and “strongly disagree” as 4 while the pulbtiasing data was coded with “strongly agree”
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as 4 and “strongly disagree” as 1. Thereforectides in the open community survey were
reversed to match the public housing survey dAtdditionally, while each dataset had a
measure of index crime by beat in the year in withehsurveys were conducted, the open
community survey was administered in 2007 and tli®ip housing resident survey was
administered in 2010. Analysis revealed that thhesevariables were highly correlated.
Therefore, the measure of crime used in the condldila¢a set was the average of these two
scores. Finally, one variable was created to atdidf the respondent had participated in either
the public housing survey or the open communityesyr

Recruitment strategy.

No recruitment strategy was unique to this dataseit was composed of data from the
two survey datasets discussed earlier.

Factor Analysis.

Factor analysis was performed for all three dasasetbrder to reduce the number of
dependent variables to meaningful dimensions acr@ase the reliability of measurement. The
factor analysis was the same for all three dat déitrst, the survey data was factor analyzed
independently for common items. The two originatagets (open community survey and public
housing resident survey) shared 10 items abott@dis toward public surveillance that had
highly similar wording (see Table Il). The onlyffdrence was that the open community survey
was worded in present tense, while the public hmusesident survey was worded in future
tense. The Likert scale coding for the open comtywurvey was reversed to be consistent
with the public housing survey. Thus, agreemeft wositive statements would produce a

higher score.
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ITEMS IN COMMON IN BOTH SURVEY DATASETS
Open Community Survey
Preface Statement:

Public Housing Resident Survey
Preface Statement:

Please give your opinion about the visible bluélig Please provide your opinion on each of the
cameras installed by the [local] Police Department statements below if surveillance cameras were

throughout the city.

implemented in your neighborhood:

59

Variable Name

Item

Pos/
Neg
Stmt

Improve Safety The cameras improve neighborhooetysaf

Prevent Crime The cameras prevent criminals fromriiting crimes

No Effect Cameras do not have an effect on neididmd crime

Cost Effective Cameras are a cost effective wagnfmove safety

Safe Message Cameras send a message that a nbighdhar safe

Neighborhood Dangerous  The presence of cameras famdnessage that a

neighborhood is dangerous

Approve I would like to have (do like having) a camain my
neighborhood

Feel Safe Having a camera in my neighborhood w(ildes)
make me feel safe

Property Value Cameras have a positive impact opepty values

Invasion Privacy The cameras are an invasion afhteirhood privacy

+

+

Pos /

Neg
ltem Stmt
Surveillance cameras will improve neighborhood tyafe

+

Surveillance cameras will prevent criminals from
committing crimes. +
Surveillance cameras will not have an effect on
neighborhood crime. _
Surveillance cameras will be a cost effective way t
improve safety. +
Surveillance cameras will send a message that the
neighborhood is safe. +
Surveillance cameras will make it look like my -
neighborhood has a crime problem or is dangerous.
| approve of having surveillance cameras in my
neighborhood. +
Surveillance cameras in my neighborhood will malke m
feel safer. +
Surveillance cameras will have a positive impact on
property values +

Surveillance cameras will be an invasion of privacy
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Open Community Survey.

Factor analysis extraction with Varimax rotationsweerformed using SPSS on 10 items
from the survey of community residents. Threehefitems were negatively stated and seven
were positively stated. Tests for presence ofengtlabsence of multicollinearity, and
factorability were conducted to test for the appiateness of factor analysis. All items were
normally distributed.

The dataset was analyzed for missing values ankg wWie number of cases with missing
values was small, most respondents who skippedbthe attitude questions, failed to complete
much of the survey. Cases where the respondéad fim answer the majority of attitude
guestions were excluded from the analysis.

Two components were extracted. Communality vataeged from .341 to .650, (from
poor to very good, according to Tabachnick & Fid2001). Only variables with loadings of .32
and above were interpreted (Tabachnick & FidelQ1)Qwith a cut-off for inclusion of .3, all
variables loaded on one of the two factors.

Factors interpreted as “positive attitudes” andjateve attitudes” were negatively
correlated (r =-.344, n = 1328< .001). Loadings of variables on factors, comaiiies, and
percent of variance and covariance are shown iteTldlb Variables are ordered and grouped by

size of loading to facilitate interpretation. Laags under .3 are not reported.
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Table IlI
OPEN COMMUNITY SURVEY FACTOR LOADINGS

Variable Factor Factor

1 2
Prevent Crime .805
Improve Safety .805
Feel Safe .786
Cost Effective .785
Approve 742
Safe Message .720
Property Value .650
Invasion Privacy .620
Neighborhood Dangerous .607
No Effect .584
Eigenvalueas 4.494 1.744
Percentage of total variance 44.9307.437
Chronbach’s alpha 904 .623

Public Housing Resident Survey.

Factor analysis extraction with Varimax rotationsweerformed using SPSS on 10 items
from the survey of the public housing residentest$ for presence of outliers, absence of
multicollinearity, and factorability were conducttxltest for the appropriateness of factor
analysis. The negative statements were normadlyilbuted or slightly skewed, but the positive
statements were all negatively skewed (see TalalkbdVe for positively and negatively phrased
statements). According to Tabachnick and Fid€lD@® assumptions regarding distributions are
not in force in factor analysis as long as the ysislis used descriptively.

The dataset was also analyzed for missing datarayvacross the variables examined,
the number of missing cases was small. Howevernwssing cases existed there appeared to

be a pattern: most respondents who skipped oreeddttitude questions, failed to complete
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much of the survey. Cases where the majority estjons were not completed were excluded
from the analysis.

Two components were extracted. Communality vataeged from .386 to .757 (from
poor to excellent), and only variables with loafls3@ and above were interpreted (Tabachnick
& Fidell, 2001). With the cut-off for inclusion 08, all items loaded into one of the two factors.

Factors interpreted as “positive attitudes” andjateve attitudes” were negatively
correlated (r =-.172, n = 2617 < .001). While they were statistically signifitgncorrelated,
the relationship between the two factors was weldlus, it appeared that the two factors were
measuring two different concepts and are not mimages of each other. Loadings of variables
on factors, communalities, and percent of variaarwk covariance are show in Table IV.

Loadings under .30 are not reported.

Table IV
PUBLIC HOUSING RESIDENT SURVEY FACTOR LOADINGS

Factor Factor

Variable 1 2
Improve Safety .870
Feel Safe .831
Safe Message .780
Property Value 765
Approve .759
Cost Effective 147
Prevent Crime 712
Neighborhood Dangerous .644
Invasion Privacy .638
No Effect .619
Eigenvalueas 4717  1.828

Percentage of total variance 47.166 18.279
Chronbach’s alpha 918 .666
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Combined Survey Dataset.

In order to obtain a better understanding of thvgaldes that have an impact on attitudes,
the two datasets were combined into a single datlagecontained responses to all common
guestions. One additional variable was createddizcate whether the respondent was a public
housing resident or not. Scale items from theroomty survey were recoded so all responses
were going in the same direction in the combingdskt. A new measure that included both
2007 and 2010 index crime data was created.

Factor analysis extraction with Varimax rotationsweerformed in SPSS on 10 items
from the combined survey dataset in order to redoeenumber of dependent variables that were
available to be included in the regression analyaisest for correlation between the dependent
variables found they are significantly correlated ¢.145, n=3,929 < 0.001), although the
level of correlation is not of concern (Tabachnickidell, 2001).

All of the variables except “invasion of privacyiitich was slightly positively skewed)
and “no effect” (which was normally distributed) meeslightly negatively skewed. Attempts to
reflect and square root the variables to transfibiem resulted in variables that were moderately
positively skewed, so the factor analysis was cotetlwith the original, slightly skewed
variables intact. Furthermore, assumptions abistriloition are not in force since the factor
analysis is used to summarize relationships imgeldataset.

Two components were extracted. Since Varimaximtatas used, the factor correlation
matrix is not relevant because the correlationséen the factors are set to 0. Communality
values were not low (ranging from .375 to .824Yhw8B as the cut off for inclusion of a variable,

all items loaded into one of the two factors.
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Just as in the two previous analyses, two fact@®wevealed, including the same items
as previous analysis. As expected, factors inééggdras “positive attitudes” and “negative
attitudes” were negatively correlated (r = -.1453829,p < .001). Loadings of variables on
factors, communalities, and percent of varianceavdriance are show in Table V. Variables
are ordered and grouped by size of loading toifatal interpretation. Loadings under .30 are

not reported.

Table V
COMBINED SURVEYS DATASET FACTOR LOADINGS

Factor Factor

Variable 1 5
Feel Safe 0.907
Improve Safety 0.881
Approve 0.865
Safe Message 0.865
Cost Effective 0.842
Property Value 0.839
Prevent Crime 0.788
Invasion Privacy 0.622
No Effect 0.604
Neighborhood Dangerous 0.537
Eigenvalueas 5.548 1.688
Percentage of total variance 55.4786.885
Chronbach’s alpha 950 .646

Final Measures
As discussed above, factor analysis was performeall@ata sets. The variables listed
in Table V factored similarly; in all data sets tvaztors were identified and these two factors

included the same variables. The first factor setente defined by positive assessments of
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POST effectiveness, ranging from improved safetyetiber property values. Thus, a Positive
Attitudes Index was computed (alpha = .950) usiegfollowing variables: Improve Safety,
Prevent Crime, Cost Effective, Safe Message, Apmréeel Safe, and Property Values. The
second factor is defined by neutral or negativesssents of POST. Hence, a Negative
Attitudes Index was computed (alpha = .646) ushegfollowing variables: No Effect,
Neighborhood Dangerous, and Invasion Privacy.

Dependent Variables.

Using the attitudinal indexes as the dependenalibas, six hierarchical regression
models were created using variables in common letwee two data sets. Models 1, 3, and 5
(“positive attitudes” as dependent variable) waympared to determine if there are differences
in attitudes toward surveillance between the twputations. Models 2, 4, and 6 (“negative
attitudes” as dependent variable) were also condpaPeior to running regression analysis,
univariate and bivariate analysis were conducted,crrelations among independent variables
to ensure that hierarchical linear regression \appgopriate analyses.

Independent Variables.

Race/Ethnicity was included in the regression aialysing three dummy coded
variables African-American0=No, 1=Yes)Hispanic(0=No, 1=Yes), andsian / Native
American(0=No, 1=Yes), with White being the omitted refeze category. This measurement
strategy necessitated the omission of a small nuoflsirvey respondents from the sample;
members of other racial/ethnic groups. A largeamty of the city population is White, African-
American, or Hispanic, and a correspondingly lgrgecentage of our survey sample was
composed of persons from these racial/ethnic groAgswas included in the open community

sample as a continuous variable measured in ydédrs.survey instrument for the public housing
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resident survey included age categories; therefgeecould not be ungrouped so these categories
were used to code age in the open community sdoregll respondents in the final sample. The
public housing resident survey sample was very sklewith those age 61 years or older
comprising two thirds of total respondentSenderwas dummy coded for females (0 = No, 1 =
Yes).

Additional independent variables were selecteddasetheir inclusion in previous
studies about attitude toward surveillance. Afddarlier, prior research found that age,
gender, and prior victimization are important potolis of attitudes toward surveillané&ior
Victimizationwas a dichotomous variable indicating whether gspondent had been a victim of
violent or property crime in the last year (0 = Nos Yes). This variable was created using
responses to the following “yes/no” questions: Hiagone physically attacked you? Has anyone
broken into your home to steal something? Has amgtolen something directly from you by
force, or after threatening you with harm? Have lgad anything stolen that you left outside,
including motorcycles or bicycles? Has anyone stallemaged, or taken something from your
car or truck?

To determine if feelings of neighborhood safety wedated to our dependent variables,
FeelSafe Alone at NighD = No, 1 = Yes) was included in the regressioalysis. In order to
create thd-eelSafe Alone at Nightariable, data from responses to two highly singjaestions
were used. The open community survey asked “Hdevd@you feel or would you feel being
alone outside in your neighborhood at night?” phblic housing resident survey included the
item “How safe do you feel or would you feel beadgne in your neighborhood at night?”
Respondents could select “Very safe,” “Somewhat,586omewhat unsafe,” and “Very

unsafe,” or “Don't know.”
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Finally, in order to determine whether levels oighdorhood crime had an impact on
respondent’s attitudes toward POST, a measuraifoeavas included in the analysiSiolent
Indexwas created using the total number of reportetentandex incidents (murder, criminal
sexual assault, aggravated assault or battery,cdofebry) on the beat in which the respondent
lived in the calendar year the survey was issué@{2and 2010). These numbers were then
divided into quartiles, with 1 being the lowest gila for violent index incidents and 4 the
highest. The quartiles are included as the indeépanvariable.

Hierarchical regression was the final analysis cated, with the demographic “control”
variables (age, race and gender) entered in thiebliock and the other independent variables
entered in the second block (prior victimizatiomlent index on the beat, feelings of
neighborhood safety). Six hierarchical regressmmaels were built in total: three datasets each
with one “positive attitudes” dependent variable ane “negative attitudes” dependent variable.
Hierarchical regression was used to evaluate théorship between the independent variables
and the dependent variable, taking into accounintipact of demographic characteristics on the
dependent variable.

Final Sample Description

Open community survey.

Using recruitment the strategies described abg@841surveys were completed. Of
these, 24 respondents did not provide a resporiséGihresponded “Prefer Not to Answer” to a
survey item asking the respondent’s race/ethnidilyssing data analysis revealed that those
who reported their race did not respond differentlyour dependent variables than those who
did not report their race. Thus, we had little oeat believe that those who did not report their

race had systematically different attitudes towsardseillance.
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As summarized in table VI, just over half of resgents were female, and less than 10%
were age 61 years or older. The majority of redeats were white (68.8%), and 63.2% said
they felt “somewhat” or “very” safe being alone doibrs in their neighborhood at night. Just
under half of the respondents (49.7%) reportedgoainictim of crime in the past year, and three

quarters lived in police beats in the lower questibf violent index crime in 2007.

Table VI
OPEN COMMUNITY SURVEY FINAL SAMPLE
f %
Female 604 52.0
61 Years or Older 102 8.9
Race/Ethnicity
White 829 71.9
African American 187 16.2
Hispanic 137 11.9
Feel Safe at Night (very or somewhat) 74B3.7
Prior Victimization 585 48.8
Quartile Viol Index Beat
Lower (1 & 2) 749 75.0
Upper (3 & 4) 250 25.0

Public housing resident survey.

A total of 2,829 individuals completed the survaihole or part. The majority of
respondents in the public housing resident survengviemale (63.3%) and age 61 years or older
(71.9%), much greater than in the general populatidlso departing from the general
population, almost 70% of respondents reportedttieat were black, and 12.4% reported they

were white. Seven in ten respondents reportedhlegtfelt safe being alone in their
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neighborhood at night, and less than 1 in 4 (238@ they had been victims of crime. Nearly

two thirds (66.1%) lived in beats in the lower guarfor violent index crime in 2010.

Table VI
PUBLIC HOUSING RESIDENT SURVEY FINAL SAMPLE
f %
Female 1,404 62.7
61 Years or Older 1,526 68.8
Race/Ethnicity
White 328 13.9
African American 1,844 77.9
Hispanic 196 8.3
Feel Safe at Night (very or somewhat) 1,555 69.5
Prior Victimization 507 234
Quartile Viol Index Beat
Lower (1 & 2) 1,450 62.6
Upper (3 & 4) 865 37.4

Combined surveys dataset.

The combined surveys data set contained 4,241 ,aafsebich a total of 2,937 cases
were valid (listwise). Where the information wasdmented (see Table VIII), just over half of
the respondents were 61 years of age or older (Sd1%gk (52.2%), and female (59.1%).
Almost one in three respondents (29.6%) reportey ktad been a victim of a burglary, theft
from vehicle or theft of something left outsidebbery, or battery. More than two thirds
responded “somewhat” or “very safe” when asked “Hafie do you feel or would you feel
being (alone) in your neighborhood at night?” Appmately two thirds (68.7%) lived in police

beats that were in the lower half of the Index erirates compared to 31% who lived in the
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upper half. Just over two thirds of valid casesenespondents to the public housing resident

survey.

Table VIII
COMBINED SURVEYS DATASET FINAL SAMPLE

f %

Female 2,008 59.0
61 Years or Older 1,628 48.5
Race/Ethnicity

White 1,209 33.9

African American 2,031 56.9

Hispanic 327 9.2
Feel Safe at Night (very or somewhat) 2,3057.5
Prior Victimization 1,031 30.1
Quartile Viol Index Beat

Lower (1 & 2) 2,215 66.8

Upper (3 & 4) 1,100 33.2

Public Housing Survey Respondent 2,3686.4

Case Study

While many municipalities have used or are curgeasing public surveillance
technology systems, significant detailed documentdias not been published any one POST
project, from inception to how the data are beiagdis To fill this void, the author developed a
detailed description of the public surveillancegraom in one city using multiple data sources,
including interviews with employees and decisiorkara (10 original interviews, and 18
provided by another agency that conducted researd?OST in the study city (Alias Reference
8 — see next paragraph for explanation of “AliageRmnces”), news articles, department

documents and publications (including written pekd, and summary data to document how the
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department uses POST and the resulting data. idddily, many informal conversations with
employees of the city and the police departmemidteto inform this research.

Interviews with individuals involved in this projeevealed reluctance on the part of
many to provide information. For this reason,ittentity of the case study city is not provided.
References that make explicit the city being disedsvere coded as “Alias References” and the
master list of these references was provided tadhemittee chair in order to verify the
legitimacy of the articles.

High-ranking individuals within the police departmién the case study city provided the
researcher with access to POST in three separaBdos for observation purposes. In all three
settings, the use of POST was scheduled for thefiveh the author’s observation and the
monitoring was for demonstration purposes onlye dhservations were interactive, with the
researcher asking questions and the participatitsgap situations and using the technology to
demonstrate its functionality.

Scan and Survey of Police Agencies

Only a few summary reports have been publishedtahewse of POST by police
agencies in the U.S. (IACP, 2002; Neito, 1997)e phrpose for the scan and survey of other
police agencies was to increase knowledge aboutdbisions to implement and usage policies
of POST programs in some of the larger U.S. ciesl, to develop a context in which to
understand the case study city POST program. idiré¢lsearch, a basic matrix was created as a

data collection guide to compare and contrastiegfOST programs on key variables.
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Original survey research design and outcome.

In order to contextualize how the case study anypares to other cities in their use of
public surveillance technology, a request was ntadeher cities to complete a brief telephone
survey containing open-ended questions. The recenit strategy was twofold. The first
strategy was to contact specific individuals witpolice departments known to be currently or
previously using public surveillance technology @ittier ask them to complete the survey or
for a referral to another individual in the agemdyo would be knowledgeable on the subject.
The author made contact with established contaadgpartments where such contacts existed
and explained to those individuals, either by tetege or via email, the purpose of the contact
and then asked them to recommend the most appt@peason to participate in an interview.
When contact was made with referred individualgauitment script was used (see Appendix
3.6).

The second strategy was to “cold call” police depants known to be currently or
previously using public surveillance technology @as# to speak to the individual responsible
for administration of the POST program. If a numlvas available on the police department
internet website for a research or planning bratiet,number was used as the initial contact
number. Otherwise initial calls were placed todgkeeral phone number, where the purpose of
the call was explained to the individual who an®eehat number. The person answering the
phone was asked to make a referral to the divigiahhad management responsibility for the
POST program, and if they did not know the appmdprdivision they were asked to refer the
call to a division that has responsibility for rasgh or planning. Upon being directed to the
relevant division, the interviewer explained thegmse of the call to the person who answered

the phone. A request was made to speak to theppgate individual, which was often a
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supervisor. When initial contact was finally maudéh the person who was considered an
appropriate survey respondent, the interviewer asetruitment script to explain the purpose of
the study and request to either proceed or schediiee to speak again (see Appendix 3.5).

For those who agreed to participate, at the stagéoh survey, the subject was read a
consent statement (approved by UIC IRB Protocoll820083) and asked to provide verbal
consent to continue. When interviews were condlj¢teey were done using a structured
interview guide (see Appendix 3.7). Responses wamerded manually (via computer or “pen
and paper”). The subject was only asked to proaiderbal response. When the survey was
completed, the subject was asked to refer theviieiwer to additional subjects that might be
willing to participate.

The convenience and snowball sampling techniquegegrineffective as most contacts
declined to participate. After contacting at lears¢ person (but as many as three) in each of 18
cities, a total of five people had agreed to pgdite. Therefore, in order to learn more about
POST programs in comparison cities, the reseambikcted police department policies and
government statutes or ordinances relevant to P@&Jrams (where available). First, a review
of existing publicly available documents was damedmplete a matrix of basic program
information. These documents included written @e# and information posted on official
websites of police agencies, and the few publigweduations of POST programs (e.g.: King et
al, 2008).

Second, the Urban Institute recently publishedwatuation of POST programs in three
major cities (Chicago, Washington DC, and Baltimadhat included interviews with
investigators, stake holders, prosecutors, andarerndee Appendix 3.4 for the interview

protocol). Secondary analysis of de-identified &frtnstitute interview and observation data
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was conducted to increase the knowledge about RO®BiEse major cities. Finally, additional
information was gathered from media and other smu(e.g.: internet search) wherever possible

to supplement information and understanding of BSST programs.



IV. ANALYSIS OF COMMUNITY SURVEY DATA

Little is known about public attitudes toward peligcse of POST in the U.S. As
discussed in Chapter Il, most of the empirical g8 on public attitudes were conducted in the
U.K. Most available data on attitudes in the WW8re descriptive, collected during media and
other opinion polls which document strong supportéw enforcement use of surveillance.
These polls were not specific to POST and typicadliyed for opinions about surveillance to
combat terrorism. This chapter presents the iefdin analyses of two survey datasets
collected from residents in a large Midwestern oiytheir attitudes toward police use of
surveillance technology. The samples were compo$édo distinct population groups within
the city. The first sample was collected via thtelinet using convenience sampling. It was, by
and large, comprised of middle class individualsy in various neighborhoods in the city. The
other dataset, collected voluntarily via paper sysvduring tenant meetings, was comprised of
respondents who lived in public housing and weeglpminately older and African American.

Nearly a decade ago, the case study city instaliddst wave of POST cameras — less
than one hundred - at various locations arounditige The program has continued and as of
this writing incorporated thousands of camerad) Ipaiblicly (by the police, the transit authority,
local schools, etc.) and privately owned. Many, ot all, of these cameras were “federated” to
the police network and could be accessed by thegeleither in real time (actively) or after the
fact (forensically).

The POST cameras were a high-profile police crietkiction strategy from the start. A
number of questions about police use of POST wmleded in a community survey of public
attitudes toward police strategies administere2Did7 (see Chapter Ill). Using scale items from

that survey, a second survey was developed andhalered to public housing residents in the

74
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same city. The first (“open community survey”)lumbed not only responses to questions about
POST and demographic information, but also inforamabn attitudes toward other policing
strategies and important measures such as inf@oc#l! control and efficacy. The second
survey (“public housing resident survey”) includady responses to questions about POST and
demographic information. The two surveys were yaed using responses to items that were in
common between the two datasets. The survey respavere also combined into a single
dataset (“combined common survey items”) to deteemvhich factors best predict attitudes
toward police use of surveillance. This chaptensiarizes these analyses.
Hypotheses

Surveys of attitudes in the U.K. toward surveillaficund that the public generally
supports police POST, and public opinion polls slioat U.S. respondents are similarly
supportive. However, public attitudes toward POisihe U.S. have not been empirically
established. Therefore, this research tested:

Hypothesis 1A) Females will support POST more gjlpthan males;

Hypothesis 1B) Older respondents will support P@®fe strongly than younger
respondents;

Hypothesis 1C) Respondents who express highersl@idéar will support POST more
strongly than those who report less fear;

Hypothesis 2A) Community members who have beemwscin the past year will be
more supportive of POST than those who have nat betims;

Hypothesis 2B) Community members who live in higime neighborhoods will be

more likely to support the use of POST than thoke liwve in lower crime neighborhoods; and
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Hypothesis 3) Community members who are residenpsilalic housing will be more
likely to support police use of POST than peopl@wate not residents of public housing.

To test these hypotheses, six regression modefgy(pssitive and negative attitudes as
dependent variables) were run for both the opemumanity survey responses as well as the
public housing resident survey responses. Thed@tasets were also combined into a single
dataset containing responses to the common qusstiarder to determine which factors best
predicted attitudes about POST. Two more regragsiodels (with positive and negative
attitudes as dependent variables) were run indh#bmed survey dataset; those analyses are
described following the analysis of the separatasds.

Findings from the analyses were mixed. The op@&mngonity survey analysis
demonstrates support for Hypotheses 1C, 2A aneé& (¥ictimization, and neighborhood
crime). The public housing resident survey analgemonstrated support only for Hypothesis
1B (age). Hypothesis 3 is supported by analysisyahstrating that respondents to the public
housing resident survey significantly differed froespondents to the open community survey in
their attitudes toward POST.

In total, six different regression models run oreéhdatasets were described in this
chapter. The analyses for all three datasets thersame. The chapter is organized as follows.
First a description of bivariate analysis of theomgommunity survey is followed by bivariate
analysis of the public housing resident surveyxtNe description of the two regression models
run on the open community survey dataset are fatbty a description of the two regression
models run on the public housing resident survegs#d. A comparison of these four regression
analyses is next, followed by the analysis of thedtdataset, the combined common survey

items dataset.
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The differences in the dependent variables and ithiirpretation should be reiterated for
the sake of clarity. For each dataset, there Wwepgegression models: one usipgsitive
attitudes toward POST as the dependent variablel(PAnd the other usingegativeattitudes
toward POST (DV 2). The dependent variables wereséd from the factor analysis described
in Chapter Ill. Interpreting the outcomes of tegnession analyses can be confusing in that
respondents responded to both positive and negstatements. Tagreewith positive
statements about POST (DV 1) would indicate supgadttodisagreewith positive statements
would indicate lack of support. Converselyatgreewith negative statements about POST (DV
2) would indicate a lack of support whiledsagreewith negative statements would indicate
support. Wherever possible, simplified language used. For example, “more likely to agree
with DV 1” and “less likely to agree with DV 2” weiboth interpreted as supportive of POST
and “less likely to agree with DV 1” and “more liiggo agree with DV 2” was interpreted as
less supportive of POST. In those cases wher@owgs were contradictory — respondents
agreed wittbothDV 1 (positive) and 2 (negative) - or vice versiais indicated in the text.
Bivariate Analysis — Open Community and Public Housg Resident Survey Data

Open community survey.

Bivariate analyses identified five variables th&revsignificantly related to attitudes
toward surveillance: gender, age, prior victimiaatifeeling regarding safety in the
neighborhood at night, and levels in violent indexnes in the beat in which the resident lived

during the year the survey was administered (2007).
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Table IX
OPEN COMMUNITY SURVEY BIVARIATE ANALYSIS
DV1 DVv2
Positive Attitudes  Negative Attitudes
F p F p

Female 9.122 0.003**  31.487 0.000***
Age 61+ Years 41.830 0.000*** 18.741 0.000***
Race 1.437 .238 118 .889
Crime Victim .001 .974 4.657 0.031*
Feel Safe at Night 1.662 0.173471 2.344 0.0711
Viol Index Quatrtile 2.970 0.031* .368 776
Race Mean SD Mean SD
Black 2.982 .868 2.636 797
Hispanic 2.966 .959 2.597 .846
White 3.079 941 2.636 .873

Tp< .1, %< .05, *p< .01, **p<.001

Race was not significantly correlated with eithependent variable, although it was
retained in the hierarchical multiple regressiordeion order to compare findings with survey
results from the public housing survey. Age wasisicantly related to both positive and
negative attitudes (DVs 1 & 2), as was genderorRiictimization and feelings of safety in the
neighborhood at night were only significant (anelifeg safe only marginally) in relationship to
negative attitudes (DV2). The level of violent ird=ime in the beat in which the respondent
lived was only significant when predicting the piva attitudes dependent variable (DV1).

The direction of the relationship between theséabées and attitudes toward
surveillance was not always as expected. As hgsithd, crime victims were more supportive
of surveillance than non-crime victims, suggestimaj prior victimization increases acceptance
of public surveillance technology. Respondents Vivexl in neighborhoods with higher levels

of index crimes were more accepting of public siliewece technology than people who live in
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safer neighborhoods. Contrary to the hypotheddsr and female respondents were less
supportive of POST than younger and male respoadent

Public housing resident survey.

Variables were examined at the bivariate levelgt®dnine whether there was a
statistically significant relationship between thdependent and covariate variables and the
dependent variable. Variables that were signifiyarelated to the dependent variable atphe
.05 level were then included in the final multivde models. This process was used to ensure

adequate power across all of the models.

Table X
PUBLIC HOUSING RESIDENT SURVEY BIVARIATE ANALYSIS
DV1 DV2
Positive Attitudes Negative Attitudes
F p F p

Female 3.748 .033 1.340 247
Age 61+ Years 55.919 0.000*** 8.735 0.003**
Race 6.766 0.001** 1.071 343
Crime Victim 1.717 190 2.093 .148
Feel Safe at Night 13.203 0.000*** 14.986 0.000***

Viol Index Quartile 13.490 0.000*** 3.490 0.015*

Race Mean SD Mean SD

Black 3.175 .799 2.413 .891
Hispanic 3.226 .821 2.514 976
White 3.349 .691 2.435 922

Tp< .1, %< .05, *p< .01, **p<.001

Bivariate analyses of the full data identified foariables that were significantly related

to attitudes toward surveillance: age, race/ethpiteelings regarding safety in the
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neighborhood at night, and levels in violent indexnes in the beat in which the resident lived
during the year the survey was administered (202@)e, feelings about neighborhood safety,
and the level of violent index crime on the resttdrbeat were significantly related to both
positive and negative attitudes. Race was onlyifsogint in relationship to positive attitudes
about POST.

The direction of the relationship between theséabées and attitudes toward
surveillance was supportive of hypotheses. As thgmized, older respondents were more likely
to support POST than younger respondents. Resptsd®o reported feeling less safe in their
neighborhood at night were more supportive of P@fih those who did feel safe alone at night.
Respondents who lived in the neighborhoods witlhéridevels of crime were more likely to
support POST than those who lived in lower crimigimgorhoods.

Unlike the open community survey sample, race w@sfgant in the public housing
resident survey sample, where white respondents mere supportive than African American
or Hispanic respondents.

The variables significant at the bivariate leveléach sample — open community and
public housing residents - were then analyzed demtial problems with multicolinearity by
examining coliniearity tolerances in the coeffidetable in SPSS. Multicollinearity exists when
sets of predictor variables are highly intercomeia skewing the outcome of regression analysis.
No problems were identified, and therefore, alihef variables significant at the bivariate level

were retained for the multivariate analyses.
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Hierarchical Multiple Regression — Open Community ad Public Housing Resident Survey
Data

Hierarchical multiple regressions were performetest several hypotheses. Data from
both datasets were analyzed separately, but the &iken were the same in both analyses. First,
data was entered in blocks beginning with 1) bamligd characteristics of the respondents - age,
race/ethnicity, and gender; and 2) neighborhoodipsgbfety variables - prior victimization,
levels of violent crime on the beat in which theaetl in the year in which the survey was
conducted, and feelings of safety in the resporsi@eighborhood at night. Hierarchical
regression was used to evaluate the relationshvpelea the independent variables and the
dependent variable, taking into account the impademographic characteristics on the
dependent variable.

Open community survey.

Results of evaluation of assumptions led to amgitdo transform one variable to reduce
moderate positive skewness (violent index on ttee imewhich respondent lived). However,
square root transformation for moderate positivesiess resulted in moderate negative
skewness, thus yielding no noticeable improvemetité variable. Therefore, the variable was
not transformed.

With the use of @ < .001 criterion for Mahalanobis distance, 28 ieusl were found
among the cases with both positive and negativedés as the dependent variable. These cases
were excluded from the final model. After theffiset of exclusions, another 16 outliers were
identified using Mahalanobs< .001. They were also excluded from the finabligloA review
of the cases that were identified as outliers veaglacted to determine if a pattern existed in

responses for these cases. The review indicat¢dlthreaspondents who reported that they were
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“Asian / Native American” were excluded with thasgtliers. In order to develop consistent
models across all datasets, Asian / Native Amenieapondents were excluded from all
regression analyses.

Positive attitudes dependent variable (DV Bositive attitudes toward public
surveillance were regressed and Table XI displagscorrelations between the variables, the
unstandardized regression coefficients (B) andaef#, the standardized regression coefficients
(B), the semipartial correlations @riand R, R, and adjusted Rafter entry of all eight
variables. R was significantly different from zexiothe end of both blocks. After the first block,
with demographics in the equatiorf, 8.045, F(4, 957) = 11.20p,< .001. After the second
block, with all independent variables in the equatiR = .053, F(3, 954) =2.810,< .05. The
increase in Rby including the public safety variables was .0Q&ing a proportional reduction
in error interpretation for Rinformation provided by the public safety varebreduced our
error in predicting negative attitudes toward sulaece by less than 1%.

The addition of block two did not significantly atnge the relationship between any of
the control variables and the dependent variabhesefore, the results discussed here were

based on the final model that included all indegendariables and the dependent variable.
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Table XI

REGRESSION SUMMARY, OPEN COMMUNITY SURVEY DV1 TPZSATTITUDES)
Block 1 Block 2

Variable B SE B B B SEB B

Female -13 .06 -0.07* -.14 .06 -0.08*

Age 61+ Years -.63 .10 -0.07***  -63 10 -0.19%*

African American -11 .08 -.07 .02 .10 .01

Hispanic -.15 .09 -.07 -.13 .10 -.04

Violent Index Quartile 2010 -.09 .04 -0.10~

Prior Victimization -.02 .06 -.01

Feel Safe Alone at Night .08 .04 0.08*

R .04 .05

F for change irR? 11.20 2.81

Tp< 1, < .05 *p< .01, **p<.001

Negative attitudes dependent variable (DV Xegative attitudes toward public
surveillance were regressed and Table XII dispthgscorrelations between the variables, the
unstandardized regression coefficients (B) anddefa, the standardized regression coefficients
(B), the semipartial correlations @rand R, R, and adjusted Rafter entry of all eight variables.
R was significantly different from zero at the esfdboth blocks. After the first block, with
demographics in the equatiorf R.038, F(4, 957) = 9.449,< .001. After the second block,
with all independent variables in the equatioh=R047, F(3, 954) =3.10,< .05. The increase
in R?by including the public safety variables was .0Q&ing a proportional reduction in error
interpretation for R information provided by the public safety variebreduced our error in
predicting negative attitudes toward surveillangédss than 1%.

The addition of the second block did not signifitachange the relationship between
any of the control variables and the dependentalsbej therefore, the results discussed here are

based on the final model that included all indegendariables and the dependent variable.
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Table XII
REGRESSION SUMMARY, OPEN COMMUNITY SURVEY DV2 (NBEAATTITUDES)
Block 1 Block 2

Variable B SE B )i B SE B B
Female 27 .06 0.16*** .29 .06 0.17%**
Age 61+ Years 34 10 011 32 10 0.11%
African American -.05 .08 -.02 -.09 .09 -.04
Hispanic -.06 .09 -.02 -.04 .09 -.02
Violent Index Quartile 2010 .04 .03 .04
Prior Victimization -.09 .06 -.05
Feel Safe Alone at Night -.07 .03 -0.08*
R .04 .05
F for change iR 9.45 3.11

Tp< .1, %< .05, *p< .01, **p<.001

As previously stated, the hypotheses tested were:

Hypothesis 1A) Females will support POST more gjlpthan males;

Hypothesis 1B) Older respondents will support P@®fe strongly than younger
respondents; and

Hypothesis 1C) Respondents who express highersl@idear will support POST more
strongly than those who report less fear.

Hypothesis 2A) Community members who have beemwscin the past year will be
more supportive of POST than those who have nat bietims;

Hypothesis 2B) Community members who live in higime neighborhoods will be
more likely to support the use of POST than thoke live in lower crime neighborhoods.

The variables found to be statistically significanthe regression models were gender,
age, crime in the residential neighborhood, and déaictimization. In confirmation of

hypotheses H1C, respondents who reported highd@fdear of victimization (afraid to be
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alone in their neighborhood at night) were morelijjto support POST than those who reported
lower levels of fear.

Contrary to the hypotheses H1A and B, H2A and Bynen, older respondents, victims
of crime, and those living in neighborhoods witgher levels of crime weiess likelyto
support POST than males, younger respondents, wioséave not been victimized, and those
who lived in neighborhoods with lower levels ofrog.

Public housing resident survey.

Results of evaluation of assumptions led to anrgitdo transform DV 1 to reduce
moderate positive skewness. However, square raegformation for moderate positive
skewness resulted in moderate negative skewnessntt significantly improving the skewness
this variable. Therefore, the variable was natdfarmed.

With the use of @ < .001 criterion for Mahalanobis distance, no ieusl were found
among the cases with both positive (DV 1) and negdDV 2) attitudes as the dependent
variable.

Positive attitudes dependent variable (DV 14.hierarchical multiple regression was
conducted on positive attitudes toward surveillaas¢he dependent variable. Table Xl
displays the correlations between the variablesutistandardized regression coefficients (B)
and intercept, the standardized regression coefisip), the semipartial correlations @riand
R, R, and adjusted Rafter entry of all eight variables. R was sigrafitly different from zero
at the end of both blocks. After the first blowkith demographics in the equatiorf: R.035, F
(4,1770) = 16.19) < .001. After the second block, with all indepentivariables in the
equation, R=.052, F(3, 1918) = 13.89p< .001. The increase irfRy including the public

safety variables was .017. Using a proportionalicéion in error interpretation for’R
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information provided by the public safety variabteduced our error in predicting positive
attitudes toward surveillance by 1.7%.

The addition of block two did not significantly atge the relationship between any of
the control variables and the dependent variabhesefore, the results discussed here were

based on the final model that included all indegendariables and the dependent variable.

Table Xl
REGRESSION SUMMARY, PUBLIC HOUSING RESIDENT SURXEY(POSITIVE
ATTITUDES)

Model 1 Model 2
Variable B SEB B B SE B )i
Female -.03 .04 -.02 -.02 .04 -.01
Age 61+ Years .29 .04 0.17*** .29 .04 0.17%x*
African American -.08 .05 -.04 -.04 .05 -.02
Hispanic .01 .08 .00 .02 .08 .01
Violent Index Quartile 2010 -.08 .02 -0.17%x*
Prior Victimization .05 .04 .03
Feel Safe Alone at Night .05 .02 0.06*
R .04 .05
F for change iR 16.19 10.49

Tp< .1, %< .05, *p< .01, **p<.001

Negative attitudes dependent variable (DV Xext, a hierarchical multiple regression
was run for negative attitudes toward surveillansieg responses from public housing residents.
Table X1V displays the regression results. R wgsicantly different from zero at the end of
both blocks. After the first block, with demogragshin the equation, R=.013, F (4, 1751) =
5.799,p < .001. After the second block, with all indepentivariables in the equation’ R
.040, F(3, 1748) = 10.32p,< .001. The increase irfBy including the public safety variables

was .027. Using a proportional reduction in eimterpretation for R information provided by
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the public safety variables reduced our error gdpating negative attitudes toward surveillance
by 2.7%, thus indicating that the combined varialaeplained little of the variation in the
dependent variable.

The addition of block two did not significantly atge the relationship between any of
the control variables and the dependent variabhesefore, the results discussed here were

based on the final model that included all indegendariables and the dependent variable.

Table XIV

REGRESSION SUMMARY, PUBLIC HOUSING RESIDENT SURXEY(NEGATIVE
ATTITUDES)

Model 1 Model 2
Variable B SEB B B SEB B
Female .04 .04 .02 .06 .04 .03
Age 61+ Years -.19 05  -0.10% .21 05  -0.11%*
African American -11 .06 -.05 -11 .06 -0.65
Hispanic -.01 .09 .00 .00 .09 .00
Violent Index Quartile 2010 .05 .02 0.07**
Prior Victimization -01 .05 -.01
Feel Safe Alone at Night 14 .02 0.16***
R .01 .04
F for change iR 5.80 16.15

Tp< .1, %< .05, *p< .01, **p<.001

As previously stated, the hypotheses tested were:
Hypothesis 1A) Females will support POST more gipthan males;
Hypothesis 1B) Older respondents will support P@®Fe strongly than younger

respondents; and

Hypothesis 1C) Respondents who express highers@idéar will support POST more

strongly than those who report less fear.
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Hypothesis 2A) Community members who have beernmvicin the past year will be
more supportive of POST than those who have nat betims;

Hypothesis 2B) Community members who live in higime neighborhoods will be
more likely to support the use of POST than thoke liwve in lower crime neighborhoods.

The variables found to be statistically significanthe regression models were age,
crime in the residential neighborhood, and feariaimization. As in the analysis of the open
community dataset, female respondents were not hketg to express support for POST than
males (H1A). However, unlike the open communityvey, older respondents were more likely
to be supportive of POST than younger respondétitB). Also in opposition with the findings
of the open community survey, hypotheses 2A anceB:wot confirmed, in that victims of
crime and those that live in neighborhoods witthbiglevels of index incidents were not more
likely to support POST than respondents who wetenme victims or lived in neighborhoods
with lower levels of crime.

The findings regarding two hypotheses differed leetavthe open community and public
housing resident surveys. First, the public hayisasident survey confirmed that older
respondents were more likely to support POST tlmamger respondents. The sample of public
housing residents was largely those age 61 yealer, so it may be the case that the analysis
was impacted by the sheer numbers of seniors.fiitieg regarding fear of crime was
somewhat confusing. In this case, respondentsreymarted feeling safe in their neighborhood
at night were more likely to agree wibloth positiveand negative statements about POST than
those who felt less safe. This may suggest tlemetivere differences in the way fearful public
housing residents generally saw POST, in that #itdtudes may have been more subtle (i.e.:

seeing both the potential positive and the negatspects of POST).
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Race was used as a control variable and was rotiet in the hypotheses. However,
African American respondents were marginally sigatft in support of POSTp€0.1), based on
the analysis using DV2 in which African Americansre less likely to agree with negative
statements than white respondents.

Finally, with regard to H3, public housing resideespondents differed in their attitudes
toward surveillance than the respondents to the cpenmunity survey. First, gender was
significant in the analysis of the open communitgvey data but not in the public housing
resident survey. And while age was significanbath surveys, the association was in different
directions. Older respondents were less likelsupport POST than younger respondents in the
open community survey, but the opposite was trudempublic housing resident survey, where
older respondents were more likely to express stippoPOST than younger respondents.

Higher levels of violent index crime on the resiti@beat was predictive of support for
POST in both the open community survey and theiptiolusing resident survey. Findings
regarding fear of crime were mixed. In both samptespondents with higher fear levels were
more likely to express positive attitudes towardlmusurveillance. Although as previously
noted, public housing resident survey respondehtswere fearful were more likely to agree
with both positiveand negative statements about POST than respondetiits open community
sample.

Combined Common Survey Items Dataset

A third dataset — created by combining all respsris®m both surveys where survey
items were common - was analyzed in order to tgpbkhesis 3 and discover what variables are
most predictive of support for POST. In order ¢othlis, one additional variable was created to

indicate if the respondent was a public housinglezg. Scale items from the community survey
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were recoded so all responses from both surveys gang in the same direction. Six of the
variables were skewed, but attempts to transfoad te skewness in the opposite direction, so
variables were left intact.

Bivariate analysis.

Bivariate analyses of the combined dataset revahbdall seven variables were
significantly related to attitudes toward surveilte: gender, age, race, prior victimization,
feeling regarding safety in the neighborhood ahpitgvels in violent index crimes in the beat in

which the resident lived during the year the sum@g administered, and being a public housing

resident.

Table XV

COMBINED SURVEYS DATASET BIVARIATE ANALYSIS

DV1 DV2
Positive Attitudes  Negative Attitudes
F P F P

Female 11.043 0.001** .785 .376
Age 61+ Years 545.497 .000*** 32.708 .000***
Race 192.411 .000*** 14.752  .000***
Crime Victim 85.987 .000*** .041 .840
Feel Safe at Night .598 .616 26.202  .000***
Viol Index Quartile 27.324  .000*** 2.286 077

Public Housing Resident  1384.470 .000***38.301  .000***

Race Mean SD Mean SD

Black 3.162 .817 2.421 .878
Hispanic 2.875 955 2.537 .896
White 2.516 994 2.592 .822

Tp< .1, %< .05, *p< .01, **p<.001
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Age, race, and public housing residential statugewgynificant on both the positive and
negative attitudes dependent variables. Gendenaigtiborhood crime were significant on
positive attitudes only and feelings of safetyighhon negative attitudes only. Age, gender,
and feelings of safety were correlated in the diioacas hypothesized, and prior victimization
and neighborhood crime conditions were in corrélantrary to hypotheses.

The variables significant at the bivariate levelevanalyzed for potential problems with
multicolinearity. No problems were identified, atingrefore, all of the variables significant at
the bivariate level were retained for the multiaégianalyses. These variables were entered into
hierarchical multiple regression models to exantigerelationship between these variables and
attitudes toward POST. Variables were enteredtir@aegression models in separate blocks to
identify any changes in the significance of theftoents as new variables were entered. For
ease of presentation, blocks were condensed whsignibicant changes occurred in the model
or the coefficients.

Hierarchical multiple regression.

In order to test Hypothesis 3 - residents of pubbasing are more likely to support
POST than non-residents - two hierarchical regoessivere performed using positive and
negative attitudes toward public surveillance @&dépendent variables. Results of evaluation of
assumptions led to an attempt to transform oneblbaito reduce moderate positive skewness
(violent index on the beat in which respondentd)veHowever, square root transformations for
moderate positive skewness resulted in skewnes® iapposite direction. Therefore, the
variable was not transformed. With the use pf<a.001 criterion for Mahalanobis distance, 2

outliers were found among the cases with both pes#nd negative attitudes as the dependent
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variable. These cases were excluded from the fimoalel. After the first set of exclusions, no

additional outliers were identified using Mahalarsgto< .001.

Positive attitudes dependent variable (DV 1).

Positive attitudes toward public surveillance wergressed and Table XVI displays the
correlations between the variables, the unstangeddiegression coefficients (B) and intercept,
the standardized regression coefficiefis the semipartial correlations rand R, R, and
adjusted Rafter entry of all nine variables. R was sigrifidy different from zero at the end of
both blocks. After the first block, with demogragshin the equation, = .203, F(4, 2767) =
176.66,p < .001. After the second block, with all indepentvariables in the equation® R
302, F(3, 2763) =149.74p,< .001. The increase irf By including the public safety and
residency variables was .099. Using a proportioeddliction in error interpretation fofR
information provided by the public safety and resicy variables reduced our error in predicting
negative attitudes toward surveillance by 10%.

There were significant changes in the relationshgigveen three of the demographic

variables and the dependent variables when thendddock was entered.
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Table XVI
REGRESSION SUMMARY, COMBINED SURVEYS DATASET AITVE ATTITUDES)

Model 1 Model 2
Variable B SEB )i B SE B )i
Female A2 .03 0.06*** .04 .03 .02
Age 61+ Years .63 .03 0.33*+* .25 .04 0.13%**
African American 47 .04 0.25*** .01 .04 .01
Hispanic 31 .06 0.10%*** .07 .06 .02
Violent Index Quartile 2010 -05 02 -0.05*
Prior Victimization .01 .04 .00
Feel Safe Alone at Night -.05 .02 -0.05**
Public Housing Resident Respondent .93 .05 0.47%*
R .20 .30

176.66 98.05

F for change i

Tp< .1, %< .05, *p< .01, **p<.001

In the first block, all control variables were siigrant at thep <.001 level, but with the

addition of the second block, only age was sigaiftowvhile the other variables were not.

Compared to the previous models, this model washrbetter at explaining the variance in the

dependent variable. The strongest variable imrtbdel was the respondent’s residency (public

housing or not); respondents who live in public $ing were significantly more likely to express

positive attitudes toward surveillance than resgoitsl living in other settings, confirming

Hypothesis 3.

Negative attitudes dependent variable (DV 2).

Negative attitudes toward public surveillance wexgressed and Table XVII displays the

correlations between the variables, the unstangeddiegression coefficients (B) and intercept,

the standardized regression coefficiefis the semipartial correlations &y and R, R, and

adjusted Rafter entry of all eight variables. R was sigrafitly different from zero at the end of

both blocks. After the first block, with demogragsin the equation, &= .023, F(4, 2741) =

15.914 p < .001. After the second block, with all indepentivariables in the equation’ R
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.050, F(3, 2737) =12.64p,< .001. The increase irf By including the public safety and
residency variables was .027. Using a proportioeddiction in error interpretation fofR
information provided by the public safety and resicly variables reduced our error in predicting
negative attitudes toward surveillance by approxétya2.7%. The Rin this model is similar to
the other models, with the exception that publiadiog residency was only marginally related to
negative attitudes.

The addition of block two did not significantly atge the relationship between any of
the demographic variables and the dependent varitigrefore, the results discussed were

based on the final model that included all indegendariables and the dependent variable.

Table XVII
REGRESSION SUMMARY, COMBINED SURVEYS DATASET IMZANVE ATTITUDES)

Model 1 Model 2
Variable B SEB )i B SE B )i
Female -.02 .03 -.01 .01 .03 .00
Age 61+ Years -.19 .03 -0.11%** -17 .04 -0.10***
African American -.14 .04 -0.08*** -.10 .05 -0.06*
Violent Index Quartile 2010 .04 .02 0.05*
Prior Victimization -01 .04 -01
Feel Safe Alone at Night 15 .02 0.17%**
Public Housing Resident Respondent -.09 .05 -0.05
R .02 .05

15.91 19.69

F for change ir?

Tp< .1, %< .05, *p< .01, **p<.001

This model was created to test Hypothesis 3 reggralititudes of public housing
residents. Unlike the analysis using DV1 posiat#tg#udes, negative attitudes toward POST

were only marginally associatepk(1) with being a public housing resident. Therefavhile
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public housing residents were more likely to agmetl positive statements about surveillance,
they are only marginally more likely to disagreghnnegative statements, which is consistent
with Hypothesis 3. This indicates that public hoggesidents’ attitudes in support of POST are
much stronger than attitudes against POST.

In summary, Age, gender, crime in the neighborhaod, feelings of safety were
significantly related to the dependent variabl€bere were some inconsistent findings among
the different analyses; differences are summaiiizdable XVIII. The positive symbol (+)
indicates that respondents were significantly nigedy to agree with the dependent variable
and the negative symbol (-) indicates respondeptg wignificantly less likely to agree than
their counterparts. For example, in the open comiysgurvey, females were less likely to agree
(-) with positive attitudes about POST and moreliiko agree (+) with negative attitudes than
males. Interpreted, females were less likely tsuggportive of POST than males in the open
community survey, regardless of the dependent bariaBeing female was not significantly
predictive of either dependent variable in the mpubbusing resident survey and therefore does

not appear in Table XVIII under “Public Housing REsts Survey.”

Table XVIII
COMPARISON OF SIGNIFICANT VARIABLES, OPEN COMMUMNND PUBLIC
HOUSING RESIDENT SURVEYS

DV 1 DV 2

Positive Attitudes Negative Attitudes
Open Community Survey (-) Female (+) Female

(-) Age 61+ (+) Age 61+

(-) Violent Crime in Beat
(+) Feel Safe Alone at Night  (-)Feel Safe Alone at Night

Public Housing Residents (+) Age 61+ (-) Age 61+
Survey (-) Violent Crime in Beat (+) Violent Crime in Beat
(+) Feel Safe Alone at Night  (+) Feel Safe Alone at Night
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These inconsistencies could theoretically be erplhias the outcome of the nuanced feelings
that people hold toward surveillance. For exampl¢he analysis of public housing residents
and in the combined dataset, respondents whoditadone in their neighborhood at night were
both more likely to agree with positiaad negative statements about surveillance than those
who did not feel safe at night. While on the fat#, these findings seem contradictory.
However, one way to interpret these findings i¢ thalings toward public surveillance are
complex and nuanced, and therefore it is possiblatve both positive and negative feelings
about surveillance.

Regarding hypotheses testing, findings were migseé Table XI1X). In the open
community survey analysis, five of the seven hyps#s were supported. In the public housing
resident survey analysis, only two of the nine wemmefirmed. For the most part, respondents
were generally supportive of POST, but the two paans are significantly different in their

attitudes toward POST.
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Table XIX
SUMMARY OF SUPPORT FOR HYPOTHESES
Public Combined
Open Housing Survey
Community Resident Responses
Hypothesis Survey Survey Dataset
1A Females will support POST more strongly than males No support No support Not tested
1B Older respondents will support POST more strongly  No support Support Not tested
than younger respondents
1C Respondents who express higher levels of fear will Support Conflicting  Not tested
support POST more strongly than those who repsst le findings
fear
2A Community members who have been victims inthgtp  Support No support Not tested
year will be more supportive of POST than those who
have not been victims
2B Community members who live in high-crime Support No support Not tested
neighborhoods will be more likely to support the o$
POST than those who live in lower crime
neighborhoods
3 Community members who are residents of public Not tested Not tested Support

housing will be more likely to support police ude o
POST than people who are not residents of public
housing

The findings are difficult to interpret. The supvgamples were significantly different

when compared to each other, as well as from thergépopulation, which may have impacted

outcomes in ways that were not considered in #8earch. Findings from the preceding

analyses indicate a need for additional researohtadititudes toward police surveillance.



V. CASE STUDY

The preceding chapter summarized analyses of ttasels, which provided some
understanding of public attitudes about the ue@$T in one large municipality. In order to
develop a more detailed understanding of POST progr- how programs are developed and
implemented as well as how the resulting data aeel u this chapter will examine, in depth, one
POST program developed and implement by the pdiegartment in a large Midwestern city,
the same city were the survey data discussed ipréeeding chapter was collected. What
follows are detailed descriptions of POST as carezeand implemented in one city and the uses
of POST equipment and resulting POST data in tee study city. The purpose of this analysis
was to gather richer information about why and lR®ST programs are implemented, and how
the program equipment and resulting data are ugddebpolice. This chapter addressed
research questions regarding the factors thatdntia the decision to implement POST, the
extent to which empirical research was incorporatetie consideration and implementation of
POST and how data collected using POST was used.

Interviews used in this case study revealed rehoetan the part of many individuals to
provide information (a phenomenon. Potential mieawees were not necessarily reluctant to
share their experiences, but were perhaps moresgogat about having the authority or
permission to speak for the department or the difforts to secure approval for individuals to
talk about POST for this project proved impossibethere was never clear agreement about
who had the authority to grant permission for gemwview. For example, Person A said they
needed permission from B, but B denied they coiud germission and suggested C who
deferred to A. Therefore, while some interviewd abservations were conducted through

“official” channels, as were the interviews usedasondary data, information was also gathered
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through “unofficial” conversations with a numberaity employees. For this reason, the identity
of the case study city was not provided in thigaesh. The study city will be referred to as City
X and the police department that initiated, deveth@nd implemented the program will be
referred to as XPD. References that make expheicity being discussed were coded and the
master list of those references was provided tatmemittee chair in order to verify the
legitimacy of the articles (as previously descriloe@hapter Ill, footnote 8).
Description of POST Program in Study City X

City X is large, has a diverse population, and ernates that vary substantially by
neighborhood. The goal of the POST program stat#te department’s written policy was “to
reduce violent crime and narcotics activity by tirega visible crime deterrent in communities
with high incidences of violent crime.” The POSbgram included cameras in locations
throughout the city, with the greatest concentratibcameras in the central / business and
entertainment areas. The cameras were sometifieeseckto as a “cop in a box” by residents
who believed that having a camera in their neighbod was a good as having a full time police
officer stationed there at all times. The “comibox” concept brings with it the belief that the
cameras are as good as real eyes, monitoring deergint behavior, prepared to send an
immediate response. The assumption that the camegebeing continuously monitored will be
examined later. The program has expanded sintal imception and as of this writing included
thousands of cameras purchased and /or owned bipladources, public and private. For the
purposes of this study, the data discussed herevated to cameras owned by the XPD.

Video surveillance was first implemented in thedstuoity nearly a decade ago. Since
that time, the program has gone through multipkespl and continues to evolve. The detailed

program description that follows includes informatgathered through interviews, from
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publicly available sources, and secondary analysisg data from previously approved research.
The description was meant to document the POSTramogvolution. The description included
program inception and development; policy and ingnaccountability; technical features;
program cost and financing; implementation issegpansiveness; camera deployment locations
and distribution; and community and media reacttorthe program.

Program inception and development.

The XPD press release that first announced the Rfd&Jram stated that POST would
be used “to reduce crime in [City X’s] most violengrone communities” (Alias Reference 53).
The press release also indicated that the prograsnowe piece of a series of crime prevention
strategies to “hit drug dealers and gang bangeitsein pocketbook by disrupting illegal
narcotics operations — the lifeblood of any gangtie goal of the program was “create a visible
crime deterrent.” The cameras were to remain alooation “as long as it takes to make an
impact on crime and disorder” and that the progwaas “yet another layer we’re adding to our
overall violence reduction strategies.” The pmetsase also noted that “video that records
normal, non-criminal activity will be erased withimree days.”

Accounts of the POST program’s early stages vdrad person to person and in public
documents. However, there was general agreement abplementation and planning
decisions. Stakeholders were interviewed aboubtiggns of the program, who was involved in
the decision making process, and whether the aecisas evidence-based.

Origin of the idea. Interviewees reported that the decision to deval®®OST program
came from the highest levels of local governmewinfinternal police department leadership
and the mayor. However, there is some disagreeahenit where the idea came from. Several

interviewers reported that the decision was madé&ynayor or other high-level leadership
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after seeing the technology in action in London atieer cities. Other interviewees reported that
a core group of (low ranking) police officers witlthe department who had responsibility for
technology and innovation were asked to developvative ways to use technology. At that
time, surveillance technology was already beinglusehe department in other capacities, and
those officers saw a POST program as the nextalagtap.

Several interviewees reported that the POST progvasdeveloped as part of the larger
project, in which a number of police officials wexgked to brainstorm and develop ways to
incorporate “outside the box” thinking for multipteme reduction projects (such as portable
metal detectors). One interviewee noted that mfusenter, enhanced mapping applications,
and the development of specialized deployment teaatlsof which XPD implemented - also
came out of this initiative. One interviewee whdicated POST was first conceived as part of
this program said it eventually “took on life of ibwn.”

Interviewees consistently reported that London tliaonly city that was consulted
during planning phases although several local meysrts repeated the claim that Las Vegas
casinos were used as a model for the program (Rledsrences 19, 20, 21). "We did extensive
research to determine what works and what doesmk across the world in putting our strategy
together," said a high-ranking XPD official invotven project planning. He also said that City
X representatives "visited the London surveillanerter. We looked at the way Las Vegas
casinos do monitoring. We looked at the way theddmpent of Defense does surveillance both
in combat situations and other surveillance stratetp determine what would make the most
sense for the city" (Alias Reference 20).

Evidence-based decision making was not a strongoooent of the planning process.

Most interviewees were unaware of any review o$exg literature on the effectiveness of
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POST programs had been part of the planning prodess interviewee stated that they looked
at POST literature for their own curiosity, but hamt discussed it during program development
meetings. Interviewees reported that people ireain the planning process worked closely
with legal counsel prior to implementation and werare focused on minimizing legal risk and
less interested in the experiences of other agemeiexisting evaluation research. Most people
interviewed reported that the study city itself ls&ce become the national leader in law
enforcement use of POST. After initial implemeiatiat there were weekly visits from
representatives of one or two cities who wante@éaon more about XPD experiences.

Purpose and theorylnterviewees were asked to relate their understanai the
intended purpose of the POST program and the thefdrgw the program would accomplish
stated goals. There was agreement among interggethat the pilot program design included
custom cameras and equipment deployed in high anerghborhoods specifically included to
disrupt criminal activities, namely narcotics ogemas. Interviewees reported that narcotic
operations on the public way prevented communitynimers from having access to public
spaces. Removing narcotics operations would opeesa to public spaces for community
members, which would improve not only safety bgbatommunity perceptions of safety.
Therefore, both decreasing crime and fear of cramned,improving safety and perceptions of
safety, were reported to be program goals.

Several major theoretical concepts were descrilgadtbrviewees, including visibility,
the importance of monitoring, the ability to cohtcame, public notice, and displacement.

Visibility. The visibility of cameras was cited by officas central to program success,
although the impact of visibility was interpreteddifferent ways. One interviewee reported that

the central idea of the POST program was visibilityptovide the community with an enhanced
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feeling of safety through highly visible cameraattivould suggest that the police are watching
and area. This strategy suggested detection @edelece as well as “broken windows” policing
strategies: officers would monitor cameras anddakteams would wait, ready to be deployed,
to stop crime in progress, based on what officeseosed. Furthermore, cameras would cause
would-be criminals to avoid committing crimes wiitthe perceived view of the cameras
because of the more general message they convéyesl officer stated that POST cameras
would disrupt or prevent crime by “shining a liglati a particular area and communicate a
message that “someone cares, someone is watchihgr awr safety.” This officer believed

that the only chance for success of the POST camwerald come from publicizing their
presence, so that people “think twice” before cotting crimes, because of fear of detection
because the police care enough to watch this nergbbd.

Monitoring. The importance of monitoring was controversighunterviewees. One
interviewee related that monitoring waat an important part of the POST program because the
perceptionof being watched by police was an adequate deteri&ut other interviewees stated
that cameras in static locations “outlive theirfubeess” because the lack of immediate or
eventual response to most illegal activities corteditvithin the perceived view of the cameras
has lead offenders to conclude that no one is moNng the cameras. As evidence, officers
reported their experiences of having seen illegavities were committed within the view of the
cameras “all the time” with no police response adidlition, officers reported hearing such
feedback from some community members.

Crime control Only one officer discussed the idea that POSY nad be useful to
control all types of crime. This officer believatht only narcotics crimes, and crimes that

resulted from the narcotics trade, could reasonlélgxpected to be influenced by POST
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cameras. To illustrate, the interviewee descrdmedrea where a large number of night clubs
lead to violent crimes in the early morning houls.a focused effort to prevent violence in that
area, the police stationed officers in front ofv&ngle night club in the area near closing time.
Regardless of the physical presence of numerousepaificers, shootings continued to occur.
The interviewee interpreted this to mean that aetigpes of crime can’t be controlled, like
violent crime, because they are not rational, agegreven when the chances of getting caught
are high. The interviewee didn’t believe camerasild have had any impact on that particular
situation: he reported that cameras work in a simvilay to physical police presence in that
cameras conveyed a message that a police resoins@inent. However, the police response
from POST cameras is even less certain than thgigdiyresence of officers, so if the first
scenario didn’t reduce crime then neither would ea®. In contrast, the interviewee stated that
narcotics operations were run more like businesgiéls offenders acting in a rational manner,
and thus the cameras had the potential to worksimdar manner to police presence; increasing
the chance of getting caught could stop narcotitsssif only for the moment.

Public notice Related to visibility, were ideas about notityithe public of the presence
of POST cameras. One officer suggested that thartteent could increase the impact of the
POST cameras by using regular resident meetin{gptead the word” about the impact of the
cameras on crime. The officer said community nmgstshould have included the message that
“you’d have to be pretty dumb to do something onfrof cameras.” That message should have
been reinforced by showing POST video of peopladarrested. This officer believed
attendees would repeat this message and thus ilwwelcommunicated throughout the
community resulting in more self-control and a @ased need for the cameras to be actively

monitored. More than one officer noted that wheeytmade a POST-related arrest, it was their
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individual practice to inform the arrestee that HQ&s the cause of their arrest. These officers
believed that these arrestees would also repeatdissage to others, increasing the perception
that cameras were actively monitored and illegaVveg would result in arrest.

Displacement Interviewees reported acceptance of the idetspiacement.
Interviewees explained that POST cameras were pthas a single tool in a larger strategy,
where either precinct commanders or a centraliztdligence unit would be responsible for
addressing displacement caused by cameras. Therdfey did not see displacement as an
undesirable impact of POST since the impacts wbaldddress through other strategies.
However, based on interviews and a review of di#partment leadership did not appear to hold
officers accountable for POST camera usage ancethiting outcomes, such as displacement.
Additionally, more than one officer reported thia¢ tommunity didn’t care if the cameras
displaced crime, only that crime did not occur vetaeylived. No official reports of
displacement were recorded by the XPD or the media.

Initial project design. Interviewees reported that the initial programige included 25
highly portable cameras that were to be set uptiarate a four-block-by four-block area. The
cameras would be portable, easy to move like “chesses.” According to media reports, the
project plan was to install cameras in high crimesaa (reported as either violent crime or gang
and drug activity). The presence of POST cameraddwcause criminals to move their
activities to another location, and the cameraslavimove with them (Alias References 4, 5).
This is confirmed by interviews; the initial profeesign included two phases to the use of
POST.

This strategy had two phases — “clear” and “holBuiring the first phase, targeted

locations (based on the number of 911 calls repgriarcotics sales) were “cleared” by



107

“narcotics missions” (described below). The secphase, POST cameras were installed in the
area that had been cleared by narcotics missiottd” that location. The cameras were to
maintain order in that location to ensure buyes sgllers did not return.

Two major types of “narcotics missions” were usedlear an area: reverse sting and
conspiracy missions. During a “reverse sting” moissofficers posed as narcotic buyers and
then arrested individuals that sold them narcoti&fier sellers have been removed, officers took
the role of the seller and arrested would-be buy@rsother type of narcotic mission that could
be used prior to the installation of POST cameras &conspiracy missions. Conspiracy
missions involved more strategic considerationslang-term investigations that would result in
large “drug busts” where multiple individuals weneested and charged in a single case. Covert
surveillance was a necessary part of conspiracygioms in order to document the sales
organization and sales volume for prosecution.

After either type of narcotics mission was commefeOST cameras were planned to be
used to “hold” the location. A description of suklstrategy appeared in a local media report:
“Gangbangers and street thugs scattered like cackes under a bright light after police pulled
up with the crime-fighting gear...A day earlier, ngarO0 special [unit] officers flooded the area
arresting 32 people in a crackdown on crime” (&lReference 51).

One interviewee described the initial narcoticooetgment operation as analogous to
disrupting a new business, “like McDonalds.” Bregkup narcotics businesses and moving the
organization, if only a little bit, caused a needreestablishment of the business in a new
location. Continuing to break up the organizatitrby bit resulted in business failure. The
officer further noted that:

we always knew when there were narcotics sales thas crime. There was
robberies and theft. They coincide. There weposhgs. You always knew
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there were weapons nearby or involved because gdy&ople protecting
narcotics. (Inv1)

In a slightly different take on the use of POSE, dfficer reported that the POST cameras
themselves would result in a “take back” of an dreeause buyers and sellers would relocate
when POST was installed.

Following the business relocation, the originaljecoplan was that POST cameras
would move every 30 days to the new locations.s Elgcle would disrupt criminogenic
operations and related offenses, resulting in ezreBhe city would also involve city services to
improve neighborhood conditions, and any othetesfiathat might keep an area from returning
to a drug location. “What we will be able to ddake a look at what individuals may be dealing
narcotics that the officers are able to watch, swiocand then make the arrest and take back this
corner” (Alias Reference 51). Under this planthvaameras regularly moved to where they
were most needed, displacement would not have deencern.

An interviewee who was involved in early projecamhing noted that POST cameras
were intended to displace crime in the short terancotics operations would be disrupted by the
presence of cameras and moved to other locationheory, operations would be similarly
disrupted in the new location by the installatidrmdditional cameras, continuing the cycle until
there was no place left to commit crimes. Obvipu$lcameras are mobile, this cycle could be
indefinite as there would always be a location witihcameras to where drug markets could
relocate. Only if the city were blanketed with eaas, as the mayor envisioned, would there be
no public place left to commit crime unseen. Aftex first cameras were installed, the mayor
reaffirmed his commitment to mobility: “If you move ‘Block A’ — we go to ‘Block A’...What

do you think? It's not going to be permanent hdts. mobile” (Alias Reference 51).
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Despite the initial plan, after the cameras firstevinstalled, the idea of saturation and
movement was abandoned. Instead, the departnstali@d single camera “systems” (rather
than multiple cameras) and left them in place dmgl periods of time, some indefinitely. The
change in strategy is universally attributed toghélic’s desire to keep the cameras in place in
their neighborhood, according to interviewees. iea that the community kept the cameras
from moving was reported time and again. One effgtated that the program plan was to
include 100 cameras that were moved every 30 dayssommunity complaints created
“political” problems, so the idea to move cameras\@bandoned in favor of buying more
cameras.

Public reaction and media coveragd.he survival and future trajectory of the POST
program was influenced early on by public reactmthe cameras and media coverage. The
earliest media reports focused mostly on progrataildebut one article published just after the
initial XPD press release quoted residents who wkeptical of the project, mostly because they
did not trust the police to use the technology eppately (Alias Reference 6 Many of the
follow-up local news reports included both positared negative comments from the public.
Starting in 2004, media coverage often repeateeérified claims of program success by XPD
officials, as well as other unverified statemergshomugh they were fact. For example, an article
in 2004 reported that the use of POST cameras wedldce response time with no information
about how or why it might be the case (Alias Refeee45). The following is typical of local
reports on camera “success”:

In the seven months since the 30 cameras werdl@usta light poles, calls to

police relating to narcotics from the immediateagrbave declined by 76 percent,

and serious crimes have dropped by 17 percenXPdh official] said. Arrests

on the police beats covered by cameras rose bg®@@m, officials said.” (Alias
Reference 7)
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Most interviewees noted that feedback from the comty (during meetings, through
individual contact with police, reported in medéports, or related to and repeated by city
council members) made it clear that residents vehtttdkeep POST cameras once they had been
installed and did not want them moved after nacsadr other missions were concluded. This is
why, in the words of one interviewee, the camemgmm “spiraled into what it is today.” The
program changed drastically from the original wisias documented in this case study.

The media initially provided both positive and niagareaction to POST.

People are scared to play outside. People aredstatake their kids to the

park...Don’t nobody want to come to a restaurant...Beeahey’re afraid they'll

have to dodge bullets and that don’t make no se8sdl.think it's a good idea
that we've got these cameras out here. (Aliasieate 51)

Later in the same article: “l don'’t like it,” sa@ middle-aged man. “It reminds me of like Nazi
Germany.” Another article from early in the pragn quoted a resident saying: “People say it's
invasive, but it’s invasive for you to stand by myuse and sell drugs.” In the same article: A
camera in a public area does not violate constitalirights’ [ACLU spokesperson] said. ‘It's
not about the technology. It's about the use.”tdAmally: “It ain’t nothing but a showpiece
with big old flashing lights...They're just spendingpney” (Alias Reference 14). Articles in the
year following implementation tended to note la€kwablic outcry, but also quoted concern
from other people. For example, in an article fr2004: “But [ALCU spokesperson] cited a
2003 ACLU report that concluded that a "dark pasdhturks in the national proliferation of
monitoring Systems” (Alias Article 20). Also in @9, well-known columnist in a major
newspaper wrote:

...there was no great outcry when [the mayor] annedrtisat 250 new cameras

and 2,000 existing cameras will be integrated...@ws the most extensive

surveillance system of any city in the United Statéstill, there’s something

chilling about a system equipped with state-of-dinesoftware that will recognize
potentially illegal or dangerous situations andfsaious and unusual behavior.’
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If such technology existed in Germany in 1939, tlaok it would have been
implemented — and abused — by the government?

In 2006, a local media conglomerate engaged atprresearch company to conduct a
poll on POST cameras. Seven hundred registerenisviot City X were asked: “As a means of
reducing crime, the city has installed security eeam at hundreds of sites such as public
transportation stations, schools and city neighbods. Do you favor or oppose this program?”
Support for the program was reported to be 80%, &pposed, and 7% expressed no opinion
(Alias Reference 22). Eighty percent of white msgents, 77% of African-American
respondents, and 83% of Hispanic respondents sigopitre program. A small number of
articles about the POST program were publishedhéywo major local newspapers each year,
with no more than 6 in each paper in a given y8dre newspapers published much of the same
information, as coverage was mostly around progrhamges or camera additions were
announced. For the most part, cautionary or leas-positive comments were reserved for
editorials of which there were a few.

Interviewees generally perceived not only wide ptaiece of the cameras by community
members, but also that cameras became highly desidae interviewee claimed that this
acceptance was due to an aggressive campaign oy taaipform the public about the benefits
of POST. Interviewees reported that citizens geglyisupported POST cameras, that there was
no negative feedback, that “everyone” wanted camieréheir neighborhood, and many reacted
negatively when the city tried to remove camer@se interviewee who had responsibility for
implementation and maintenance of cameras reptrtgdvhen working on POST cameras,
people would approach to ask “are you taking tbhism?” followed by expressions of their
desire to keep the cameras. The interviewee afsarted that when removing cameras, people

were not confrontational, but let him know they weththe camera left in place.
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One interviewee had a different perspective froendthers, and reported that initially
there was aegativereaction from the community when the cameras westalled. This person
reported that street-level employees respondedrioezns and complaints by explaining that the
cameras were “for the community.” After this sé@ was employed, the interviewee reported,
complaints about camera installation stopped, haadhly complaints they heard was when the
cameras were removed. According to this repovtag not how the city leadership handled
concerns that turned the tide in favor of the camerather the actions of individual officers.

When asked about the community reaction to flashgigs on the cameras that alert
people to the presence of the camera, one inteeaatated that it depends on the community,
but guessed that 95% of people favored the fladighty The same individual noted the
department received some complaints about theifigdights, but not many. Several
interviewees reported that the only complaint thagt ever heard was that blue lights would
lower property values in the area by indicatingdhea was “bad.” But even when people
expressed their displeasure with the flashing $igtitey still requested the presence of the
cameras. Subsequent phases of the project matnfidights optional.

One interviewee reported that some residents leslidvat the visual aspects of the
cameras (size, lights, markings, etc.) lead to €neductions, not active monitoring (deterrence
vs. apprehension). Furthermore, the interviewaegtthat community residents did not care if
crime was displaced as a result of the POST camatiagy a prevailing “Not In My Back Yard”
attitude.

Technical features.

The pace at which technology advanced in the paside created an environment where

the capacities of surveillance equipment were aast improved in a short amount of time. As
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a result, no two POST programs are exactly all&thin existing POST programs, new
opportunities created by technological advances a&ly reality. This seems to have created
both challenges and opportunities for police PO®&Qr@ams. On the one hand, technological
advances lead to less expensive POST equipment.olBthe other hand, the quickly outdated
equipment also quickly becomes expensive to mairdareplace. The XPD has had several
generations of POST cameras and equipment.

First generation cameras The first generation POST cameras were housttudniarge,
metal, bullet-proof cases, measuring approximaélytall by 24” wide and deep. A bulletproof
glass bulb was mounted on the bottom of the boxdbiatained the camera lens. The metal
boxes were adorned with the police logo and chéded banner, and had a large flashing blue
light affixed to the top. The high visibility degi of these cameras could have been interpreted
to mean the police department believed their presamuld act as a deterrent, as much — if not
more - as they would aid in detection of crimegdewice collection, and prosecution. First
generation cameras transmitted video images wslglesly to “camera control cases” assigned
to officers in the field. The “camera control csis@ere portable terminals by which an officer
could manipulate the camera equipment from a rethoction using a joy stick and view the
activity within the eye of the camera. First gextem cameras recorded the images onto storage
in the metal box and could not be accessed onkatdpscomputer — they could only be viewed
on the screens in the remote cases. In ordetrieve recorded images, a technician had to
physically remove the data storage from the carbexan the form of a VCR or DVD / DVR
disk. According to POST technicians in XPD, nohé&e cameras include night-vision
technology, but this is contradicted by a numbenefs articles (Alias References 1, 2, 3).

POST cameras have evolved; four subsequent gemesdtave seen a number of changes,
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including the size, the means of storage, transomsaccess to images real time, and other
features (See Table XX)

Static features.Despite the differences in the generations oferas) there were some
features that were included in all models. All eaas could be rotated 360 degrees, were made
to capture images within 330 feet in any directiamg had a pan-tilt-zoom function (often
referred to in the industry as PTZ) that alloweel tamera to be pointed in nearly any direction
at a variety of focal lengths. Cameras could baimdated by an individual viewing the live
feed, but also came installed with a “pre-programiteeir,” meaning that if no one manipulated
where the lens was pointed, the camera was progeantorrotate, going up, down, around, in
and out, in a specific pattern. Cameras were naippgd with night vision technology and did
not include the most highly defined technology &lde. Therefore, if an event occurred within
the cameras view, it was not always captured bygdmeera. In fact, POST cameras could have
been pointed away from any event, regardless ofhveinéhey were on a pre-programmed tour or
if it was being controlled by a user. Cameras ddave been aimed at an intended event and
zoomed to full capacity, but the quality of the gea may not have provided information useful

to investigations (for example, faces may not Hasen clear or license plates easily read).
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Table XX
SUMMARY XPD POST CAMERA GENERATIONS
Wireless Marked
Transmission | Internal with Police | Top-
for Image Video Cost Size Department | Mounted

Generation | Storage* Recording | Access to images (Approximate) | (Approximate) | Logos Lights Ballistics

First No 72 hours | 1) Via a portable terminal | $42,000 36" x 24" Yes Blue Yes
of with sole user to monitor Light
recording | cameras.
time 2) By request after the fact.

Second Yes 72 hours | 1) Via a portable terminal | $36,000 36" x 24" Yes Blue Yes
of with sole user to monitor Light
recording | cameras.
time 2) Via a desktop computer

application.
3) By request after the fact.

Third Yes 72 hours | 1) Via a desktop computer | $24,000 Two Yes Small No
of application. components Strobe
recording | 2) By request after the fact. box 30" x 30",
time camera 9.5 x 8

Fourth Yes None 1) Via a desktop computer $12,000 9.5x 8" No Optional No

application. Small
2) By request after the fact. Strobe

Fifth Yes 1) 80 GB | 1) Via a desktop computer | $11,300 36" x 12" No Optional No
(approx. 5 | application. Small
days) Strobe
2) 500 GB | 2) By request after the fact.

(approx.
15 days)

* While not all areas of the city have wirelessrsilg available, the technology is housed withinddwera.
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All generations of cameras have allowed accessdorded images by placing a request
to the unit with responsibility for managing the #Dprogram. As long as the image request
was within 72 hours of the time to be reviewedhtecians would retrieve the stored data. In the
early generations, this meant dispatching an aoftc¢he physical location of the POST camera
to remove the internal image storage media. Tdgsired a lot of personnel support, but became
easier when images were transmitted wirelesslgitral storage where retrieval could be done
remotely. Approximately 3 years after the prograas first initiated, the image retrieval
requests were automated, allowing the police deyant to electronically collect and track
requests for retrievals with justifications for buequests. This improved the efficiency of the
request process and thus allowed for more timedgscto requested footage.

Subsequent changes — physical featurd® date, there have been five generations of
POST cameras. The features are summarized in Ra@lerhich was created with the help of a
POST technician at XPD. The first two generatimese very similar, and all first generation
cameras were eventually retrofitted to have theestatures as the second generation cameras.
The cases have gotten smaller, with smallest cantesa than a foot in any dimension. The
third generation cameras had the lens separatetfreimage storage box. The first three
generations were clearly marked with graphics itinditate the XPD owned the cameras, but the
last two were not. The flashing blue light on tdghe cameras became smaller in the third
generation, and then optional in the fourth anith fifenerations.

The first two generations of cameras were consttliasing bullet-proof materials. The
XPD included this feature because they anticipgtatPOST opponents would shoot the
cameras in order to prevent police surveillancewever, according to an XPD technician, there

was no evidence that any camera was ever damagedjfinfire. Therefore, the feature was
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dropped from the third generation. Costs alscedawidely from generation to generation,
which will be discussed later in greater detail.

Subsequent changes — data transmission and storagely the first generation lacked
wireless transmission; all subsequent generatiadsahireless capability to transmit data. The
first three generations had internal recordingitimee VCR or DVD with a 72 hour capacity, and
the fourth generation had no internal recordinde Tifth generation used smaller portable
storage devices that had greater capacity and ceatatd either 5 or 15 days of footage.

Subsequent changes — monitorind.he first generation of POST cameras limited the
officer’s ability to view remotely to just a fewdatks. Only one officer could view the feed from
a given camera at any one time. Subsequent gereyalowed officers to control and monitor
POST cameras from a remote desktop computer uastgra software. Theoretically, the
multiple monitors of a single camera feed coulddoated anywhere the software was installed,
including another state. The remote desktop soéaHlowed an officer to manipulate the
camera and use the technology in any manner censistth the department’s policy. With a
mouse, the user could control where the lens wagipg and use PTZ features. If multiple
people wanted to control the cameras lens, theesigtanking officer was given control. If two
officers of the same rank wanted to use the sameiz the one who started manipulating the
lens first was allowed to continue. The lens stiegeactly where the user pointed it remained
unmoved for ten minutes from the last manipulatatnyhich time that camera was opened for
another officer to use. No officer manipulatiorfadgted the camera lens to a pre-programmed

tour. Monitoring will be discussed in more detaithe “resulting data” section of this chapter.
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Expansiveness.

The XPD program started with 30 cameras controfedotely via personally operated
terminals. In early 2009, the mayor stated hid g@&s to have “a camera on every block” by
2016 (Alias Reference 18). Since inception, thegpam expanded and changed significantly.
As of this writing, the program incorporated canseram many different public and private
sources. Live camera feeds were “federated” drathto a single agency outside of the police
department, responsible for emergency managenhemirder to document the number of
cameras owned and operated by XPD, a review of temas articles was conducted. While this
method does not make it entirely clear how many PC&8neras were used by city agencies, it
revealed interesting information about the progsalifé course. By some accounts, the XPD
owned at least 2,000 POST cameras, with close,@0%ublically owned cameras on the
POST feed network (Alias Reference 8, 9, 10, 16).

The first 30 XPD POST cameras were installed instnemer of 2003. The first felony
POST arrest was made two weeks later: officers tord an individual in a vehicle and
believed the 22 year old man was smoking marijuddfficers approached the vehicle and
found $20 worth of marijuana and $60 worth of MDNl&cstasy”). An XPD spokesperson
said, “We are looking at potential criminals whéeaf the quality of life. Sitting in a car
smoking reefer sounds innocent enough, but youtdmow what he plans to do from there”
(Alias Reference 33). The offender’'s mother wasted as saying, “This isn’t fair. It's not like
he was dealing drugs. | don’t see how they coutgsahim for just sitting there smoking weed.
Most young people do that” (Alias Reference 33).

The XPD increased their POST cameras by 50 in @&dy. In the fall of 2004 City X

announced that would link 2,000 publically ownedAQrameras into a central federated
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network (Alias References 19, 20, 21). The XPDoregully were to include their 80 cameras as
well as another 250 to be purchased, and the feolenaroject was planned for a 2006
completion. POST cameras on the central networke wened by a number of different
interests. Included public agencies were poligppés, schools, transit, housing, and
emergency management agencies. The mayor’s w&srto also include privately owned
camera feeds into the public network. All fededatameras would submit feeds to the “911”
emergency call center allowing emergency call tsked dispatchers to view live video of the
area near the requested service location (Aliareeées 17, 19, 20, 21). Owners of privately
held cameras that were included in the federateaslank were asked to pay an undisclosed
amount of money to submit their live feed, “so tBal operators would have access to those
cameras should something go awry in a private mgidAlias Reference 19). This could have
implied that special consideration for dispatctvees were for sale, although no articles were
found that made that connection explicit.

In 2006, city council debated a proposed law thatildl have required local businesses
open 12 hours a day or more to purchase and isgt@lirity cameras in and around their
businesses (Alias Reference 33). The mayor suggbdine proposal, and was quoted as having
said, “The cameras really prevent much crime. ddraeras also solve a lot of crime. The
terrorist attacks in London were solved by caméraiitimately, the proposal was rejected,
mainly because council members believed the coatdime too burdensome. Another article
from 2006 noted that City X had more than 2,000 P@&mneras feeding onto the public
network, of which XPD owned 100 (Alias Referencg. 2&n article from a few months later
announced that XPD would be adding 70 more POSecas1(Alias Reference 23). In the fall,

100 more cameras were added bringing the total dwgeXPD to 300 (Alias Reference 24).
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An article from 2007 (Alias Reference 38) noted tKBD had 559 POST cameras and were to
add another 100. A newspaper article from 2008attat 4,500 cameras owned by the schools
were being added to the network, which includedarban 10,000 cameras (Alias Reference
25). Local media reported in 2009 that POST caseexe being installed at 144 transit stations
in addition to what had already been placed int&fans using a $17.9 million grant from the
Department of Homeland Security (Alias Reference Zdso in 2009, a newspaper report stated
that there were a total of 4,800 cameras insidéigpabhools and another 1,400 watching the
exterior properties (Alias Reference 27).

In 2010, a newspaper article noted that there Ww@&®7 POST cameras at 73 public
transit rail stations (Alias Reference 28). Anotagicle notes that there are well over 10,000
publically owned POST cameras in the city, and thattransit authority would have more than
3,000 by year’'s end (Alias References 17, 30, 3he highest estimate of the number of
publicly owned POST cameras included in the fe@eraetwork was nearly 15,000 (Alias
Reference 25). The total number of publically odicameras on the federated POST feed is
unknown. No one disputes that City X was headmthat direction. The last mention of POST
cameras being installed in the city was May 201la§AReference 30), but in the fall of the
same year, the mayor is again quoted as sayingheswnore cameras (Alias Reference 31).
"Expansion of cameras citywide is one of the higlpesrities that will help us here in the city
[X]. Cameras are key. They are a deterrent. Huodye crimes. It deals with terrorism. It deals
with gangs, guns and drugs in our society" (AlizsdrRence 31).

Multi-agency ownership and coordinatianAn undated XPD PowerPoint presentation
obtained through a Google search stated “We're migtteand information poor” and that they

“need analytics engine for enhanced situationakremess” (Alias Reference 11). The solution
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XPD advanced in this document was a “layered smttitihat included facilities and transit
management systems, automated license plate reakss analysis tools including facial,
behavioral, and pattern recognition capacitiessgohdetection technology, and “predictive
analytics.”

The POST network included many more cameras trsrihose owned by XPD. The
XPD is reported to own at least 2,000 cameras taisdhought that a total of at least 10,000 are
in place in City X. The local public housing aggmecently received a federal “stimulus”
(American Recovery and Reinvestment Act) granhstall some 3,000 private security cameras
in their local developments. These cameras wilidskinto the existing network, although it is
unknown if police will have access to these came&shools, transit, and emergency
management departments in the city have also bgardad grants to implement and expand
POST programs. Cameras were purchased by mudigiglecies and were manufactured by
multiple vendors. As a result, cameras on the odt\wad different software tools as means of
accessing the live feed. Aside from the agenclypghechased the equipment, many of the
cameras could not be viewed by XPD personnel withbetmission.

In 2003, the mayor and police chief began emphagieurfew enforcement, created a
central intelligence hub (sometimes called a fusemter) within the police department, and
deployed specialized police team to high-crime @rédhe teams were to saturate small areas
with large numbers of police visually emphasizé thay intended to “clean up” the area. All
resources that could be deployed in these smalkaxere to be used to force crime out. Early
local media reports talk about POST cameras aslant@ larger “hot spot” strategy (Alias
References 1, 29, 34, 51). POST cameras werdl@asia “what police call a crime *hot spot’ —

what ordinary citizens call a ‘bad neighborhood®liés Reference 51). A high-ranking XPD
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official stated, “This will help us as a strategylde able to build relationships in the
community.” The larger strategy was collaboratiathin XPD and with outside agencies. The
POST cameras were to be part of this larger styat€ty X experienced an unprecedented drop
in murders from the year the strategy was deplaye¢te next year: murders had been decreased
since they peaked in the early 1990s, but the fioop 2003 to 2004 was nearly 25%. Murders
have continued to decline, but no single year egpeed that magnitude of a decrease in
murders. Overtime, it seems that the POST canveges no longer being used as part of a
comprehensive strategy or seen as a single tdi tesed in conjunction with others. Rather, it
seems that POST was seen as a stand-alone tecjnolog

Demonstrative of a lack of a coordinated strat@gsingle agency could have been
funded by different sources and cameras purchaseddifferent vendors. For example, the
public schools purchased cameras that can be viewéte school officers on computers in the
schools, but not via computers in police precitatiens (that utilizes different software).
Conversely, the network of police cameras cannatid&ed by police officers working within
the schools, even though those officers are pelwployees. Adding to the complexity, grant
funding has been provided by the state for thecpalepartment to purchase cameras for use on
external school property only. Those camera feegte viewable by police at precinct stations
but not by officers assigned to work within theaals. As City X continued to develop a
federated camera network, they worked with ventiodevelop a system that would allow all
cameras to be viewed using a single software packbigwever, the lack of a coordinated
strategy from the beginning led to a costly andetoonsuming effort to correct these problems.

Additional technologies.City X and XPD experimented with combining POSithw

other types of technology. For example, the fiesteration cameras were equipped with gun
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detection sensors. However, the department wasatisfied with the success of the technology
and discontinued its use, although sensors weralpface. In 2009, XPD announced the
results of their six month test of the gunshot di&be technology, during which time it only
worked once. Based on this outcome, XPD conclilkedechnology was not worth the cost of
$200,000 per square mile, which would have costityenearly $6 million to install with all
POST cameras (Alia Reference 35).

The police department strongly believed that PO&ilccbe combined with biometric
and behavioral recognition technology systems ¢oei@ise impact (a category referred to as
“intelligent CCTV"). As early as 2004, local medigported on the XPD’s intention to
incorporate this technology (Alia Reference 3%h@lgh a high ranking police official reported
that those technologies were similarly not readyirfplementation. This has been confirmed by
reports on how POST combined with other forms o¥sillance detention has worked. For
example, one of the earliest trials of biometricd 8OST was conducted in 2001 in Tampa,
Florida both within the airport and in public spade two neighborhoods. The ACLU (Stanley
& Steinhardt, 2002) obtained records that revetllatithe system had never correctly identified
a face in its suspect database, that it had madg fakse positive identifications (often
incorrectly identifying gender which most humana da correctly most of the time), and was
suspended the same year. Introna and Nissenb&09)(viewed available evaluations of
facial recognition technology using POST and foargtonounced lack of evaluations outside of
controlled environments (of which, there are alsp/\few). Du Sautoy (2012) notes that
computers tend to read pictures “pixel by pixeltidrave difficulty integrating that information.
Jenkins and Burton (2011) find that neither hunragrsmachines can establish or verify identity

using a photo of a face, arguing instead for tleeaisimage averaging” to improve outcomes
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for biometric technology. Nonetheless, the potdrtenefit of coordinating these technologies is
that it would cut the need for (and associatedscoBtpersonnel to actively monitor POST feeds.
New technologies are constantly emerging, and gikercity’s dedication to POST

conceptually, it is likely they will continue to periment with the ways in which POST systems
can be enhanced.

Policy and training.

The written policy on the use of POST is an appatpreference to understand the
department’s expectations of employees. In thée cthere were two policies regarding POST:
one an overarching policy on video surveillanceegalty, and the second specific to the use of
POST cameras. The overarching policy on the useamkillance technology (not specifically
POST cameras) stated a number of appropriate assariveillance technology, most of which
were also found in policies from other national HQf8ograms. The overarching policy touched
on the uses for video surveillance, and instruoféiders to be mindful of the rules of
professional, legal, and ethical conduct. In tbkcy specific to the use of POST cameras, the
XPD did not provide expectations for camera usestelad, the policy focused on the operation
of the technology. The “purposes” section of tlii#SH camera policy indicated that the contents
of the policy were to: establish the program, pduces and responsibilities for the placement
and movement of cameras; identify responsibilitydealuating effectiveness of camera
placement and exit strategy plans once cameralsnger required; and establish a committee
to oversee the placement and evaluation of camdias.general policy statement said that the
use of 24 hour video surveillance is an anti-crgtrategy to target gang and narcotics activity in
public places. It further indicated that the asayof certain types of data and information will

identify areas in the greatest “need” of police H@®ograms. The data elements identified
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were: 1) levels of violence; 2) calls for policesee (9-1-1 calls) regarding narcotics; 3)
community input; and 4) police-gathered intelligerioot necessarily in that order). The
directive did not make further reference to theppse of the program or how the technology
should be used.

According to internal XPD documents, the departnieitiblly required that any person
that monitored POST cameras must have successhitpleted training on First and Fourth
Amendment rights. No additional training or ex@aan of program expectations was provided
to officers. In subsequent years (starting appnaxely three years after program inception), the
XPD posted a POST training “class” on their intémabsite that could be viewed by any
interested employee. All sergeants were requembmplete four hours of training on using
POST. However, the sergeant’s training, like thicg, only covered how to use the POST
software with a brief discussion of First and Fhwmendment issues. No training in the range
of possible uses or the most favored or effectsewas provided. At the time of this writing,
newly hired police officers received training irettechnology of the POST program during the
initial job training phase of their careers. Howeuhat training closely resembled the original
training that only included information on how tseuthe viewing application, how to
electronically request retrieval of images, andaearview of the First and Fourth Amendments
with applicability to the program interpreted by thlepartment’s legal staff. Training and policy
on the POST program did not discuss the best U$8©8T, but rather focused on the
operational aspects. No training was providedrézipct chiefs or supervisors above the rank of
sergeant on how POST should be use, other thartdhase the software. Absent specific
training and direction from supervisors, field offrs were often left to apply the available

technology as they saw fit.
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Multiple individuals interviewed referenced an imt&l policy that required precinct
chiefs to run daily POST missions. This requiretwesis not documented with official XPD
policies. Interviews suggest that it may be theedhat one-time orders were issued (perhaps
with the use of the phrase “until further noticaf)d then institutionalized without ever being
recorded into official policy. The widespread bélihat chiefs were required to run missions
seems to have resulted in the completion of tetlsafsands of POST missions in a single year
(Alias Reference 55).

Accountability.

Regardless of how POST was used, officers had diggetion about when and how to
use the cameras, and in determining to which imtglpolice responded. This meant that lesser
offenses such as j-walking, littering, etc. coudtvé been ignored, just as they could have been
ignored by an officer who observed the same belhawiperson.

Many people reported that the precincts were “nagliito run “missions” using the
POST. The XPD, like many modern law enforcemeephatgs, held regular “accountability”
meetings, where precinct chiefs were called orxpdagn the activity in their precincts in
relationship to crime — often referred to a “CongiSt At these accountability meetings, if
crime was increasing in a particular area, preaheatfs had to justify their use of resources in
light of increased crime. However, in the XPD #oeountability had become what some refer
to as a “numbers game” where the accountabiliig@ffeviewed tables full of activity counts as
a way to justify precinct activity without any sijoant challenge to or change in leadership or
strategy as a result of the session. The resaltaduntability sessions where individuals are not
truly held accountable was that officers were ableperate at their discretion — with or without

direction from leadership — and no one was heldaatable for officer or supervisor activity.
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The XPD was not alone in this experience. Comgtataccountability, despite early
popularity, has received growing skepticism actbssnation. In 2010, the Baltimore Police
Department suspended accountability meetings bedhey “had grown ‘stale’ and ‘laborious’™
(Fenton, 2010). Also in 2010, a report of survegihgs by Silverman and Eterno stated that
respondents, who were retired New York Police Dipant officers, felt pressured to
downgrade criminal incidents to improve the Comipgtacess. Accountability sessions
typically only included an examination of the mestious types of incidents, and downgrading
incidents created the appearance of reductionsriaus crime — thus lessoning the pressure on
command staff. While it is not clear if the Silwean and Eterno study is representative of the
department at large, other police departments hbefaced accusations of tampering with
crime statistics, including Atlanta, Dallas, Newl€ans, and Washington, DC (Rashbaum,
2010).

POST data, like data gathered from other policgamms to fight crime, can be used to
generate numbers for accountability purposes agr@fibre, the mission data may not be a
meaningful way to understand how the technology wessl. An interview with an XPD
detective confirms that the POST cameras were tasget arrests for accountability purposes.
And in some precincts where crime may have beawtsl” than others, officers used numbers
to justify their placement in that precinct. Faample, an officer may have increased the
number of petty arrests as the accountability eassivere approaching, knowing that these
numbers may have helped them appear as hard wpKkeeging them from being transferred to
other precincts. The detective stated that PO&Tecas were used mostly at the end of the
month, to ensure the district did not have the fvaerests in the city. During the few days at

the end of the month, police would “look for anyityi they could use to arrest an individual.
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The detective admitted that the arrests were foh petty incidents that most of them never led
to anything other than giving their precinct creddit activity.

Finally, accountability is not limited to individuafficers. From the first announcement
of the POST project, the media asked questionstaiyamacy rights. There were several reports
of the mayor saying there were not privacy concwitis POST. "We own the sidewalk. We
own the street, and we own the alley...You could pb@ph me going down the street. You do
it every day. You have that right," (Alias Refecer20). About a year after the implementation
of POST, a state senator complained that the P@&jrgm was racist and submitted a proposal
to limit the number of cameras the police couldahgAlias Reference 19). The senator saw
value in the program generally, but felt there wiemany cameras in minority neighborhoods.
The senator contended that the program was ragtstuse it was substituting POST cameras for
officers. The senator believed that communitiesukhhave representative levels of police
personnel, and the city was intentionally shortrgiiag minority neighborhoods. "We can have
police protection without spying on people who @@g nothing wrong" (Alias Reference 19).
The senator’s concerns were covered by the medi€ibuX and XPD did nothing to address
those concerns. The POST program moved forwarttbwitcreating any safe-holds or
considering disproportionate impact.

Costs and financing

There is some confusion about what the cameras éasiording to the press release
announcing the program and a number of newspapelear(Alias References 4, 5, 6), the first
generation cameras cost $16,000 plus $7,000 faethete viewing terminal. These same
articles indicate that 30 cameras were installe2Did3 and 50 more in 2004 for a total of 80 first

and second generation cameras. However, accaialihg XPD sources, the first generation of
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cameras cost $42,000 each. Furthermore, in Aptiiefollowing year when the second set of
camera purchases — 50 — were announced, a newsptpler (Alias Reference 7) noted that the
expansion and upgrades (first generation upgramieddond generation) would bring the total
project cost to $3.5 million. If the estimate @ect, then the first 80 cameras purchased cost an
average of $43,750 which is much closer to thescastprovided by the XPD interviewee. It is
unclear why XPD employees are quoted as sayingdses per camera are nearly half.
Regardless, as new technologies have been invéheedameras have gotten smaller, with the
last phase of the cameras costing just over $110D8duction of almost 75%.

An XPD PowerPoint presentation slides located thhoai Google search (Alias
Reference 11) detailed the year one costs of theiees (generations 3, 4, and 5) that were
available for purchase by local city council mensbeYear one costs for the three cameras were
listed as approximately $13,250, 24,350, and $31i0€luding installation, optical network
share, and allowing for one move. There is novesd for subsequent year costs, but by
removing the cost of the camera itself from ther yaee estimate, the amount left is
approximately $5,800. This document was createtetione between 2008 and 2011.

Officially, the total costs associated with the AQfogram are unknown. One report
stated that the city spent $6.8 million in thetfivgo years of program implementation (Alias
Reference 8), much higher than the above-refereesttiate of $3.5 million. At least another
$60 million in grant funds have been spent on P@®grams in the city (Alias Reference 12).

Since no official account of POST program cos&viilable, an estimate was created
using a variety of data (See Table XXI). Costsaheras and maintenance used the first and
second generation costs provided by the XPD offi$é2,000 and $36,000) and the average of

the 3% 4" and %' generation cameras according to the XPD PowerRajqtroximately
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$21,700). Subsequent year maintenance costs we@(bas derived from the PowerPoint.
Estimates for XPD owned cameras are at least 2,0@lia accounts report that the first phase
of the project in 2003 included 30 first generatiameras and 2004 saw the addition of 80
cameras. The remaining 1,890 cameras installedlgwver the next 7 years (270 per year)
would put the total cost of the project since irte@pat cost approximately than $80 million. It

is likely that costs would be much greater if parsal time were included, as the XPD employs a
number of people who work on the POST projecttiale. And if these cameras represent only

one fifth of the total cameras in City X, then th&al project costs could be more than $400

million.

Table XXI

ESTIMATED COSTS XPD POST PROGRAM USING PROJECTHIADA

New Number Cost of
Cameras Year 1 to Annual Est. Total
Year Installed Cost Maintain Maintenance Cost
2003 30 $1,260,000 0 $0 $1,260,000
2004 80 $2,880,000 30 $174,000 $3,054,000
2005 270 $5,859,000 110 $638,000 $6,497,000
2006 270 $5,859,000 380 $2,204,000 $8,063,000
2007 270 $5,859,000 650 $3,770,000 $9,629,000
2008 270 $5,859,000 920 $5,336,000 $11,195,000
2009 270 $5,859,000 1,190 $6,902,000 $12,761,000
2010 270 $5,859,000 1,460  $8,468,000 $14,327,000
2011 270 $5,859,000 1,730 $10,034,000 $15,893,000
2,000 $43,400,000 $37,526,000 $80,926,000

Year 1 Cost, 1st Gen $42,000

Year 1 Cost, 2nd Gen $36,000

Year 1 Cost, Avg. 3rd - 5th Gen $21,700

Yearly Maintenance $5,800
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The estimate described above is based purely omamegabrts. Secondary data on the
number of cameras owned and installed by XPD indccat least 1,240 POST cameras were
purchased and installed between 2005 and 2010seTdega represent only the number of
cameras that were installed and never moved; there another 684 installations and removals
of an unknown number of cameras. Therefore, tmebau of cameras owned was more than
1,240, but the actual number is unknown. TablelX}€lails a second estimate of POST costs
using secondary XPD data, although the actual @fstsee camera purchase and maintenance are

unknown. Also, these data only include part of2@tough the full year 2010, at least 3 years

less than the length of the program.

Table XXII
ESTIMATED COSTS XPD POST PROGRAM USING ACTUAL ARDIECTED DATA

New Number Cost of

Install Cameras Year 1 to Annual Est. Total
Year Installed Cost Maintain Maintenance Cost
2005 23 $499,100 0 $0 $499,100
2006 96 $2,083,200 23 $133,400 $2,216,600
2007 305 $6,618,500 119 $690,200 $7,308,700
2008 489 $10,611,300 424 $2,459,200 $13,070,500
2009 118 $2,560,600 913 $5,295,400 $7,856,000
2010 209 $4,535,300 1,031 $5,979,800 $10,515,100
Total 1,240 $26,908,000 $14,558,000 $41,466,000

Camera Cost, Avg. 3rd - 5th Gen  $21,700
Yearly Maintenance $5,800
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This method of calculations yields estimated progcasts near $41.5 million. The preceding
exercise of trying to estimate costs underscorasgiogram costs are not knowable without
more information from City X or XPD.

Cameras were financed in multiple ways. City Xviled funding for the first phase, but
several media reports stated that asset forfefitunds were used to pay full program costs (Alias
Reference 5, 13, 14) and one reported they weiktogeay for “some” of the cameras (Alias
Reference 15). The XPD police chief is quotedne news report saying, “That means the drug
dealers are paying to have their own surveillandeop them. [ find that very ironic” (Alias
Reference 15). Additional funding mechanisms viéeatified over time. Grants, mainly for
homeland security, and school and transit safetyqaes, were used to pay for both
infrastructure and hardware. In some cases, grivetding was provided to tie privately held
cameras into the police-built network and it is moln for what those funds were used (e.g.: to
supplement camera purchase or infrastructure co$ts) city council members were also
allowed to use money from their corporate budgefsurchase as many as two cameras per year
for use within their geopolitical boundaries, asdas there was no conflict as assessed by XPD.
After wading through the varied information abo@%T camera costs and implementation, it is
likely that there is no known dollar figure that wvd include the full cost of the POST program
in its entirety.

Implementation issues.

Interview subjects were asked if they were awar@gfPOST program implementation
issues. Most interviewees reported that they wasavare of any, however one interviewee
talked about the unexpected costs that came watiptbigram. For example, first, second, and

third generation cameras required someone to pdllgsiemove the storage device from the
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camera box within 72 hours in order to keep theédge, so many units of removable storage
were required, as were staff to do the work. Menanhce costs were underestimated as were the
cost of storing video images for which retrievajuests were made.

As noted above, the popularity of the program tedignificant changes from how the
program was initially planned. During the conceptof the program, the city intended for the
cameras to be mobile, to be used to break up spacdas of high-visibility public disorder —
mainly narcotics sales. After these areas wewretk the cameras were to be moved to other
areas. However, within the first months of impleragion, it appears that community feedback
and input from local political representatives (wdud feedback from their community), led the
department to reconsider this strategy. In fé& first cameras that were implemented were
never moved and at the time of this writing werk istthe same locations where they were
installed in 2003. Regardless, media accountsistemsly referenced XPD comments that the
camerasveremobile and being moved.

Interviews also revealed that as the program wasadiately popular and grew rapidly,
this expansion quickly taxed the system. For exantpe department needed to get more
antennae because of saturation problems and liwiredess access. It was difficult to find
building owners who would allow antennae or relaqdipment to be placed on their property.
As the program changed and developed over timeg@placement became dependent on
where a wireless signal was available or wherex@eca could be installed without
overburdening the system and kicking another camiéthe network. In 2010, City X
announced they were going to build a number offd60wireless communication towers to
improve radio communications for POST cameras (ARaference 40). A city council member

“acknowledged that the 150-foot towers ‘are nongdo be pretty.” But she's willing to tolerate
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the eyesore If it paves the way for surveillancmeas at schools and parks that can't get them.”
As of this writing, there were still places in ttigy that did not have a wireless signal, although
this will likely be resolved in the coming years.

The vision of the mayor when the project was itgiiawas to create a system that
allowed any and all POST cameras — whether publicalprivately held — to be shared on a
single network that public safety workers (maintipe) could access, should it be necessary.
However, people interviewed about this vision ndteat this was a near-impossible task, if not
entirely impossible, given the amount of space Wwaild be required to handle the volume of
storage, as well as the physical network requirédsn@ng.: bandwidth) to allow such to happen.
Several interviewees reported that the poor quefityhe video images captured was frustrating
for users, but the high quality systems (often exygdl by retail or financial institutions) were
expensive and the city did not have funds for betgstems. One detective reported that he
would regularly ask McDonalds, 7-11 or a bank tovalhim to look at footage which may have
captured a face, car, or license plate, etc.,hHattlie would rarely waste his time looking at the
images captured by the department as they werde&ssgInv E). A published third-party
evaluation of the system found image quality tahzegreatest limitation to the project (Alias
Reference 8).

Finally, captured image volume far exceeded theurees available to review it. If a
request to preserve video images was not madme tt was destroyed without first being
reviewed. There did not seem to be a detailed nsteteding of or plan for the impact of the
massive amount of data available through the expamding POST project. Rather, a blind

belief on the part of XPD and City X officials thabre POST cameras meant less crime. The
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lack of demonstrated impact led some to questiemtred for yet more POST cameras (Alias
Reference 41).

...even though we have all these cameras, theraaign'$ystematic method for

the police to make use of the information that®orded. While there are news

stories all the time about surveillance camerastasg investigations, the fact is

that, for the most part, nobody is watching allsta@gameras in public places that
are watching you. (Alias Reference 46)

And:

Falling electronics prices and rising public anegthave spawned an
unprecedented proliferation of security cameragipan areas, but police have
found their effectiveness limited by an inabilioyquickly search through
mountains of video. New technology has changed shagesting both a new
security enhancement tool and a further erosigorighcy is at hand. (Alias
Reference 47)

Regardless, there were always enthusiastic suppdh&t wanted to see the number of cameras
increased without an understanding of the outcohmeltecting so much data, often generalizing
a few anecdotal cases that implied success torthjegp as a whole (Alias References 42, 43).
An XPD spokesperson said, “What we know is thatreltee cameras are, the crime decreases”
(Alias Reference 49).

A media-initiated poll conducted by a local marketearch firm (n=700, me +/- 4) found
that “eight out of 10 respondents favor the videcusity network” (Alias Reference 22). The
article didn’t provide the actual poll questions.quasi-experimental outcome evaluation of
POST in City X found impact in one area but noamnother (Alias Reference 8). The report
suggested that the concentration of cameras angktiception of camera monitoring may have
been an important variable in POST project impactboth cases, the reports suggested that
citizen perceptions could have made the differenadfect. The XPD program did not include

community perceptions in project design, as presippmentioned. The XPD could have
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included the community in the early planning phaskgh may have benefitted project
implementation.

Deployment locations and distribution.

According to department employees, there have taganore requests for POST camera
placement by police precinct chiefs, public offlsjaand citizens than can be satisfied with the
number of cameras owned by the department. Taisiavas reinforced by local media reports
(Alias References 20, 22, 44). Decisions aboutrevb@ place cameras may take into
consideration a number of factors. According ®department’s policy on the use of POST, the
department must consider the crime environment(wiput from precinct chiefs and public)
when selecting locations to install POST cameragedisas specific types of indicators of
violence and narcotic-related activity. To detarenihe extent to which these criteria influenced
installation locations, data provided by XPD inadccalls to report narcotic sales and POST
mission completed by precinct for the 48 month tpeeod July 2008 ending June 2012.
Unfortunately, installation information was not dahble for the same time period, so three full
years of data 2008 — 2010 are compared to thregdais of calls data — 2009 — 2011.

The XPD data demonstrate that installations weteentirely in line with calls for
narcotics activity or violent crime. First, weteetlocations with the highest levels of violent
crime and calls about narcotics activity the sataegs where POST cameras were installed?
Approximately 34% of all calls for service to repoarcotics sales were from one precinct. That
same precinct had the second highest a rate @nticgtime, 2.8 times the city overall. This
precinct had only 8% of POST camera installatio@snversely, the two precincts that made up
the central business and entertainment districtatadit 31% of all POST camera installations,

less than 1% of total calls for narcotics sales, @awiolent crime rate about 0.6 times the city
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overall. Decisions to implement a large numbePOIST cameras in the central business and
entertainment areas could be due to other impoctamgiderations, like the volume of tourists or
the number of potentially high-profile target ar@ashe city. Removing these two precincts
from the analysis, the precinct that had the m@&$P camera installations (11.6%) also had the
highest number of calls regarding narcotics sabelstihe second highest rate of violent index
crime. The second highest precinct in calls focag@cs had slightly higher than average percent
of POST installations, and slightly higher ratevmflent index incidents than the city overall.

The precinct with the highest rate of violent indeine (3.1 times higher than the city overall)
had the third highest number of narcotics callssEwice but less than the average number of
POST camera installations.

As a follow-up question, did the places with theajest number of POST cameras
conduct the highest number of missions? Five potgiaccount for nearly 33% of all POST
missions, but about 8% of all total camera instaltes. Conversely, the five precincts with the
greatest number of POST installations representyniealf of all installations, but account for
only about 15% of total POST missions. One finddh@articular interest, however, is that the
vast majority of precincts (84%) completed an ageraf at least one POST mission per day.
This seems to confirm interview reports that theas a widely held belief that all precincts were
required to complete at least one POST missionlggr

As previously noted, environmental factors weresidered in decisions about where to
install POST cameras. Cameras had to be placédehigugh that they have a “line of sight” to
the wireless signal tower. Cameras were mountedtgproperty, which meant mostly light
poles, and initially, the ability for the pole togport the weight of the camera box was an

additional consideration for placement (althouglh&scameras have gotten smaller, this
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concern has diminished). The location also hathiee the appropriate electrical requirements in
place to support the installation.

When a location for installation is proposed, @tyployees who staff the POST program
did a physical site analysis, where they visitegllttation to determine if the physical
environment would support the camera (e.qg.: linsitef, availability of property on which to
mount camera, etc.). Additionally, the departmeargaged in a “de-confliction” process during
which they confirmed that no undercover operatiwnsld be compromised or negatively
impacted by the presence of a POST camera.

As noted in interviews, a majority of the camerastalled since 2005 remain unmoved
since installation. Data bears this out: betwe@®bZand 2010, just over seven in ten
installations remained unmoved since their iniigtallation. In Table XXIII below,
installationsdo notrepresent cameras owned and operated by the oegrdrt We know the
department owned at least 1,240 cameras duringitiesperiod, the number of cameras
installed that remain unmoved. The installatidreg have subsequently been removed used an
unknown number of cameras (a total of 1,753 iretiaihs minus 1,240 unmoved cameras equal

513 installations and removals using an unknownberof cameras).
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Table XXIII
XPD POST CAMERA INSTALLATIONS AND REMOVALS
POST Cameras Removed

POST
Year Cameras Total
Installed Unmoved 2006 2007 2008 2009 2010 Installations

2005 23 18 21 5 4 5 76
2006 96 28 60 26 17 12 239
2007 305 - 113 26 23 26 493
2008 489 - - 37 18 10 554
2009 118 -- -- -- 27 12 157
2010 209 - - - - 25 234
Total 1,240 46 194 94 89 90 1,753

As seen in Table XXIIl, the greatest placementarheras occurred in 2008 representing
nearly 40% of unmoved cameras. Additionally, mbign 88% of POST cameras installed in
2008 remain unmoved as of this writing, comparealout 70% overall. Of the cameras
installed in 2010, nearly 90% remain unmoved. fitmber of installations fell since 2008, and
informal feedback from department employees inédahat demand for camera placement from
both within and outside the police department cared to exceed the budgeted allowance for
their purchase. One person indicated that thewatyted to purchase cameras using the newest
technologies available, but those cameras wergaitable in the systems the city required.
Therefore, no new camera purchases were made geioiding and desired technological
features.

At least one POST cameras was installed in evamnynoanity in the city. The policy on
placement states that the areas of greatest ne®DBT will be identified using levels of
violence, calls for service, community input, arddige intelligence. Generally speaking,
communities with high levels of crime have not afw&ad a greater concentration of camera

installations than those with lower levels of crimEhe department did not provide information
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about community input or intelligence (presumal#gduse no centralized data of this nature
exists). Information about the committee that estaiblished to oversee placement and
evaluation indicated that it was an ad hoc commidigsembled to review requests for placement
that had been made by chiefs. During these mesgtihg technology group provided a weighted
score for neighborhoods in the immediate area@ptacement request based on calls for
service, incidents and arrests to committee mendidlee start of each meeting. If there were
enough cameras to respond to each request, a#stxwere generally approved. If not, the
committee tended to allocate available camerasdbas¢he scores provided.

Many articles cite City X as having the greatesnbar of POST cameras in the United
States. One 2010 article (Alias Reference 15)nedés about 11,500 cameras between the
police, schools, transit, and airports. Subseqgimmtmation indicates 3,000 more were being
installed by the public housing agency for a tofahearly 15,000.

The greatest concentration of cameras was clustertde central / business district.
Nearly 20% of all camera installations (2008 — 2046re in the central / business district,
which accounts for close to 4% of total land masthe city. The three precincts with the
highest rates of violence crime had 8% of all ihst®ns and accounted for about 8% of total
city land mass. These three districts had a tatalof violent index crime nearly double that of
the central / business districts and about 120%etity rate. The requirement that every
precinct run missions using POST may have limitedrtumber of cameras available to be
installed in neighborhoods with the highest crirages. It may be the case that the central /
business district had a much higher daytime pojuddhan their residential populations as that

data is unknown. "[Deidentified location] is onfeoair largest tourist destinations. We want to
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provide the highest level of safety in those amlsre we have huge amounts of people,” said a
high ranking police official in 2005 (Alias Refei@48).
Using POST and Resulting Data in Case Study City

There are two ways that video image data can bd aséively or forensically. Active
uses mean that activity was observed by cameratarsrimn “real time” - as the activity was
occurring. Forensic uses mean that monitors diduwtoess the activity as it was occurring, but
that the captured data are reviewed after theféache potentially useful content.

Active use.

The first generation of POST cameras limited arceffs proximity for remote viewing
to just a few blocks. In order to monitor a camaraofficer had to “check out” portable
monitoring terminal from the precinct. Only ondicér could view the feed from a given
camera at any one time. This strategy allowedviddals or officers working in teams to use
POST cameras to target local problems about wiiel had specific knowledge. However, the
technology was cumbersome and impractical. Oficeported that they did not like the
proximity restrictions and felt that the progransid@ was inefficient.

Since that time, significant changes have been raattee monitoring technology and
processes which have greatly expanded the ahilitintlividuals to actively monitor POST
cameras. Subsequent generations allowed offioarsntrol and monitor POST cameras from a
remote desktop computer using custom software.oftieally, multiple individuals could
monitor a single camera feed from any remote locatthere the software was installed. The
remote desktop software allowed an officer to malaite the camera and use the technology in
any manner consistent with the department’s pol\ith a mouse, the user could control where

the lens was pointing and use PTZ features. Itiplalpeople wanted to control the cameras
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lens, the highest ranking officer was given contibkwo officers of the same rank, the one who
started manipulating the lens first was alloweddatinue. Ten minutes after the last
manipulation of the lens, that camera became avaifar another officer to manipulate. If no
one used the software to control the camera, tieel&as sent on a pre-programmed tour.

Software for viewing video feeds was available angndepartment computers, as well
as within the specialized unit that were respoedibt real-time crime prevention, and the
central organizing agency. Given the number oferasavailable and the resources that would
have been required to actively monitor all of thexot, all cameras are actively monitored. To
illustrate, a non-leap year has 8760 hours iAiperson who works 40 hours a week works
2,080 hours a year with no vacations or sick tifhberefore, it would require 4.2 people with no
overlap, vacation, or sick time to have a singlespe present in one location 24 hours a day,
seven days a week. Even assuming an individuddicoanitor more than 1 camera at a time,
the National Institute of Justice found that indivals have difficulty concentrating on
monitoring cameras for more than 20 minutes ana {iDadashi et al, Forthcoming). Itis
apparent that the total monitoring of surveillaegglipment would require an unrealistically
large investment in personnel costs.

The employment of dedicated of staff to activelymbar POST cameras has changed
over time. At the end of 2004, an undisclosed nemal retired police officers were hired to
work as part time contractors in a central monitgrioom (Alias Reference 36, 37). These
officers worked for less than a year before the eyaallocated to pay their salaries was
recaptured by the city. The bulk of the active rtaring was done by officers in districts who

were largely self-directed in how and when theyduB®ST (discussed in “Observation”
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section). The city was very interested in allowaificer to use POST watching software on
laptops or blackberries issued to officers in ie&lf To date, this has not been implemented.

In 2010, however, a program was established tofigers who were not on active duty
(on long-term medical that did not allow for figddtrol, for example) to monitor cameras from a
central control room. A maximum of six and a miamnof four per watch were assigned as
monitors on a rotating basis. In order for offtw be eligible for the assignment, they had to
complete a nine hour training protocol. Accordia@n internal XPD document, the training
was designed to change operations from “stricthgtige monitoring of the city streets to an
aggressively proactive law enforcement tool usimgisimum of personnel resources” (Alias
Reference 39). Monitors in the central monitoniagm had access to tools that were not
available to officers using the desktop softwavonitors were assigned the areas and POST
cameras that they would be monitoring by the XRd@'stral intelligence hub. In addition,
monitors were required to listen to the radio zonne area they were monitoring in order to be
aware of police activity.

The XPD has experimented with allowing citizensnonitor cameras. The community
policing program initiated a volunteer program whettizens received basic training on how to
monitor cameras. During the pilot phase of thggpm, the POST cameras the volunteers
viewed were pointed mostly at public parks. Nouwdnentation on this program was obtained
for this research, but in informal discussion vathindividual directly involved in the project
said that citizen volunteers were quickly fatigafier no longer than 45 minutes). Also,
because the department had to select non-contravarsas for citizens to monitor, the areas
they selected did not have a lot of activity whicrhis work was both not very interesting for

volunteers, and also of little value to the XP[heTlprogram ended after a few months, but as of
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this writing, the XPD had begun o reimagining waysvolve citizen monitors. One
interviewee stated he would like to see open fegddable on the internet to anyone who
wished to watch, with instructions for those vokerts to contact the dispatch center if they
observe what they believe to be actionable activ@ych a program could result in a great deal
of additional work for the XPD because citizens oot all be in agreement about what would
constitute actionable activity. To date, such@pam has not been implemented.

Active monitoring of the POST cameras were condlicighree general areas within
City X. First, each geographic precinct had asteme desktop computer where officers could
monitor and control cameras. Officers, at thedadiom of their supervisor or at their own
discretion used the monitoring and control capédito simply watch live feeds and deploy
resources through the standard emergency dispatckgs. Officers also worked in teams to
target locations for an intervention, if necessadpviously, these methods of monitoring did
not require full time monitoring resources.

Second, full time monitors were employed (on arfdwér time) by City X's emergency
management agency. These monitors watched notlealpOST cameras owned by XPD but
also those on the federated public network. Thergency management agency briefly
employed an undisclosed number of retired polife@at to monitor POST cameras in the
center control. There were far more cameras thamtors were able to observe, so they were
expected to use their prior policing experiencediect appropriate areas to watch. Due to the
declining economy, however, those monitors were ¢di after less than one year. After a
period of time in which there were no full-time nitons, the police began providing officers
who could not perform regular field duties to monithe cameras in shifts, switching individuals

out after 28 days.
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Third, within the XPD, a centralized intelligenceituhad access to monitor any event at
any time. Individuals employed by this unit hadpensibilities greater than monitoring
cameras, so they were not full-time monitoring teses. In sum, full-time monitoring of the
cameras was not possible in XPD and a small nuwf@onitors (relative to the number of
cameras) were not stationed in the emergency marageagency full time until 2010.

Several people interviewed about the camera progeaorted that precinct-level units
were required to run camera “missions” in whichythergeted illegal activity via POST cameras
on a daily basis. No such requirement is docungewtthin the police department. Nonetheless,
the widespread believe that missions are requiasddd to many missions involving POST
being conducted, even if they are conducted onbetterate an activity report and do not result
in a fruitful outcome. In 2004, local media rematthat video of incidents had been provided to
detectives 32 times since program inception (ARagerence 45). A 2005 magazine article
stated that images from POST cameras had beenru&aeer 200 investigations” (Alias
Reference 50). An internal XPD document obtaitedugh a Google search stated that
approximately 20,000 missions are conducted eaah(ydias Reference 11). A request for
information from the XPD revealed that there wdreast 120,000 missions run using POST in
the 48 month time period starting July 2008 andrendune 2012, which averages to almost
2,500 a month. The three full years of data shaait 30,000 missions each year. When
looking at the daily average, only one precindefdio average one mission per day in the first
six month of data provided, and four precinctsefdilo average one per day for the entire time
period. This lends support to the belief that prets were required to run a mission every day.

Observations of active usdn order to understand how POST cameras wereehti

used by XPD, observations of officers using POSibur different settings were completed. In
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all three cases, police officials were aware thatgurpose of the POST session was for the
researcher to gather information. Observationgweeractive, with police officials and
researcher engaging in a dialogue throughout theegs.

The simplest use of the POST was a single officer precinct station that manipulated
one camera at a time, switching between multipfeeras, in order to find something that would
have required a dispatch. During my observatiothisfstrategy, no activity that required a
dispatch was observed. However, the officer rdl#tat if an activity had been observed that
required a dispatch of police resources, it woddandled by radioing the centralized dispatch
center to send an available officer to the scédltes type of use required the smallest number of
police resources — one — but also consumed theeo8itime without accomplishing anything.

In this scenario the officer waited for activitgsificant enough to warrant an intervention,
although the threshold was undefined by departmelnty and could not be articulated by the
officer. The chance of an officer finding a sigeaint violation by randomly looking at camera
feed represents the metaphorical “needle in a helyst Had this officer been on the street
rather than sitting at a computer monitor, it wolnéve been easier for them to accomplish some
measurable activity even if it was a “low leveltiaty, such as writing a ticket for a vehicle
parked illegally or stopping a car that had ruog sign. While police dispatchers do receive
calls to ticket venhicles, it would be fruitlessdispatch a car to the scene of a location where a
stop sign violation had occurred. After all, trehicle is unlikely to be at that location when
police arrived, since calls about traffic violatsoare in the lowest call priority category for
dispatching. In this case, the officer was an “suistrative” officer meaning he/she did not have
patrol responsibilities and was not taken fromedtcrities to use the POST system. The

department eventually replicated this model orrgelascale, using officers on medical or other
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restrictions that kept them from patrol, althougbrenspecific guidelines were provided to those
officers who were also located at the dispatcherent

During a second observation, tactical officers gegll at a precinct station at the
beginning of their shift to develop a POST missstnategy. The tactical officers, working with
an officer monitoring from a precinct station, wémian agreed-upon location near one or more
of the POST cameras. The location was selectestili@s the tactical officers experiences
during previous shifts that indicated illegal att§imight occur in a particular location. During
this observation, the area surrounding a park asa@geted, mainly for illegal sales (the officers
believed an individual was illegally selling stolererchandise — shoes — on the sidewalk and
another was selling drugs in the park). The offinghe precinct used the software application
to move the cameras to look for illegal activityanéhe agreed-upon location. If illegal or even
suspicious activity had been observed, the taabiffelers would have been notified by the
officer in the station to intervene and perhaps erak arrest. No illegal activity was detected
during the observation.

The tactical officers eventually made contact wité individuals being watched during
which time the officer in the station continueditiebdservation in order to enhance officer
safety. After the informal contact with the offisgthe subjects left the area. In this scenario,
the use of POST did not appear to be directly beia&fbut officers report that they appreciate
the “extra set of eyes” when they know other oficthave got my back.” Furthermore, the
subject of surveillance felt uncomfortable enougletive the location. This may or may not
have been an intended outcome, but may be an egahpIOST contributing to social exclusion

(discussed in Chapter VII).
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A third observation of POST missions revealed afos®OST that has not been
documented elsewhere and was not reported in iatesv An officer in plain clothes, working
with officers at the precinct station, alternatplsiced a bicycle and a rolling utility cart in a
location that could be viewed by POST cameras tlaaidhad been selected by the team. The
officer exited the scene, leaving the conveyandh widuffle bag hanging from the handle bars
or on the top of the cart. Additional plain claghefficers waited near the location where the
object was left. Visible within the duffle bag Wwitut it being touched were potentially desirable
items (e.g.: a carton of cigarettes, an iPod b&X{ficers in the precinct station watched via the
POST cameras until an unknown individual approa¢hediuffle bag and took the items. When
this occurred, the POST monitor dispatched theraifieers to intervene, which lead to the
individual being arrested. During these observesiawo individuals were apprehended. The
first was detained fairly quickly, taking the deffbag within about 15 minutes of it being placed.
The second individual took much longer, about 4Butgs after the bicycle was placed. During
this time, many individuals passed the placed itearfair number of which looked at the
abandoned items.

The police officials who participated in this mmsistated that it was an acceptable use
of technology, reasoning that only “criminals” wduake the items. They reported that they had
used this method often, and that the people thpyelpnded often had outstanding warrants.
Further, they related that they were conductinge¢iends of operations because they were
“required” to use POST every day, and thus weragrto find uses for the existing technology.
During the observation, there was one person istidgon and four more on the street. It may

not be the case that all POST missions of thisreatse five people, but the efficiency of the
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POST cameras strategy was questionable compabavitag the officers working regular patrol
responsibilities.

As discussed previously, formal interviews and infal conversations with police
officers in City X revealed a widespread beliefttR®ST missions are used to make any arrest
in order to boost numbers for accountability sessiparticularly at the end of the month. Thus,
POST became a tool in the arsenal of strategiestosachieve numbers within Compstat-like
accountability systems. The observations coulddasl to strengthen that contention in that they
were neither more effective nor efficient than Imgvofficers in the field.

Forensic use.

As discussed above, active monitoring of POST cameras used to disrupt an offense
in progress or to locate an individual that pagkeccamera in “real time.” Other uses for image
data captured by POST cameras are called “forensies.

The Oxford English Dictionary definition of foreegjadjective) is: “Pertaining to,
connected with, or used in courts of law; suitadslanalogous to pleadings in court.” More
broadly, “forensics” is also used as shorthandffaensic science” in which different
“scientific” perspectives are used to answer qoestpertaining to the legal systémincluded
under the umbrella of forensics is the use, mdwylyaw enforcement, of relevant methodologies
and technology, including surveillance and bionestaystems as well as DNA research,
fingerprint and other identification techniquestauasy, toxicology, and others methods.

As noted earlier, it is difficult if not impossibfer most POST programs to actively

monitor all cameras full time. Therefore, the vastority of images captured by POST were

® According to The Forensic Sciences FoundationréRsic science is science used in public, in atcour
in the justice system. Any science used for th@gses of the law is a forensic science.” The Samustbn State
University states that forensic science is “theligppon of science to the law.”
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not actively monitored, but were stored to be usetbols after the fact, should they be needed
for investigative purposes. Given the sheer volofm#ata captured, POST data are much more
likely to be used forensically than actively. Ier to understand forensic uses in City X,
formal interviews with two detectives were condddie document their impressions of the
POST program. Additionally, data on requests iioage retrieval were analyzed and informal
conversations with a number of individuals weredusefill out this description.

Both detectives during separate interviews indt#t@t they had used POST images in
criminal investigations, and both explained that tideo images they used were most often
privately owned. Both detectives noted that th&SP@nages from the publically-held police
cameras were not very useful. They explainedithatjes were not suitable to identify people
because of their poor quality. The image captuas @specially bad during dark hours, the time
of day when a large percentage of violence occurfetbther problem with XPD images noted
by the detectives was that the camera lens rotate®mly, thus minimizing the chances of them
being pointed in the right place at the right timiénhe detectives agreed that privately held video
images are often more useful for their investigatidue to better image quality and static
camera lenses pointed at the areas with the meesiged for problems. Even so, there were
complications in retrieving private images from cuarcial locations like a convenience or
liquor store. Often, the employee did not know hHowetrieve the images, or the taping loop
was short so that potential evidence was deletéardoefficers had a chance to review it.

Both detectives were enthusiastic about the usefslofgoodvideo images (from any
source: private or public POST cameras, cell plovrather hand-held devices, etc.). They
agreed that good quality images are priceless whbaducting investigations, interviews,

interrogations, and in getting the prosecutorsiéocharges. One detective stated, though, that
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video evidence from POST cameras had in some weg@he problematic, in that prosecutors
seemed to “add it as a threshold” for acceptingse dor prosecution. This is part of what is
known as the “CSI Effect”: society’s raised expéotas of police based on TV shows (such as
“CSI: Crime Scene Investigation”) that use “higlefteequipment (that are sometimes
completely fabricated for the program) to invediégand solve crimes. When people get used to
seeing video evidence on criminal justice dramatetavision, they may develop unrealistic
expectations about actual investigative processésaidence collection. Alternatively:

A photo used to be so unique that it would capéupeetty wide audience,” [a

former police officer and prosecutor] said. Nowrtis the question of whether

there "is a point at which people kind of get owaded with pictures and they

don't pay attention any longer," [he] said. "Thekris that by putting too many

photos out into the public sphere, you may endampkning public interest.

(Alias Reference 52)

The advantages of POST programs for supportingstigegions, according to one
detective, is that it can be a smoking gun, buhei/the images don’t show the crime, you can
“usually get something” (license plate very rar¢ passible, vague descriptions at a minimum).
The other detective said that the police POST im&gel never been useful in capturing the
details of a crime, but that they have been use&fldome cases” in corroborating or refuting a
complainant’s account of an incident, for exampbme of the detectives, as well as a high-
ranking police official, noted that suspects areenlikely to plead guilty if video evidence is
available. When asked about disadvantages, oeetolket said there were none: that worse case
is that the images don’t show anything, which causeharm. However, the other detective
reported that the cameras raise expectations “lstieally” in that victims of minor incidents
will expect that POST camera, even at a greatmtistawill have captured all the relevant

information about the incident. This is part of tit€SI Effect,” and, of course, requires

additional time on the part of the detective thi@itexplain that the images won’t be reveating
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will result in the detective “wasting time” revieng recorded images that do not have any value.
Further, both detectives agreed that POST imageisednown would very rarely, if ever, be
enough evidence for putting together a case fasquation.

When asked to identify the “biggest challengestisihg POST images as evidence, both
detectives agreed that image quality and the rgaéinses were problematic. One detective said
it was getting the images from privately held casserAbsent a subpoena, owners of privately
held cameras are not required to provide video @sagh subpoena might take two days to
obtain, at which time the evidence may have beasegel. Reluctance to cooperate was
sometimes due to lack of knowledge about how taenet data or when they had no personal
involvement in the incident. These issues wererfiompounded when detectives tried to
retrieve images at night, if for no other reasamtpeople don’t want to get out of bed just to
retrieve for the police without benefit to themssy

Both detectives complained about the use of POZig&s in investigating property
crimes because there was almost never evidenceredgiy cameras, but they have to spend
time retrieving and reviewing the video anywayoarty crimes are often not reported until
days after the fact, which decreased the likelihofbobtaining actionable evidence. However,
the presence of cameras made some citizens feeh#yahad the right to access video images.
POST images were captured and stored with publisciged equipment, and accessible by
public employees. But there is no clarity abouag® ownership and police largely saw the
images as belonging to the XPD without citizenghtito access. Even a former police officer
described being unable to get images reviewed \hfseepersonal property was damaged.
Perhaps the XPD personnel didn't feel it was a gasslof public funds, but the question

remains unanswered: what rights do citizens haaetess POST images?
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An XPD officer who worked with POST cameras repotieat requests to review video
had become burdensome. For example, a detectjuested access to POST images for a
burglary case. The start and end time of the im#gyat the detective wanted to review were
four days apart because the victim had been aaiverd for four days and didn’t know when the
home had been burglarized. The officer statedshelh requests were not a good use of limited
staff time as the detective would have to revieur fdays of video images on the off chance that
cameras captured something useful (the lens mag l@en pointed in the wrong direction, for
example). Even if the POST camera had recordechage of the offender that did not
guarantee that the image could be used for ideatifin (poor image quality). In this case, the
detective tried to recover the footage and anatfferer denied the request based on their
conception of the appropriate use of officer tinfénere was no defined standard for who can
review what and for what reason.

The detectives had a few recommendations to impitee’®OST programs. First,
detectives should be educated on the importandealing professionally with store owners (or
other owners of privately held cameras) in ordeslitain voluntary compliance. Second, the
city should pass an ordinance that would requisertass to provide video evidence to police
when requested without a subpoena (although thigdatmave to be thought through in some
detail). Finally, higher quality systems were sggly endorsed by detectives, as was the idea of
pointing the camera lenses in a single directidmn activity has the greatest likelihood of
occurring, rather than rotating randomly when raittmlled remotely.

Data.

Assume that the XPD owns 2000 cameras on the nletivat are each recoding 24 hours

a day, then there would be 17.52 million hourshodiges recorded in a single year, an average of
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1.46 million hours per month or 48,000 hours per. dalthough it would be impossible to
document all the forensic uses for POST imagesXB@ began documenting all requests to
look at POST images in an electronic database 0720 hree years of data were reviewed in
order to understand how forensic images were usagae XXIV shows the breakdown of POST
cameras, index crim&s retrieval requests, total arrests, and thosewkeae categorized as

related to POST cameras.

Table XXIV
XPD POST CAMERAS, INCIDENTS, ARRESTS, AND RETREVAL
POST
Arrests
# of as % of
Cameras Retrieval POST Total
Installed Index Incidents Requests Total Arrests Arrests Arrests
% of % of % of % of % of
# Total # Total # Total # Total # Total

2008 587 57% 169,548 35% 3,277 34% 195,690 36% 1,364 43% 0.7%
2009 169 16% 156,576 33% 3,344 35% 180,867 33% 891 28% 0.5%
2010 275 27% 152,438 32% 3,015 31% 167,302 31% 886 28% 0.5%
Total 1,031 478,562 9,636 543,859 3,106 0.6%

During the 3 year time period examined, most asresdtaited to POST cameras were
made in 2008 (43%) with 28% made in both 2009 &2 Index incidents, total arrests and
retrieval requests are fairly even across the yéartsthe greatest number of arrests that were

noted to be related to POST were greatest in 20@B,about a third fewer arrests in 2009 and

2 The Federal Bureau of Investigation Uniform CriReports program collects offense information on
eight types of crimes, known as “index crimes”: der;, rape, robbery, aggravated assault and bakterglary,
theft, motor vehicle theft, and arson. These tygféacidents are considered serious crimes thetirowith some
regularity (compared to serious crimes that ocafrequently like kidnapping). Index crimes are tipges of
incidents most likely to be reported to the pober are used as a basis for comparison amongipiiist.
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2010 than in 2008. The proportion of arrests nasla result of POST cameras, were
consistently very low — from 0.7% in 2008 to 0.59®2009 and 2010.

Between 2008 and 2010, there were more than 9dififests for retrieval of images,
which were nearly evenly distributed among thossryé€34%, 35% and 31% respectively).
Although not shown in the table, nearly 14% of tbguests were associated with investigations
of complaints again police employees. Almost thqearters were associated with reported
criminal incidents. Approximately 7.5% were asstegiawith an event that did not generate a
report or arrest (at the time of the retrieval ezl and only 2.5% resulted in an arrest.

Of the retrieval requests that were associated avigported criminal incident, more than
three in 10 were for robberies, almost 1 in 4 Werdatteries, and fewer than 1 in 10 were for
murders. To put the requests into perspectivetataé number of murders during the time
period accounted for one tenth of one percentlatpbrted incidents, robberies four percent and
batteries about 18% percent, which indicates tiatepartment was using the forensic retrievals
for the most serious types of incidents.

The number of cameras installations (not uniqueetas) but including cameras that are
moved from one location to another) ranged fromuald@0 to about 590 between 2008 and
2010, with most installations (57%) in 2008. Criared arrests decreased between 2008 and
2010. Index incidents decreased each year, anel adosvn 10% in 2010 compared to 2008.
Arrests during the same time period also decreaael year, and by 14.5% from 2008 to 2010.
Retrieval requests increased slightly (2%) from&8®009 and then decreased by 10%.

Finally, arrests attributed to POST decreased 8% 856m 2008 — 2018.

™ There are many factors that impact the numberrests made by any police department, so no causal
relationship is suggested.
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In their internal data, the XPD made a distincth@tween arrests made as a result of
active monitoring of POST versus after the fachviidrensic retrievals. Of the arrests that were
coded as POST arrests, almost 99% were the rdsadtiee monitoring and just over 1% were
due to forensic POST images (See Table XXV). Oséhthat were the result of active
monitoring, the majority were for “miscellaneoudfemses (approximately 45% between 2008
and 2010), drug abuse violations (approximately P&#4al disorderly conduct (approximately
18%). By statute, 21% for criminal trespass (ad@mseanor offense), 16% of the arrests made
were for drinking alcohol on the public way (a neipal charge), 11% were for soliciting
unlawful business (used for prostitution, a muratigharge), and 6% for distributing cigarettes
from a sealed pack (used to conceal small drugactions, a misdemeanor). The arrests that
were made as a result of active monitoring werelmwe| offenses. The nature of these arrests
suggest that field officers could have done theesdeading one to question how the expense of

active monitoring could be justified.
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Table XXV
XPD ARRESTS AS A RESULT OF POST

2008 2009 2010

Arrests from Actively Monitoring 1,354 880 872
Arrests for Drug Abuse Violations 285 226 211
Possess <10g cannabis 66 84 81
Possess <15g cocaine 44 30 9
Possess <15¢g heroin 82 14 12
Arrests for Disorderly Conduct 244 107 210
Drinking on Public Way 223 99 174
Arrests for Miscellaneous Offenses 669 375 342
Criminal Trespass 434 138 68
"Soliciting Unlawful Business" & "Certain Transamts Prohibited" (Prostitution) 98 133 102
Arrests after Forensic Review 10 11 14
Total Arrests as a Result of POST 1,364 891 886

A very small number of arrests (less than 40 owged's) were after forensic POST
review, of which almost 9% (3 total) were for murdaattery, theft, and possession of 2.5-10
grams of cannabis. Coding an arrest as occureaguse of forensic review does not mean the
offender was captured because of the video imagesds The images could have been used for
court cases and the arrest noted as being re@a@$T whether it was instrumental in
identifying the individuals or not.

It should be noted that analysis of XPD data wasaicted by data collection integrity.
“Garbage in, garbage out” describes this realitg;integrity of the data are uncertain, and
therefore, could result in unreliable findings. Myadepartments have problems with data
integrity and as such, analysis should always Ibsidered in this light. This is not to suggest
that problems with data integrity are related temional manipulation of data to reduce
reported serious incidents. The XPD was auditethby-ederal Bureau of Investigations, the

agency with responsibility for Uniform Crime Repnogd, and found to be in compliance. Issues
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of data integrity in the XPD have to do with intekeonsistency and data coding outside or
beyond the crime classification (such as locatioatber types of coding). Nonetheless, even
assuming underreporting, these numbers are verly snt@mparison to the amount data
captured as well as the overall activity of thegefor which POST could have been used.
Table XXVl illustrates the low number of POST adincompared to overall activity.
POST missions were occurring during the time peexamined at a rate of about 83 per day
(which would be about one per shift for each of X@eographic patrol areas), but arrests made
from active use of POST averaged less than 3 per Sanilarly, there were an average of about
9 retrieval requests per day compared to very smatibers of arrests made as a result of
forensic review. Again, data integrity may be ssuie, but clearly, compared to the
overwhelming amount of data being captured (48/80@s per day if 2,000 cameras were being

used) and the total activity of the XPD.

Table XXVI
ACTIVE AND FORENSIC POST USE, 2008 — 2010
2008 2009 2010
Active Uses
POST Missions 30,948 30,067 30,017
POST Active Arrests 1,354 880 872
Forensic Uses
POST Retrieval Requests 3,277 3,344 3,015
POST Forensic Arrests 10 11 14
XPD Activity Data
Total Arrests 195,690 180,867 167,302
Total Reported Incidents 425,505 391,696 368,834

Data available only for July — December, thereftings is a rough estimate, doubling the July - Delser number
(15,474)
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In summary, the preceding chapter included a amtalescription of one POST program,
from program inception to public reaction. Theader the XPD POST program was to target
narcotics sales and gangs in the city’s most vo#gorone neighborhoods. The initial plan to
install cameras in “hot spots” for short periodgiofe as part of a coordinated strategy to reduce
violence was quickly replaced with a massive blénkestrategy due to political pressure that
superseded any evidence-based decision makinggl jmiblic reaction was mild and significant
protests about POST in City X never developed, ggeshin part because of the strong
endorsement by the mayor and local media.

Policy and training in XPD were not comprehensfeeused on the technology and
briefly mentioned Constitutional protections. Morhal accountability mechanisms were
addressed in either policy or training. The expansf the program to include XPD cameras in
a federated system complicated police access ta'Rl@t as City X agencies had implemented
their own POST programs without coordination ofchar software technology. Program costs
were unknown but were certain to be in the tensitifons, if not higher.

Cameras were not always deployed in neighborhodttistiae highest levels of narcotic
and gang activity, as originally planned. The d@demay have been the result of the change in
focus, away from mobile to static locations. Itynfeave also been due to the desire to introduce
surveillance in “high value” locations for potentiarrorist attacks, like the central business and
entertainment districts (as was the case in MaahptOther forces affecting the decision likely
included political pressure from local politicians.

Rapid program expansion taxed the system capacityPOST cameras could not
always be placed where wanted due to “line of sgges” (lack of wireless signal to transmit

live feed). The volume of data captured by POSTaras far exceeded the XPD’s ability to
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actively monitor cameras. The number of arrestderas a result of POST cameras were very
small relative to the number of arrests made iera and the amount of data captured, and the
amount of footage that is useful forensically iseemaller. The types of incidents for which
POST data were reviewed involved the most seriguesstof violent crimes, but the arrests that
were made using POST were for low-level crimesis Baggested that investigators reviewed
video in the course of investigating serious oféanksut when actively monitored, they most

often observed offenses were petty, as would beatgd because of their greater frequency.



VI. NATIONAL POST PROGRAMS AND THE MEDIA’'S USE OF P OST

Many cities in the U.S. have implemented POST o for a variety of purposes. A
large-scale analysis of U.S. POST programs habewst published so similarities and
differences among program design and implementatierunknown. The preceding case study
information illustrated POST in a single city. Atilohal data was gathered from large U.S.
cities that have implemented POST programs and @amined to contextualize the City X
POST program. Furthermore, the preceding chapténded information about how one city
uses POST data internally. POST data is usedffereht purposes by different types of
agencies. Police use of POST may include invastiggand prosecution or to obtain public
information about a particular incident. In a l&mghright manner, the police may use POST
images as a way to build support for the use of POSOST images have been used by the
media for different reasons and in different warg] those uses likely have impacted public
perceptions of the usefulness of POST.

The information included in this chapter was gatkderom publically available sources
(newspapers, websites, etc.), original intervieams] secondary data analysis. What follows is a
comparison of POST programs in several large Utiscand an examination of high-profile
cases that involved the use of POST, either irr theestigation or simply as a reporting tool by
the media. The purpose of this chapter is to adgvah understanding of the extent to which
POST programs vary nationally and the ways that P@&a is provided to the public. In this
analysis, | will address research questions reggrilie factors that influence the decision to
implement POST, the extent to which empirical rede#s incorporated in the consideration and
implementation of POST, and how the public oftearhs about the data collected through

POST.
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National POST Programs

In order to contextualize the case study city,a$ @f this research, the author reviewed
publically available documents about police POSdgprms in major U.S. cities. Some
additional information was collected from origimalerviews of police employees in some of the
cities, but largely, the survey strategy was naitful (as referenced in Chapter Il —
Methodology). Many people contacted did not wanparticipate because they could not speak
officially for the department and in those casegelfofficial” responses were obtained (by
providing a list of written questions in advandeyther respondents to contact were not
provided. In all, interview data was collectednfrgix cities (Chicago, Indianapolis, Las Vegas,
Los Angeles, Philadelphia, and San Francisco). ithatel secondary interview data from the
Baltimore Police Department were made availableesg data were combined with publically
available information from other major U.S. cities;luding peer-reviewed published
evaluations of police POST programs. In totaladedm ten major police departments was used
to contextualize the study city (the six above @Ba#timore, Denver, New York, and
Washington, DC). Baltimore has by far the mospinfation about their use of POST available
publically. The willingness of Baltimore leadernghio participate in the Urban Institute’s
evaluation of POST (La Vigne et al, 2011), as waslcorporate-sponsored webcasts that discuss
the program and practices, suggested that Baltinvaseconfident in their use of POST.

New York was the first major U.S. city to beginngiPOST, starting in the late 1990s.
Las Vegas was the latest department to use PO&Tingtin 2008. The number of cameras
employed in police POST programs in 2010 rangeeh fabout 10 in Las Vegas to about 5000 in

New York, with a mean of about 725 but a mediag@5fi.



163

Influence.

Given that law enforcement agencies are pronefiweince each other, this research
sought to understand factors that contributed écebtalation of POST innovation. The idea to
use POST in policing was not an original idea. iahthe national departments cited London,
Chicago, and Baltimore as important influencesawadoping their POST program. Chicago
and Baltimore cited London as being influential, ahagton DC cited Chicago and Baltimore,
Philadelphia and Los Angeles cited Chicago and NMevk, and Denver and Indianapolis cited
Chicago. Police executive often meet to sharesidea discuss problems and strategies to
address them. William Bratton was credited witimgpng POST to Los Angeles, and he was the
former chief of police in New York, where POST Haebn deployed previously. Only Las
Vegas did not cite another agency in being inflizm their decision to develop a POST
program.

Policy and Purpose.

Not all U.S. police departments with POST progrédmad written policies to govern the
use of the technology (Brown, 2008). In some cas@ss developed policies that were
approved by the city council, while in other capebce departments developed internal policies.
To understand the intended purpose of the POSTramaghis study reviewed department’s
written policies on the use of POST cameras, oligally available information, and/or
collected interview data from staff. The cities ¥ehich a police department written policy was
obtained included Baltimore, Chicago, Denver, aesvNork. Both Los Angeles (L.A.) and
New York have separate written policies for the osBOST cameras depending on the program
(New York provided one of those policies for thisabysis while L.A. did not provide any). The

cities for which a city council approved policy weavbtained included San Francisco and
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Washington, DC. A representative from the Philpdil Police Department stated that there
was no written policy governing POST, and it is mown if Indianapolis and Las Vegas had
written policies.

Two of the ten departments did not have a statepigse for their use of POST
(Philadelphia and San Francisco), and one depattreparted that the stated purpose was
different for each program or station (Los Angeleldpwever, with reference to Los Angeles,
Cameron et al, (2008) noted that the POST prograsanactic under William Bratton’s
strategy that relied on “broken windows” policinghis suggested that Los Angeles intended to
target minor crimes (including incidents of dru@lileg) using POST, which made them unique
among departments studied. With regard to Sarcisem King et al (2008) documented what
they believed to be the goals of the city in in@vgting POST; that information is included in
this analysis rather than official police departteformation. New York also had multiple
programs using POST, but provided a single wrigtelicy specific to a public / private
partnership to share video surveillance data inf#an to target terrorism activity.

The remaining departments’ stated purposes wenediace / deter / prevent crime (seven
of eight — New York not included because the popoyvided was focused on “homeland
security / terrorist prevention”). Three policegplicitly stated homeland security or anti-
terrorism efforts in their policies, and one usaaguage “respond to major critical events”
which could certainly be homeland security everiisur departments intend to use POST to
investigate crimes and gather evidence; San Frameiso stated an interest in using that
evidence for adjudication. Three departments dttite purpose: to identify / apprehend
suspects; detect / identify crime; and reduce déarime. Other stated purposes in department

policies included reducing response time, improahgcation of resources, and reducing the
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cost of crime to a community. Two departments &athted purpose of documenting police
actions, and one department stated a goal of ngeattommon technological infrastructure to
support future technology projects. Finally, oepartment stated a purpose of observing
“prescheduling public events for approved invesiigapurposes.” Again, while San
Francisco’s program did not have stated goals,rdoogto King et al (2008), secondary goals of
the program included fostering community partiaatn, facilitating oversight and
accountability for the POST program, and minimizingusion on personal privacy. These
secondary goals differed from other departmentianhKing et al constructed the goals with
interview data gathered from a variety of stakeaddoth within and outside the police
department.

Monitoring . With the exception of San Francisco (which shibbited by local statute),
all departments engaged in some active monitorirggumeras, although the amount varied
widely. For example, Baltimore and Chicago bott Hadicated monitors working at all times
(although in Chicago, full-time monitors were nairfpof the program for a number of years).
Baltimore indicated that active monitoring was pty of their program. And while the
reduction in violent crime was seen as an imporgaad for the program, monitors reported that
it was uncommon to see violent crime occur witlia view of the cameras. Narcotics activities
were the most commonly monitored crime in Baltimohe New York, there were many
different programs that incorporated POST cameuad,according to operating policy, all were
monitored. Even with a small number of camerasido@ath demonstrates that any program,
regardless of how many cameras were deployed,reshan enormous amount of personnel

costs to monitor all locations at all times, wedlybnd what any police department could likely
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afford®. Philadelphia implemented two different kindscafmeras; those that were installed in a
particular location and those that were intendelgetportable. The installed cameras were
monitored but the movable cameras were not.

Community involvement.

The level of community involvement in POST progrdesign and implementation
varied by city. Baltimore included the communityglanning efforts through open meetings
while Chicago took community comments via the @$iof the local political representatives.
In Washington, DC, the city council approved thelglines for use of POST cameras, which
allowed for public input as part of that procet®s Angeles police received community input
through public meetings during the planning phdses Angeles representatives also stated that
the community continues to have input into whemaeas are located. Las Vegas partnered
with the University of Nevada, Las Vegas (UNLV)doordinate with “special interest groups”
within the communities where the program was itetia They also held several community
meetings before camera implementation and UNLVesttgldistributed surveys to garner the
opinion of citizens and business owners. Philddelfinformed” residents about program
decisions at regular community meetings. Indiahapld not have a formal role for the
community in their planning process and did noegive community input on where the cameras
were located. By ordinance, the Police Commisgion&an Francisco was required to conduct
a public hearing to determine if a camera shoulthbilled in a particular location. The

ordinance also required the issuance of an anepaltregarding the city’s use of the POST

12 As noted earlier, a person who works 40 hours ekweorks 2,080 hours a year with no vacationsak si
time. Therefore, it would require 4.2 people withoverlap, vacation, or sick time to have a siqgleson present
in one location present 24 hours a day, 7 daysekwEven assuming an individual could monitor mban one
camera at a time, the total monitoring of surveitka equipment would require an unrealistically dairgrestment in
personnel costs.
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cameras. For this research, | corresponded witlmaber of individuals in the San Francisco
Police Department and the Mayor’s Office of Crintidastice (the unit that has responsibility for
oversight of the POST program) in an effort to abthe annual reports. Eventually,
correspondents concluded that no annual reporehadbeen prepared, since those contacts
were unable to locate any such report.

Image storage and visibility.

One department — Los Angeles — stated that the ahodtime the images were stored
before deletion varied by station, although anygmdeemed useful to the department (in
identification, as evidence, to record officer antietc.) was kept indefinitely. Of the remaining
nine departments, one deleted images after 7 daysafter 10 days, and one after 12 days. Two
departments kept images for 28 days and four kemp for 30 days. At least six departments
used some type of indicator to alert people tdhefiresence of POST cameras (either lights or
signage indicating the presence of surveillanceetag). At least four departments had some
process to notify the public before a POST camears wstalled. Chicago, Washington DC, San
Francisco, and Denver all published the locatidrth&r cameras on their official websites. At
least three cities (Chicago, Philadelphia, and Nenk) allow privately held cameras to feed
their video images into their network.

Response.

Community response to POST programs, as perceivegpbesentatives of the law
enforcement agencies in Indianapolis, Chicago,Megas, and Philadelphia were positive. The
public’s reaction to the Baltimore and Los Anggbesgrams were perceived as having been
initially negative and shifted over time to mogplgsitive. Indianapolis and Chicago both

indicated that community complaints were receively when cameras were removed. At least
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two departments had programs where citizens wéreadl to act as monitors of POST cameras
in some capacity. No information was availablewlibe outcome of these programs and no
media reports on the topic could be located. Hamewncluding citizens in the project as
monitors could be a good way to garner positivegpsugfor the project.

Evaluation.

Eight of the ten departments had some sort of{bdndy evaluation of at least one part of
their POST program, although not all were peerawed or published — and one report covered
three cities (La Vigne et al, 2011). Multiple site each of the cities were examined. Of these
eight departments, statistically significant reduts in some type of crime were found in at least
one site in four of the cities. Denver had stataly significant reductions in auto thefts, while
Baltimore, Chicago, and Philadelphia showed redustin violent crime (in at least one site).
While Philadelphia saw reductions in four of tetesj the reduction were not statistically
significant. Reductions in sites in Baltimore ddicago were significant. Sites in Baltimore
and Chicago also demonstrated no displacementroé@nd some diffusion of benefits, while
Los Angeles showed some non-significant reductioresime and some displacement.

A number of similarities among POST programs inth®. were found, but there was no
one model. Local context was important for progenoeptance and thus impact, and as such,
the differences between programs were often exgdilny cultural considerations. There are
some places in the U.S. that have decided aga®STRas a policing strategy. Oakland, CA has
twice rejected POST project proposals and Phildda]@A is questioning the value of POST
given the cost. Overall, though, there seems twidle acceptance of POST programs in the

U.S.
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There are a number of factors that may have canétbto public acceptance of
surveillance, including major global events, tesor, transnational crime, and advances in
technology (Bloss, 2007). One factor that wasapeito have contributed to the widespread
acceptance of POST in the U.S. was the media.

POST and the Media

Television is a visual medium. CCTV is a visualdioen. They were made for

each other. Add one other ingredient, crime, andhave the perfect marriage.

A marriage that can blur the distinction betweetegainment and news; between

documentary and spectacle and between voyeurismwaneht affairs. (Norris
and Armstrong, 1999)

Media reports, from the earliest mentions of PO®gmams in the U.S. and to the
current day, regulary connect Big Brother to PO&Igpams. A few local headlines to illustrate:
Big Brother Daley's got designs on our private $i(€hicago Sun Times, February 12, 2006);
Thank you, Big BrothegiChicago Sun Times, March 23, 200B)g Brother aids in Scottase
(Chicago Tribune, November 26, 2009); aid Brother will get smaller, more secretive on the
streetgChicago Sun-Times, February 16, 2010). The aatoniof Big Brother and POST by
the media may just be a simple way to grab attentRegardless, the media has played a role in
the proliferation of POST in that attitudes andédfslhave likely been shaped by media coverage
using POST images.

Impact evaluations demonstrated that crime-rednaftects of POST on crimes were
notthe same by crime type (consistent findings ofdaotmn auto-related crimes in parking lots,
mixed finding on violent crimes). POST crime pnetien theory posits that thestallation of

POST itself will prevent crime. It is very diffitito know if POST accomplishes this goal,

13 One could argue that the increased demand fomirtion, the rapid advances in technology that
support those demands, and the creation of the@drews cycle by profit-motivated media compatiage also
contributed to POST proliferation.
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especially with high-profile crimes like terrorisfPOST has not been consistently shown to
have an impact on violence or drug dealing, bnpirically demonstrate the conditions under
which POST may impact different types of crime esywcomplicated. Nonetheless, it seems to
be widely held that POST can prevent crime. Thiscept may be perpetuated by the public’s
exposure to POST images, regardless of the ubfitiiose images in preventing crime.

As previously discussed, active uses of POST irevalv individual monitoring events as
they occur within the view of the camera lens. §bal of active monitoring could be either
intervention or investigation, random or target@ua] could focus on locations or individuals.
Random monitoring is likely to be the least effeetuse of the technology over time (may “get
lucky” in a single case), and is unlikely to happertess by design; an officer would likely
choose to monitor areas for some reason, sucha@aspowledge that the area is a drug spot. It
is much more likely that active monitoring will kergeted at specific locations or individuals.
However, research has established that monitorikaig to target groups of individuals,
whether they intend to or not, which can lead waaxclusion (Goold, 2004). And monitoring
individuals without a warrant for extended peribds been deemed unconstitutional. The
images used by the media are unlikely to have begwvely monitored.

POST data used by the media will most likely beeeed after an event has already
occurred. Forensic review of POST data could legl us the aftermath of a known incident for
investigation, such as following the movements specific individual. For example, in 2009,
the Chicago Public School Board President was fale#dl near the Chicago River. In order to
ascertain if his death was the result of a suiorderiminal activity, the police reviewed POST
footage from around the time of his death, and usedreconstruct the path he drove through

the city to the location of his death. The goalasénsic review of POST data was to
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investigate, to identify offenders and/or withnessasl to gather evidence to use in prosecution
of crimes. Data from Chapter V revealed that the af forensic POST data is infrequent
relative to the amount of data is captured andhtimber of arrests made without POST data.

Recorded POST images are made publically availabkn ad hoc basis. Police have
frequently made still images from POST video foetagailable, asking the public for assistance
in identifying a specific person (victim, witnesdfender, etc.). Butimages have also been made
available by unofficial sources, such as anonynmiotgsnet posts. For example, in 2004, footage
capture by a police-owned camera of a 22 year @ld killing himself with a 9 mm firearm in a
public housing building in the Bronx was postedamninternet site with the title "Introducing:
The Self-Cleansing Housing Projects." The fostether of the man had previously asked
police to allow her to view the footage of the sidgécbut was denied. The security and misuse of
POST images is a concern, but much more commdreiggde of images by the media to tell a
story, ostensibly to assist police in investigasioor even to influence public opinion about
POST programs.

Scholars have argued that the media influenceiatyaf perspectives through the use of
POST images. The media’s use of POST images:aserkear of victimization (Cordner, 2008;
Fussey & Coaffee, 2012; Hier et al, 2007; Mathied®97); perpetuates the belief that POST
can be useful for prevention (Fussey & Coaffee 20keir et al, 2006; Norris and Armstrong,
1999); impacts the intensity of POST proliferat{fussey & Coaffee, 2012, p 202, Lyon, 2003,
Norris, 2012; Norris and Armstrong, 1999); and de$ social problems and threats (Hier et al
2007; Norris and Armstrong, 1999). A brief reviefa few incidents follows in which POST

data was widely used by the media in order totilaie potential impacts.
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As discussed in Chapter I, the killers of two yelar James Bulger were identified by
individuals who saw POST footage of them. The istihges of the boys were made available to
the media and widely circulated, resulting in nuoosrpeople coming forward to identify the
offenders. This case is widely acknowledged teehtauched off the proliferation of POST in
the U.K.; the technology was already being used emall scale and this incident was the
catalyst (Hempel and Topfer, 2009; “Someone to Watt996, “Big Brother’,1997). When
POST programs spread in the U.K., there was wille@agledgement that POST was useful for
forensic purposes like catching James Bulger'sisl|

The reporting of the U.S. terrorist attacks of $egter 11, 2001 used still and video
footage from many different sources. Aside from iiass casualties, the availability of images
of the incident and its immediate aftermath prodideadia material that was immediately iconic.
POST images in this case were useful for connedthieglots after the fact, allowing officials to
build a narrative of what happened, and investigaise involved. The footage used by the
media may also have been responsible for incredsargf terrorist attacks (Cordner, 2008;
Doyle, 2006), and certainly played a role in allogvPOST programs to proliferate in the U.S. It
could also be argued that the use of POST imagesriraying the brutality of the attacks
contributed to defining terrorism as a major soprablem. POST cameras were not useful in
preventing the incident (POST cameras were fighiled around the World Trade Center after
the bombing in 1993), but the proliferation of PO&meras after the incident and public
opinion polls suggested that the public believed BXOST can be preventive.

In the case of the D.C.-area sniper (2002), massmweunts of privately and publically
owned POST data were reviewed to reveal informahahmay have been useful to

investigators. The POST data was not directlyteel#o the identification or apprehension of the
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offenders, but its importance during the investaatvas well publicized. Fussey and Coaffee
(2012) noted: “...surveillance cameras consisterily p more ancillary role that traditional
policing and intelligence strategies in counterggsm operations...” In this case, the media
used POST images to tell a story, to set the seemeh may have contributed to fear of
victimization among the general public. This feauld have been heightened by the recent
memory of the September "1 ferrorist attacks the year before.

The massive numbers of POST cameras in London reaptie images of four men who
detonated four bombs on London transit lines inR2@@ling 52 including the bombers and
injuring more than 700. POST images of the bomber® broadcast internationally, and the
police used the enormous quantity of images tdkttiae movements of the bombers leading up
to the event. Independent Television News, a®ribased news and content provider later
reported that ITV1 coverage of the bombing aftemveds its longest uninterrupted broadcast in
its 50 year history. Television coverage inclugi@teos of the aftermath from cellular telephone
cameras and live images from traffic cameras. Wweeks later, four other men boarded four
different transit lines and attempted to detonate fmore bombs. Faulty ignition mechanisms
prevented casualties as none of the bombs explddeitiis case, police were able to use POST
images to capture and prosecute the attempted bemBOST in this case as in the earlier
bombing was useful in investigation and prosecytiut not in prevention. After this even,
there was some acknowledgement leads that POS Dtcpravent terrorist attacks. If POST
were able to prevent terrorist attacks, it seek@dylithat London, the most highly surveilled
place on the planet, two weeks after a major tetroombing that killed more than 50 people,
would be the place that POST prevention might wadknetheless, the belief that POST

protects the public is common.
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Lost in the recent London bombings, along with cerd lives, was any illusion
that today's surveillance technology can savearm f&vildoers. Britain has 4
million video cameras monitoring streets, parksl gavernment buildings, more
than any other country. London alone has 500,0@tecas watching for signs of
illicit activity. Studying camera footage helpedHWithe July 7 bombings with four
men — but only after the fact. The disaster droomé some painful reminders:
Fanatics bent on suicide aren't fazed by camekas. even if they are known
terrorists, most video surveillance software wpitk them out anyway. (Yang,
2005)

In 2007, in what was believed to have been cootdihattacks, car bombings were
attempted in London and at the Glasgow airportiwig#id hours of each other. POST was useful
in investigating these two incidents, but not praireg them from occurring. In the London
attempted incident, POST images revealed the weldembers exiting the vehicle outside a
busy night-club and walking away, without interMentfrom law enforcement. If the bomb had
detonated, many people would have been hurt. dll@ning day, two men attempted to drive a
Jeep Cherokee loaded with propane canisters ietGlasgow International Airport terminal. If
the vehicle had gotten into the terminal as intendeere might have been mass casualties as a
result. POST footage showed the vehicle speedingrd the terminal, but it was stopped by
bollards. POST was useful in this case for ingasibn (eight people were arrested in
connection with this and the previous day’s incijielout “target hardening” strategies were
actually useful in preventing casualties.

In 2010 Faisal Shahzad drove a car filled with egple materials (gasoline, firecrackers,
propane, fertilizer, and gunpowder) into Time Seuaith the intention of committing an act of
terrorism. The car was set ablaze but the bonkdfé detonate. Street vendors saw the
vehicle smoking and reported it to police. Mediparts included images of the car being driven
through Manhattan as captured by numerous POSTraaraad an unidentified male figure
changing his shirt and looking over his shouldearribe vehicle (which later, it was determined,

was not the offender). Law enforcement officersawed footage from 82 cameras, but the
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images that captured Shahzad driving were not eleangh to identify him. Nonetheless, in the
coverage of the incident, those images were camlgtshown as though they contributed to the
investigation. Police located the registered owafehe vehicle, who had sold it to Shahzad, and
from there used “old-fashioned police work” to k&hahzad down. Shahzad was apprehended
and confessed to the attempt, and sentenced o lfieson about five months after the incident.
The role that POST played in the investigation wst@mal, but the media used POST images
prolifically in their coverage, perhaps simply besa they were available and made the report
more interesting. Nonetheless, incidents of thisire may have led people to believe POST is
instrumental in solving high-profile cases.

When POST data is provided to the public eithepdijce or the media, it has an impact
on perceptions of the value of POST programs. bifleg discussion of media use of POST in a
few of the high-profile cases illustrated that PO&3s not a prevention tool, at least not for
these terrorist attacks. Yet there exists a pomaaception that giving up liberties by allowing
governmental surveillance will somehow result ioreased safety. This perception is not
simply the result of the public drawing its own ctusions. Rather, there is evidence that POST
advocates helped to draws those lines, supportédeneady availably of POST images to
illustrate.

To illustrate, a survey summary published by Thel€Tser Group (a U.K. special
interest group composed of individuals “most of whare the Local Authority CCTV managers,
and Police Officers dealing with CCTV issues”) stht

Since the tragic murder of Jamie Bulger...there faadlit been a day when the

media have not shown CCTV Images which have eltbhgred the Police gain a

conviction for a crime or are seeking public suppordentifying or tracing

individuals of interest to them. The investigatioto the London Bombings of
7th July 2005, and the failed bombings on 21st 20085, illustrated to the world
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the power and speed of public area CCTV post imtitte‘develop a picture’ of
what occurred before and after the incidents. (RéSearch International, 2010)

In 2010, in a press release about adding POST eamasran expansion of the Lower Manhattan
Security Initiative, New York City Mayor Michael Bbmberg stated:

We will take whatever steps necessary, regardiiesssb in Federal or City funds,
to protect New York from terrorists. Access tosheameras is a big step in
providing the NYPD with the tools it needs to keregmsit riders safe...(New
York City Police Department, September 20, 2010)

In the same press release, Police CommissioneKRl&y stated:

As multiple attacks worldwide show, terrorists &trgnass transit systems for
maximum casualties. In New York, we have thwartietisgn Times Square and
Herald Square, and we know that the City remairtkeéncrosshairs. The Lower
and Midtown Manhattan Security Initiatives are gdrbur response to an
evolving and persistent threat, and the camerasfbethg integrated today
significantly bolster our efforts to protect milfis of New Yorkers and visitors
who ride the subway each day. (New York City Rolepartment, September
20, 2010)

In summary, the dissemination of POST images is canvmon and POST projects
proliferate. POST images are used by the medllta story in high-profile cases, regardless of
whether the images themselves have any relevartbe tavestigation of the incident, therefore
reinforcing the perception of the efficacy of PO®Tthe public (Doyle, 2006; Lyon, 2006;
Mathiesen, 1997; McCabhill, 2012). The common us#g@OST data by the media has been
explained as part of our “viewer society” (Mathies&997), in which mass media bring many
people to view a small number of others.

Media representations play an important role irpstgpublic perceptions of

crime and the subsequent response to crime byutherities. The use of images

from panoptic surveillance in the news media prevlie “spectacle” and

“graphic imagery” beloved of new journalists andde to an over emphasis on

crimes such as robbery, murder and terrorism... Thressia representations in

turn generate support for the introduction of farthbanoptic surveillance...
(McCahill, 2012)
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The proliferation of POST may also be supportegtnylic disillusionment that the
government can respond to crime (Weisburd and Bi2@@6; Norris, 2012); the availability of
federal funds for cameras (Norris, 2012), and #mrd for order maintenance or status quo
(Norris, 2012; Doyle, 2006). Police may provideFiOmages to the media to seek help with
investigations and because there is public demanthé images. But police may also provide
the media with data in order to justify the costhaf technology and to publicize their own
successes (Doyle, 2006). Perceptions of the usedsilof surveillance images may be held by
the police implementing POST programs as well athbypublic, and therefore part of the
driving force behind the proliferation of POST praps.

However, the use of POST images by the medialta &bry, may also be contributing
to fear of crime. Fear of crime can have signifitceonsequence for communities:

Fear of crime is a social and political fact wittimcrete consequences for big-city

life. The costs of fear are both individual andective. Fear can confine people

to their homes, and it undermines their trust girtheighbors and, especially, in

their neighbors’ children. Fear is a key “qualifylite” issue for many people.

Research also indicates that concern about crim&&é consequences for the

neighborhoods in which we live. Fear leads to wiglnhl from public life, and it

undermines informal and organized efforts by th@m@mnity to control crime and
delinquency. It is difficult to organize activiti@s neighborhoods where people

fear their own neighbors. Fear undermines the valuwesidential property and

thus the willingness of owners to maintain it pndpe/Nhen customers — and

even employees — fear entering a commercial dneajiability of businesses
located there is threatened. (Skogan, 2006)

The media’s use of POST images may have a numlmamskequences including
increasing fear of crime, serving to further lagiie POST programs, and defining social
problems. This is not to suggest that media remtasion and public attitudes are perfectly
correlated, but it is likely that there is a redaship. Using a different lens, it may also be the
case that the media’s use of POST could be beakiircthat it helps the public to process major

events, “the amelioration of such atrocities” (Fays& Coaffee, 2012). Most of the information
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that the public has about POST comes from the nrathi@r than critical debate of the topic.
There is little doubt that the media’s use of P@sSlikely to continue to be an important to the

perceived successes or failures of such projects.



VIl. GOVERNMENT, PRIVACY, AND POST

A public debate has emerged among legal scholaves reporters, criminologist, civil
liberties experts, law enforcement advocates, conityileaders, and politicians regarding the
costs and benefits to society of public surveillasgstems. This chapter reviews some of this
narrative and captures key themes that will sigddt lbon the value of POST for society.
Arguments for and against the use of POST are gptlated but are also conceptual and easily
dismissed by opponents. This chapter seeks tdafeaghoughtful analysis of the issues
surrounding privacy rights, privacy expectationy] ghe role of government in community life.
The chapter begins with a discussion of privackitesg@nd case law relevant to POST programs,
followed by consideration of arguments in suppdmrd against POST.
Privacy Rights and Expectations

Congress shall make no law respecting an estaldishaf religion, or prohibiting

the free exercise thereof; or abridging the freeddispeech, or of the press; or

the right of the people peaceably to assemblet@pétition the Government for
a redress of grievances. (U.S. Const. amend. I)

The right of the people to be secure in their pgssbouses, papers, and effects,
against unreasonable searches and seizures, shb# miolated, and no warrants
shall issue, but upon probable cause, supportedtiyor affirmation, and
particularly describing the place to be searched,the persons or things to be
seized. (U.S. Const. amend. IV)

No person...shall be compelled in any criminal caseet a witness against

himself, nor be deprived of life, liberty, or prapge without due process of

law...(U.S. Const. amend. V)

The Bill of Rights grants U.S. citizens the rightpoivacy of beliefs and freedom of
speech (U.S. Const. amend. 1), privacy of persadsp@ssessions against unreasonable searches
(U.S. Const. amend. IV), and privacy of personfdrmation for self-recrimination and the
guarantee of due process (U.S. Const. amend. \fst bf the First and Fifth Amendment

protections have been discussed generally whendsyirgy the dangers of government
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surveillance, but legal challenges to general gowent use of surveillance have been argued on
Fourth Amendment protections. Case law establighed boundaries under Fourth
Amendment that would be relevant to public suraeitle technology: citizens have a reasonable
expectation of privacyKatz v. U.S.1967); law enforcement cannot use invasive teldgyo
without a warrantow Chem. Co. v. U.S1985); and the potential for 24 hour surveillance
created by technology necessitates that law enfoenehave suspicion before placing someone
under surveillancel.S. v. Knotts1983). The&atzcase is particularly important for Fourth
Amendment protections because it defined a “seaasltd@n action by the government that
infringes on the expectation of privacy that indivals in our society would recognize as
reasonable, called the “reasonable expectatiomivdqy” standard.

The Bill of Rights protections are not simple ttempret or apply to any situation. For
example, there is no single test to determine éetion violates a “reasonable expectation of
privacy.” Kerr (2007) argued that the Supreme €bas usedour different models to test for
violations of the Fourth Amendment: a probabitistiodel, a private facts model, a positive law
model, and a policy model. This complicates appabg uses of POST by police. No direct
challenges to the use of POST by government aslatigin of First Amendment guarantees have
been brought forth. However, arguments about piadeior First Amendment violations focus
on the “chilling effect” government surveillanceshan an individual’s right to speak freely,
including demonstrating against the government.

On the face of it, POST does not violate the U.&giitution or federal or state statutes
and thus any challenge to the government’s us€©&TPwould have to be in regard to specific
incidents. There has been no legislation speflffOST that outlines government use of public

surveillance technology in the U.S. Governmenganeies using POST believe that the
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Constitution does not prohibit police use of PO&dr, do most states and local legislatures,
clearing the way for public surveillance. The goweent’'s use of data gathered by privately
held corporations has not been tested as a violafiG-ourth Amendment protections.
Therefore, voluntarily connecting privately owneareras onto a network for police use
provides greater flexibility for police. ThHéatzandJonesdecisions offer the most relevant
albeit indirect cues about how POST might be regdlaand some additional cases provide
direction as well.

Katz v. United Statgd967) was important for few reasons.

For the Fourth Amendment protects people, not gladgéat a person knowingly

exposes to the public, even in his own home oceffis not a subject of Fourth

Amendment protection...But what he seeks to presgsv@ivate, even in an area

accessible to the public, may be constitutionathtected. (Justice Potter
Stewart, 1967)

First, Katz established that “The Government's activitiesl@cteonically listening to and
recording the petitioner's words violated the priwapon which he justifiably relied...and thus
constituted a 'search and seizure' within the nmgaoi the Fourth AmendmentKatz further
established that a conversation is protected froreasonable search and seizure under the
Fourth Amendment regardless of the location ofcibreversation, if it is made with a
“reasonable expectation of privacy.” As a resulbst law enforcement agencies do not include
audio recording as part of their POST programse Kiditz decision also clarified that Fourth
Amendment protections are of people and not ofgsac

Another outcome oKatzwas to establish that information is consideredape when an
individual takes action to shield that informatioom others. If the general public does not have
access to information, then neither should the gowent have access unless they obtain a

warrant. Generally speaking, the government cansetechnology that is not easily available
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to members of the public to gather private inforiordf. To do so without a warrant would
constitute unreasonable search and seizure. Buaghain is not easy to interpret. For example,
in Florida v. Riley(1989), the Supreme Court held that police doneeid a warrant to observe
property from public airspace. The defendant is tlase was growing marijuana in a
greenhouse on his property. In order to see irtbielgreenhouse, the local sheriff used a
helicopter to circle the property and since thd mddhe green house was not obscured, was able
to see the illegal activityFlorida argued thaRiley had taken no action to obscure the property
and therefore to access the information from putp@ce was not prohibited. The rapid pace at
which technology is being utilized by law enforcemand the new capacities that are available
complicate our understanding of how surveillanae loa used by the government. For example,
like a helicopter, a POST camera can be mountédymlocations and used to view places
where an individual on the street could not see.

Recently,United States. Joneg2012) established that police prolongearrantless
surveillance using commonly available technologpecifically a Global Positioning System
(GPS) tracking device — violated the defendantjseetation of privacy. The Government
argued that using GPS technology to track Joneswalifferent than traditional, low-tech
tracking methods used by police. The U.S. Supréma&t majority ruling noted that it was the
attachment of the device to the vehicle for anrekéel period of time that violated Fourth
Amendment protections. Interestingly, two opiniovexe written by the Court, arguing the GPS
surveillance represented a Constitutional violabahfor different reasons. The majority

opinion written by Justice Antonin Scalia found thelation to be an intrusion into private

4 The USA PATRIOT Act of 2001 and Protect America AE2007 have created separate provisions for
surveillance in cases that are being investigaietefrorism.
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property, not of the reasonable expectation ofgmyvstandard. The concurring opinion written
by Justice Samuel Alito argued that the long-teramitoring by GPS violated a reasonable
expectation of privacy rather than intrusion tosate property.

TheJonescase is one of many that underscore the difficofitynderstanding the limits
of government use of technology for surveillancedabon the U.S. Constitution, a document
that is hundreds of years old and written well betthe conception of the capacities created by
technology we find ordinary.

But it is almost impossible to think of late- 18tantury situations that are
analogous to what took place in this case....the Gotgliance on the law of
trespass will present particularly vexing problamsases involving surveillance
that is carried out by making electronic, as opgddsephysical, contact with the
item to be tracked....In the pre-computer age, teatgst protections of privacy
were neither constitutional nor statutory, but picad. Traditional surveillance for
any extended period of time was difficult and cpsthd therefore rarely
undertaken. The surveillance at issue in this cas®istant monitoring of the
location of a vehicle for four weeks—would haveuiegd a large team of agents,
multiple vehicles, and perhaps aerial assista@my an investigation of unusual
importance could have justified such an expenditditaw enforcement
resources. Devices like the one used in the preseset however, make long-term
monitoring relatively easy and cheap. In circumségninvolving dramatic
technological change, the best solution to privamycerns may be
legislative...To date, however, Congress and moséeSteave not enacted
statutes regulating the use of GPS tracking tedyydior law enforcement
purposes. The best that we can do in this cageapgly existing Fourth
Amendment doctrine and to ask whether the use & t&ktking in a particular
case involved a degree of intrusion that a readenmdyson would not have
anticipated. (Justice Samuel Alito, 2012)

Privacy is hard to define and holds different megasito different people in different
contexts. The majority of Americans either actyved passively allow themselves to be
surveilled: by the government (automatic electraaideduction devices that track movement),
by corporations (discount loyalty cards that track purchases), and by other people (software

that tells other people where we are physicallyaied at any given time). In contemporary
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culture rapid technology changes challenge our&spiens for privacy, which likely results in
an ever changing — and increasing — thresholdroifat is considered private.

Direct legal challenges to the government’s use@8T have not been brought. The
prevailing attitude in the U.S. is that POST doeswiolate constitutional rights. The cultural
expectations of privacy also seem to be in flusgdty in response to the opportunities provided
by technological advances. Prominent CEOs of telclgy firms have asserted that the world in
which we live has no privacy. Scott McNealy of Sdicrosystems in 1999 stated in remarks to
journalists, “You have zero privacy anyway. Geg¢ion.” Larry Ellison, CEO of Oracle
Corporation in 2004 stated: “...the privacy you'rencerned about is largely an illusion. All you
have to give up is your illusions, not any of ypuivacy.” In 2010, Mark Zuckerberg of
Facebook talked about changing expectations oapyiwver time: “People have really gotten
comfortable not only sharing more information arfedent kinds, but more openly and with
more people. That social norm is just somethinghla evolved over time.” This sentiment is
echoed in writings about privacy in contemporarijure. For example:

There is a general feeling now that the conditibprivacy has become relegated

to rather tiny islands of one’s existence, few tardetween, scattered across the

vast ocean of accessibility that dominates so nodichur lives. It's as if a distinct

cultural climate change is underway...some privateep and times and matters

are fading into the realm of folklore — even legen@Christena E. Nippert-Eng,
2001)

American novelist, literary critic, and essayistWaKirn (2010) wrote that “The
invasion of privacy...has been democratized” withakats and watched consisting of public
and private, citizen, government, and corporatidds.wrote that in Orwell’'4984 the concept
of privacy is left intact: once Big Brother was aveown, privacy was restored, and argued that
current culture has moved beyond that point:

In the new, chaotic regime of networked lensesmaitdophones that point every
which way and rest in every hand, permitting usam them on ourselves as
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easily as we aim them at one another, the privadepablic realms are so
confused that it's best to treat them as identical.

While this may be the case, the average persomnc@stto believe that privacy rights
exist and should be protected. Privacy rightheW.S. were intentionally addressed by the
Framers of the Constitution and their existencergjsish the U.S. from many other countries.
The potential for adverse consequences to soametyralividuals could be enormous if the
current trend of increasing surveillance continu@gnerally, the public appear to understand the
potential for and consequences of the erosionigépy, while it is actively debated among
scholars.

GPS monitoring generates a precise, compreherspeed of a person’s public

movements that reflects a wealth of detail aboufammilial, political,

professional, religious, and sexual associationsie Government can store such

records and efficiently mine them for informatiogays into the future... the

Government’s unrestrained power to assemble dataekieal private aspects of

identity is susceptible to abuse. The net resutiat GPS monitoring—by

making available at a relatively low cost such bssantial quantum of intimate

information about any person whom the Governmaenitsiunfettered discretion,

chooses to track—may “alter the relationship betwagzen and government in
a way that is inimical to democratic society.” gtice Sonia Sotomayor, 2012)

What follows is a summary of arguments in suppbegainst police use of POST.
Arguments for POST

Scholarly articles and media reports arguagginstthe police use of POST are common,
enumerating how it infringes on civil liberties.rghiments in favor of police use of POST are
often printed as editorials or made verbally in¢barse of conversation. The most basic
justification for the government to engage in sulaece is to enhance safety and security.

The ability to isolate the impact of the POST casmsdrom other strategies that may have
an impact on crime has been difficult. The litaraton the impact of POST has demonstrated
crime prevention effects in some locations (esplgadra parking lots), but more importantly, law

enforcement practitioners believe in its utiliffhe most common sentiment expressed about
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government surveillance is that if you've got nathto hide than there is no reason to fear
surveillance. This argument is often difficultdontradict since the opposite argument is
complex and often theoretical. A number of sclolave noted that some people will submit to
anything in order to feel safe whether or not ikesthem safer (Rosen, 2004). However,
Solove (2007) deconstructed the “nothing to feaguanent and found both merits and
counterarguments (which are, of course, compligat&adlove’s deconstructed “nothing-to-hide”
argument:

...government information-gathering programs willuiegn the disclosure of

particular pieces of information to a few governinefficials, or perhaps only to

government computers. This very limited disclosafréhe particular information

involved is not likely to be threatening to thevaigy of law-abiding citizens.

Only those who are engaged in illegal activitiegeha reason to hide this

information. Although there may be some cases irthvtihe information might

be sensitive or embarrassing to law-abiding cigzéime limited disclosure lessens

the threat to privacy. Moreover, the security iagtin detecting, investigating,

and preventing terrorist attacks is very high antveighs whatever minimal or

moderate privacy interests law-abiding citizens finaye in these particular
pieces of information.

Stated in this way, the “nothing to hide” argumsnfiormidable and response much more
difficult to formulate. However, the “nothing tade” argument in its simple or complex forms
both rely on trust in government, that it will nete information inappropriately, either
intentionally or unintentionally.

It appears to be widely accepted that POST canseaate useful in investigations to
catch offenders after the fact, tracking movemétivestigations. Clear images are
considered useful to gather evidence, identify @sses and offenders, secure confessions
(avoiding costly adjudication), help to preparenggs testimony, and as evidence at trial.
Furthermore, the well-publicized cases where videgges were instrumental in solving a case
may reduce fear of crime by communicating to thielipithat the government is vigilant in

ensuring that criminals are brought to justicen@ligh it has not been empirically established
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that POST reduces fear of crime). In the caseRiD)Xhe amount of data captured relative to
the amount that is useful, is very small. In sdngh-profile cases, POST data has proven
valuable for investigations and subsequently cbatead to developing counter-terrorism
measures (as in the case of the 2005 London tdamsibings). However, as we learned from
the case study, the large majority of crimes atecaptured by POST or viewed forensically.

Protection for police and the public is anotheuangnt in favor of POST. In theory,
POST can allow officers to be watched by suppantnewho can intervene quickly, if needed.
That same technology can be used to monitor thavi@hof police in their interactions with the
public, and can be used in internal police invedtans (in XPD, a number of requests for POST
images were made by the civilian authority thaestigates complaints against police). It is
unknown the extent to which POST has been usetbteqi officers from the public or vice
versa.

An argument for POST made by a newspaper colummtke U.K. is illustrative of pro-
POST arguments. This account is discussed bedaasestrong representation of POST
advocacy outside of evaluations of impact and besaas previously discussed, pro-POST
arguments not well documented. The Independentrmabkt Johann Hari wrote that he
witnessed a well-dressed man harass and assautt@dss man (Hari, 2008). When the police
arrived on the scene, the homeless man fled anakthekerclaimed he was théctim. But
there was a POST camera nearby, and the polic&eth¢ice footage that revealed the actual
scenario and led to the prosecution of the offendémay be the case, although it is not
discussed, that the reporter’s high-profile positis a columnist in a major newspaper may have

contributed to the police department’s willingnesseview footage, but this was not addressed.)
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The experience caused Mr. Hari to ruminate on pigifile cases where POST had been
instrumental in solving cases by helping to sethieadentity of offenders.

Hari asserted that POShhanceshuman liberty” when repeat offenders are removed
from the community, and thus cannot reoffend. tdéesl that POST cameras give people the
freedom to use the public way and that the poteatd amorphous threat from the government
is much less than the threat of violence by otleapge. In the end, Hari argued that “a tiny
infringement of liberty has to be weighed” agaiti& threat of violence from other people so
POST is no different from anyone appearing in publihis is much like the Solove
deconstructed argument. In addition, Hari touatre@ point that commonly noted on the pro-
surveillance side of the argument: when you walgublic, you are not only being seen by
cameras but also many other people. The courganant here is obvious: other people do not
have fool-proof memories; their visual perspectimanot be electronically captured and
permanently stored; and people don’t have the adgas pole mounting, PTZ capability and
360-degree rotation.

Arguments against POST

Arguments against the use of POST are many. Fampbe, “privacy does not end at the
front door,” meaning individuals have the rightpiovacy outside of their home. The First
Amendment guarantees of freedoms of speech, atiso¢ciand movement. Some argue that
when individuals do not feel free, they will censioemselves when they know they are being
watched. Therefore, POST cameras can be useclgotlernment to enforce social conformity
and prevent anonymity in violation of the First Amlenent. The counter argument to this point
is that an individual feeling “less free” is nogavernmental restriction of freedom, and the

courts have not interpreted the constitution irhsaicnanner.
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Other arguments against police POST are easy te tymBut since police POST
programs were first implemented in the late 19@0g.{ Mt. Vernon, NY, Hoboken, NJ,
Saginaw, MI, and San Jose, CA), the arguments hatvehanged much, nor has case law or
government regulation. The conversation hasn’terfowward perhaps because the
“advantages” of police use of POST are taken t&cbacrete and prominent” while the
“disadvantages” are “intangible, amorphous andadist(Belair & Bock, 1972; Rosen, 2004;
Goold, 2010). The amorphous nature of “disadvaagagrguments created a very real
challenge to developing appropriate uses and regualaf POST by police and in convincing the
public that they should care about the loss ofdoee that increased government surveillance
may bring with it. The disadvantages of police F@38stems may be “intangible, amorphous,
and distant” but the threats that they representathe foundational freedoms granted to
citizens of the United States. The arguments ag&8@ST often sound like worst case
scenarios, which only hatke potentiako happen. This makes these arguments easymisdis
by those who do not believe the outcomes are teatisprobable. In order to understand the
arguments against police use of POST, some of t& aommon concerns about police POST
were compiled and categorized. The arguments sigd@ST listed in Table XXVII were
sentiments that were commonly encountered wherargseag POST programs. In an effort to
understand these concerns more broadly, | trigidisice each to under a broader category of
concern. The major themes that emerged about RO&3erns were: lack of regulation,
accountability, transparency, privacy, demonstratgzhct, psychological and social well-being,
scope creep, and data security. Privacy concewh$agk of demonstrated impact have been
discussed in the preceding sections. Concernsanmautually exclusive and overlap one

another.
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Table XXVII
SUMMARY AND CATEGORIZATION OF SOME ARGUMENTS AGARGSST

Social /
Demon-  Psycho-
Account-  Trans- strated logical Well Scope Data
Argument Against POST Regulation ability parency  Privacy  Impact Being Creep  Security

Police can do whatever they want (read docume X X X X
your possession, your lips, etc.).

No state or federal regulation, only some Ic X X X X X X
regulation.

Case law moves slowly & technology moves X X X X X
quickly.

No safeguards against misuse or a X

Potentially used to monitor benefit recipients for X
worthiness (social security, loans, special
licenses, etc.).

Can be used for round-ups; dragnet arrests; dossier X X X X X
building.

Images can be hacked and stolen by people outside X X X
police.

When used with other emerging technologies, there X X X X
is no telling how data can / will be used.

You don’t know when you are being watched. X X X

Cameras have not been proven effective. X

Government has no interest in lawful behavior. X X X X

Paternalism; loss of "participatory democracy." X X X X

Produce behavior modification. X

Dehumanizing process. X

Ends spontaneity. X

Destroys anonymity — a protected righte-freedon X X
if you are never anonymous.

XX x X
X

X X x
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Lack of regulation and security.

Concerns for the lack of regulation mean that gotian use POST cameras for any
purpose. There are countless examples of abushetiges by police using POST. For example,
New York Police Department (NYPD) officers in aibhepter recorded a couple in an intimate
moment on an apartment terrace. No one would eagebeen the wiser, had the nearly four
minutes of footage not been turned over for a.tridie officers were supposed to be surveilling
a protest. One of those protestors were chargedhas the helicopter footage was required for
adjudication. The footage eventually made it tevision news, and the subject of the video
(Jeffrey Rosner) said, “it makes you feel kindlbf | had no idea they were filming me - who
would ever have an idea like that?” (Dwyer, 200Bpsner also stated “I'm very happy about
cameras in public spaces. If you're in a publacspdoing something inappropriate, I'm all for
that. But if I'm in my house and you're using nmmaltion-dollar equipment to film me, not at
all." The harm suffered by Rosner is difficultdefine, but he interpreted the issue as “more the
sensibility that the police think it's O.K. thaethdo that - it's about their own professionalism.”
Abuses like this one are not uncommon. Policeefé get bored at work like everyone else and
let their attention wander. The officer in thisedikely did not mean to do anything wrong and
certainly would not have known that the footage ld@ver be seen, let alone broadcast. But
this is just the point — this kind of power in th@nds of the government can result in unintended
abuses and real consequences.

Many opponents of POST have also pointed to theilpitisy of electronically stored
image data being stolen. For example, as refedeinc€hapter VI, the case of the young man
whose committed suicide was captured by NYPD PQ@iietas and later surfaced on the web.

The Police Department responded that theyndithelieve one of their officers had posted the
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footage, but this implies that the Police Departht®es not have the ability to track who
accesses video data. The other possibility isthetmages were “hacked” which also points to
concerns about security. Critics are not just eamed about how the government might use the
captured images, but also what a thief might db wiem. The data that is collected by POST
can be extremely sensitive, especially from thepective of the person caught on camera, and
therefore data security is highly important.

Transparency and scope creep.

Lack of regulation and security concerns overlahwoncerns about transparency and
scope-creep. Scope creep happens when police bsigm POST for one reason (e.g.: to
prevent crime) but end up using it for entirelyfelient purposes (e.g.: to see if a person
receiving disability payments is honest in his/tlarms of worthiness). A lack of transparency
means that police are not forthright about whay e using POST for; this is a common
complaint about police and other governmental aigsnoore generally. If police POST
programs are not transparent, then the public ddmwid police accountable to stated rules and
regulations.

POST systems are often put in place to addressusecrime, but then used for less-
serious concerns. While order maintenance a@sitcilitated by POST may have a positive
impact on the community (Skogan, 1990), the moverfrem a stated mission to a general
purpose means the government can create missighsyasee fit. Also called net widening and
function creep, it “...tends to operate in a localizel hoc and opportunistic fashion” (Haggerty
and Ericson, 2006). Scope creep can happen whHee pealize a possible convenience created
by POST. For example, cell phones require a gpbizdechnology to deliver a call signal. In

2011, cell phone carriers responded to more thaumillion requests from law enforcement for
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caller locations and other information (Lichtbl2012). In many of those cases, the police did
not obtain a warrant for information. Add to tkhe fact that “smart” cell phones are more
accurately described as hand-held computing dethaggrack huge amounts of information
about our habits, including consumer informatidie technology was not developed for this
purpose, it has evolved over time.

The earliest POST programs in the U.S. were ainhdédtarring crime, but as terrorism
became a very serious concern for both the puhtictihe government, POST program goals
have been expanded. The use of POST to deter @idikferent than the use of POST for
counterterrorism. Police use POST to detect cfonetervention but also to deter crime
(assuming potential offenders are rational actoPX)ST cameras are also used for investigation
and prosecution, but when anti-terrorism is theopse for POST, the uses are different. First,
the addition of biometric and behavioral analytecthought to be much more useful to combat
terrorism than other types of crime. Second, mmeaict of POST footage in the investigation of
terrorist acts (or attempts) has been ancillarg$ey and Coaffee, 2012), but footage has been
useful in designing and implementing new countestesm measures (Welsh and Farrington,
2009). Conversely, technologies that were crefatednti-terrorism efforts have been implanted
in crime control strategies (like biometric and &ebral analytics). This is an example of scope
creep with POST. And as technology evolves we sutkly discover new ways it can be
implemented for new purposes and the achievemem\wfgoals.

A lack of transparency in POST programs createsnaironment where scope creep can
easily happen. If the public does not know theqies and procedures of a POST program, they
cannot interpret what the program means for themcan they know if the program is being

administered properly. Many police agencies tlsatROST are ambiguous about their intended
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goals. Few U.S. POST programs have involved tlidi@un planning and development, and
fewer continue to include the public after theialiphases. The public doesn’t know how the
program works or how it might impact their lives,they are left to their own ideas. This may
be a desirable outcome from a law enforcement petisqe, inducing self-regulation. Citizens
do not have a right to their captured images inuf (like they do in the U.K.). Furthermore,
as noted above, officers may not be aware of ir@apte behavior when using POST (Goold,
2006; Slobogin, 2002), and transparency outsideépartment will give the public the ability to
contribute to defining POST program goals and sses.

Related to transparency and scope creep are cang@eonit regulation and accountability.
Individual officers or officers as a group may lbkled to use POST in many ways and without
built-in regulations or supervisory oversight, aactability may be difficult. There are many
cases that illustrate how police can misuse PO® tdahe detriment of individuals or the
community. Again, the suicide recorded by an NY®DST camera. It is possible that the
video images were provided outside the departmganhofficer who had access to that data.
"At this time we don't know who had possessiorheftape,” said attorney Charles Robinson.
"These are all questions that we will find the aesato, and you can be sure that when we find
out who is responsible for it we will hold them aaatable” (“Abuse of surveillance”, 2004).
Unfortunately, no one was held accountable foritheglent, and a civil suit against both the
police department and the housing authority (wihleeesuicide occurred) was dismissed by
summary judgment in 2005.

Role of and investment by government.

The process of POST surveillance turns arounddie that the government should only

have an interest innlawfulbehavior. With the potential for constant suresite, the
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government is taking an interest in lawful behaasmwell, by recording and storing it.
Governmental budgets are limited and the acquimsifdPOST equipment comes at the cost of
denying funding for other crime fighting strategthat have been demonstrated to have an
impact on crime reduction (e.g.: street lightinganget hardening). The Home Office in the
U.K. provided an enormous amount of funding forgseans nationally, and in the U.K., the
Department of Homeland Security and other fedegahaies have invested large amounts of
money into local POST programs. Norris (2012) ddhkeat the proliferation of POST programs
may not have been as rapid if local budgets hadsame all associated costs.

Social / psychological well-being.

There is a lot written about the potential negapiggchological and social impacts from
police use of POST. However, as Belair & Bock dothaey are indeed amorphous and distant,
and they have not been empirically demonstratethémost basic level, arguments about
social and psychological impact are those of theoptcon: when people don’t know if they are
being watched but are aware of the possibilityus¥sillance, they regulate their own behavior.
The process can be experienced as dehumanizitiggtithere is no trust between the public and
the government. The result is an unequal and malistic relationship. Individuals make
decisions about who to trust with what informatibnt POST ends the right to make those
decisions, which destroys anonymity and ends speitta POST cameras may also diminish
the role of community in self-regulation and plawere authority in the hands of government
officials, who may or may not understand and apptedocal norms regarding acceptable
conduct by members of the community.

Many people have argued that POST leads to soadl®on. Certain populations have

been demonstrated to be the target of camera meiiEmold, 2004). POST monitoring of
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targeted populations, whether conscious or notddoave a disparate impact on that group. If
one population is disproportionately watched, tkelihood of observing violations and
intervening is higher for those groups simply beeathey are given more attention (Rosenbaum,
2006). Ultimately, targeted groups may learn toidertain areas to avoid police interaction.
If, for example, homeless people are routinelyated by police through the use of POST for
loitering in public places, that may lead to a dexin homeless people who frequent the area.
The issue underlying social exclusion is the notban individual’s right to be in public spaces.
If public spaces are available for occupation keyghblic, then is it acceptable to target
“undesirable” populations to be excluded from thpkeees? The technology is neutral, but the
use of it has the potential to lead to social estol, whether the targeting is intentional or not.
Google Street View

Surveillance is everywhere in current U.S. cultame the government is not alone in
their use of technology to watch public places. aAgay to further explore privacy rights and
data ownership, it is interesting to consider Gedgfireet View.

Google is a publically traded leader and major vator in internet and advertising
technologies as well as cloud computing. Googgased mission is “to organize the world’s
information and make it universally accessible aseful.” In 2007, Google introduced
technology that photographed street views from @grees, allowing users to view a location
(at one point in time) from their computer as gyhwere on the street. The images were
gathered by vehicles equipped with custom technotistying public streets in desired locations.
Complaints surfaced immediately about the typamafjes the technology was capturing and

the fact that it could easily be seen by anyoné agcess to the internet: sunbathers in bikinis,
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nose-pickers, details inside peoples’ homes. PByiaalvocates criticized Google and in response
Google incorporated image blurring technology tealve faces and license plates.

Google met stronger resistance in Europe wher8iragfeld and O’Brien (2012) point
out, the Nazi's and the Stasi used governmenttdaggstematically investigate unwanted groups
of people. One protestor of Google’s efforts askétio gives Google the right to do this? We
were outraged that Google would come in, invadepowacy and send the data back to
America, where we had no idea what it would be degd(Streitfeld & O’Brien, 2012).

Uncovered during the investigation of Google’s 8tidiew practices in Europe was the
fact that Google wasn’t only capturiimgagesas they drove the public streets, they were also
collecting data that was being transmitted ovemnangted wireless networks. This is an
example of scope-creep and the need for transpardirivacy experts in the United States have
pointed out that Google is useful and seen as sapes information gathering, and that it's
easy to overlook privacy issues when Google assmmese will be hurt — or even know — their
data has been collected (Streitfeld & O'Brien, 2012

Google’s posted privacy statement indicated they there concerned with privacy rights
and always considered the implications of new ses/before they are introduced, but they
defended the technology: "Street View containsgeny from public roads that is no different
from what you might see driving or walking down #teeet.” Google also allowed “users” to
request blurring: of people, their families, cansd homes in their entirety, or “inappropriate
content” such as nudity or violerlce

Anyone with access to the internet could view Ge&jireet View images. The data

were captured by a private company in public laretiwhere, according to Google and many

15 http://www.google.com/help/maps/streetview/peivatml accessed 23 May 2012.
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governmental agencies, there is no expectatiomiedgy. However, the Fourth Amendment
protects people not places. Therefore, the expectaf privacy would not be the same for
every location. For example, an individual stagdim a crowded street in an urban area would
not have the same expectation of privacy as a pensa cornfield with no businesses or houses
within a mile. The “no privacy in public” argumenbrks for police POST in urban locations,
but would not work for Street View were they haeddaiccount for violating constitutional rights.
However, images collected by private individual€ompanies are not subject to the same
restricted uses, as the Fourth Amendment protedigiduals from unreasonable search and
seizure by thgovernment

Questions arise, then, about how the governmentl ecme privately collected image
data. City X and others cities in the U.S. areefating their POST systems to incorporate
privately held camera feeds. Google makes theages available to anyone, including the
government, who would not be subject to the FoArttendment restrictions sinteey did not
collectthe images and those images were publically availalt is then theoretically possible
that non-targeted individuals could be subsequenitidgl or arrested even though the government
had no interest in those individuals before findamgimage of a violation. For example, police
could arrest an individual after the fact for pahlrination if they saw the image on Street View
and were able to determine the person’s identity.

Unlike Google, the government has an interest agating individuals from crime and
other harms. Google, unlike the government, prvit images they capture to anyone who has
access to the internet. In the U.K., the Datadetain Act (DPA) gives “subjects” the right to
obtain copies of their image data. When an indigldequests image data, the administering

authority must provide that data with all third fyamages obscured. In the U.S., no such
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requirement is in place and so public agenciesadaypically provide image data to the public.
And as previously noted, in the U.S. there is araksing threshold for what merits POST
review. There has not been a mass outcry to niekartages public in the U.S. but in London,
there was a social movement that encouraged pewpkk the police for the images of them
captured on the public way. The movement aimambtsume public resources in fulfilling
image data requests and thus put an end to p@adcding when the agency can’t comply with
DPA.

Google does not use any image enhancing technslbigesnight-vision or
magnification. Street View is meant to captureuigsv on the street had any individual been
standing in that location at the time the image esgstured. In this way, they argue, there is no
invasion of privacy. However, people don’'t have germanent memory storage and retrieval
capability that is made possible by current techgpl The average person, when asked to
remember a scene at a specific location at a spéaife, would not be able to describe the
landscape or surrounding people in any way remalelye to an electronic image. Some people
count on this kind of anonymity, for example whéteading a rally or protest. The ability of
anyone to capture this information at any timetsxisut when enormous technology firms such
as Google have those images and make them avditableany computer anywhere in the
world, some may see that as diminishing anonynf@pogle does allow individuals to request
that images be obscured but images are first postiate complaints and requests for removal
can be made, which creates an opportunity for entianal damage.

The collection and use of image data gathered lnipapaces by different types of
entities are complicated issues. Consideratidhexe differences is important given that

technology has made it vastly easier to record endlgan even five years ago. And it seems
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likely that technology will continue to increasetbase of both collecting and viewing image
data. The unprecedented and rapidly evolving acited technology provides, coupled with
changing attitudes about privacy, are met withwilkngness of many individuals to share
copious amounts of data about themselves in fothatsare open for all to see. Therefore, it is
not just the police use of POST to capture imalgasis worthy of examination, but also what
the access of publically available data means dticipg and privacy.

In summary, a thoughtful examination of the beseditd costs associated with POST
should take into consideration a number of factgmsvacy rights and expectations; arguments
advocated for POST or cautioning against it; andresideration of the complications of privacy
and surveillance by looking at private versus pubtéta collection. Arguments for and against
the use of POST reveal that opposing sides of ¢hate are telling different stories: the pro-
POST arguments suggest that the government cansied, that there is no right to privacy in
public places, and that POST cameras improve safietyst in the government is very
subjective and open to debate, and while case éswnbt established that POST is a violation of
constitutional rights, such practices may eat astagdividual liberties within the boundaries of
the law. Attempts to measure the impact POST hgsublic safety come up short because of
many complicating factors, like the intended pugpasd the context in which the programs are
deployed. Anti-POST arguments suggest that thpescoeep and the slippery slope are so
fraught with peril that greater caution is necegserd more deliberate planning with due
consideration for privacy and safeguards againstis@. POST critics point to real cases of
abuse and misuse and point out that regulatiorO8 Pprograms is non-existent, that programs
lack transparency, and are used to monitor landéhialvior (a serious threat to daily freedoms).

For these reasons, they argue, there should beistoof government POST programs. Incidents
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of abuse can be used to illustrate the realizaifaregative outcomes from POST. However, it
is unknown how common these misuses are, and palBoecan only provide anecdotal evidence
of success.

Considerations of privacy should be central to meration of any POST program and
throughout the life of the program. Rosen (2004¢uksed in detail four potential models for
government deployment of surveillance technologyst, under the transparency model, both
citizens and government have immediate accessdgamcaptured by POST. Second, under the
controlled-use model, expanded surveillance pogeasted to the government would be used
only for enforcing “high-level” crimes. Third, uedthe judicial oversight model, judges would
make determinations if surveillance technologyossistent with the aims of a free society. And
fourth, under the political-oversight model, Corggevould have the responsibility to strike a
balance between liberty and security in governniemdled and -run POST programs. All of
these models have their promises and their probéardther deployment models have been
discussed in the literature (Raab, 2012; The Cisin Project, 2007). Certainly context
specific models should be developed, taking requargs and concerns into consideration in

order to bring POST proponents and opponents ctogether.



VIIl. RESULTS, DISCUSSION, AND RECOMMENDATIONS
Statement of the Problem

POST schemes have been implemented in reactioajtwr public safety events,
including the widely discussed James Bulger abdoaind terrorist attacks in the U.K. There
has been a massive proliferation of POST schemesny countries, starting largely in the U.K.
in the early 1990s, and later in the U.S. The P@®grams are expensive, and will continue to
consume public safety budgets as technology chaarg$he costs of up-grading and
maintaining the systems continues unabated. €hid bf investment continues in the U.S.
although empirical evidence is limited in findirgat programs achieve stated purposes.
Nonetheless, the public seems to be largely infal®OST programs.

There are many unanswered questions about POST.a®HJ.S. law enforcement and
other governmental agencies investing in this tetdgy at such a high cost? How is it being
used? What can POST really do and what is it depeo do? How does the public feel about
it? What are the implications for personal free@om
Review of the Methodology

In order to document and better understand POSJrames in the U.S. and the public’s
attitudes toward them, experimental and exploratesgarch was conducted using several
methods. First, a thorough review of the literatwas conducted to assess the current state of
knowledge about POST programs. Next, analysesmturveys from distinctly different
populations regarding their attitudes toward the o/sPOST programs were compared. A scan
of publicly available information about POST pramsaemployed by major U.S. police
departments was conducted to understand prograpoges, policies, protections, and

boundaries. An original survey was attempted witiployees of major U.S. police departments

195
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where POST programs were used to gather detailt al@ways in which programs were
conceived, developed, and implemented. One PO&Jraam was examined in depth using both
publically available information and police depagtminternal data to document the process and
perceptions of outcomes in a major city. The fgdi from the case study city were compared to
data collected from other departments to understandarities and differences of national

POST programs.

Discussion of Results

The purpose of this study was to identify and pilevsome remedy to knowledge gaps in
the literature regarding police use of POST, fodus® the adoption and proliferation of POST
in the U.S.; the purposes for which POST data vsasiuthe acceptance of and attitudes toward
POST programs in the U.S.; and issues surrountmgse of POST in a free society,
particularly concerns about privacy violations. eThndings from this research can be used to
inform and improve the policy, practice and reskafcPOST programs.

The study of POST schemes in the U.S. and thajinsrirevealed what appeared to be
acceptance of police POST programs. Amid evidemne@eceptance of police POST emerged
simple yet also complex unanswered questions gheuienefits to public safety compared to
the financial and social costs. In order to creaiame that can be used to address these
guestions, one must consider first what POST casoreably be expected to do and balance it
against the freedom versus security debates.

A review of literature demonstrated no consistent eear evidence that POST schemes
lead to reductions in crime in the U.S. Evaluaiohpolice POST demonstrated statistically
significant impacts in some but not all sites. M&OST programs were implemented using

funds intended for terrorism prevention, but evalljumplemented programs that included
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crime reduction as a gold. Some departments faviokestigative uses of POST, but given the
amount of data that was captured relative to thewsrthat was reviewed, technology appeared
very costly on a per-case basis. Detectives anskputors reported that video evidence could be
incredibly useful when it was available, but andatidata suggested useful video footage was
available in very few cases. The media used vicheges extensively which may have
suggested to people the efficacy of police POSgnamms, regardless of the actual use of police
image data. Privacy rights have been diminishedt bine as technological innovation has
created opportunities for police surveillance thatild not have been conceived of a short time
ago. U.S. case law on police POST has not ke wéb technology and regulation of POST is
minimal.

Literature review.

Welsh and Farrington (2002) were commissioned &duate POST through a systemic
review of the evidence. Their findings of a snimlt insignificant impact on crime that varies
slightly by location and context were confirmecelain the decade by Martin Gill and others. In
subsequent research, Welsh and Farrington (20@83 tlbat POST programs have been shown
to be effective in preventing vehicle-related crénme parking lots, but “not very effective” in
preventing crime in central urban areas, publicsihmyidevelopments, and transportation hubs.
They found that street lighting improvement progatad a greater impact on crime reduction,
with few social costs (if any). On the other hainely concluded that the social costs associated
with POST programs were troubling. NonethelessSP@rograms continued “unabated in the
United Kingdom, seemingly without attention to thessearch results” (Welsh and Farrington,

2009).
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A review of literature on the impact of POST rewehlin addition to uncertain effects, a
surprising paucity of research on the processesivad in planning, implementation, and POST
data usage patterns among law enforcement agentiesliterature review also revealed a lack
of documentation on attitudes toward POST in the. ULaycock and Clarke (2001) argued that
U.K. crime control policies are driven by reseaothcrime prevention strategies, but not in the
U.S.; the U.S. research agenda was designed todugsting policy and little governmental
investment has been made in the study of situdtmime prevention. Researchers and
practitioners have often noted that POST was matrecea and cannot be expected to be a
single strategy that will lead to significant crimesluctions.

Community surveys.

Consistent with the extant literature, survey resf@mts had largely positive attitudes
about the use of public surveillance. Howeverifigs from the community surveys were by no
means easy to interpret and the differences bettheeresponses to the open community survey
and the public housing resident survey will regaidelitional thought.

Based on the literature, | hypothesized that femyddecause of their higher levels of fear
of crime, would be more likely to support POST tmaales. Analysis of data did not support
that hypothesis; females in the open communityesuwere less likely to express support for
public surveillance and gender was not found teigeificant within the public housing resident
survey responses. Females made up just over e @pen community survey respondents
and nearly one third of the public housing residemtey respondents. Yet these samples may
be different in composition than others in theratare. Public housing residents are not
representative of the larger community, and thenamemmunity survey sample is drawn from

persons with access to the internet.
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A second hypothesis based on prior research waslther residents would be more
supportive of surveillance than younger respondeAtslysis of the public housing sample
supported this hypothesis, but not the analysgpeh community survey responses. It may be
the case that higher levels of crime in public hogisettings than in the general public was
caused older residents may feel more vulnerabldlerdfore more likely to endorse crime
prevention strategies, including POST. Howevenas unclear why older respondents in the
open community survey were not more likely to suppost surveillance than younger
respondents. Again, the sampling strategy may baea contributed to these unexpected
findings: just over half of respondents in the pahbusing resident survey were age 61 years or
older compared to just under 10% in the open conityisarvey. The U.S. Bureau of the
Census reported that 19% of the U.S. populationagasO or older just over 16% was age 62
or older in 201¢f. Additionally, according to the 2010 Census, @ity X population age 60 and
older was almost 15% and those age 62 and oldeahvasst 13%.

Race was not hypothesized to have an impact dnads toward police surveillance.
Nonetheless, it is interesting to note that radendit have much impact on community support
for POST. Being African American was not signifitan the open community survey (where
African Americans constituted about 16% of the pafon) and was only marginally significant
(p<.1) in the public housing resident survey (whéetample was about 70% African
American).

Fear of crime, prior victimization and levels obl@nt crime in the residential beat were
hypothesized to be associated with attitudes toW&@8T. Support was found for the “threat”

hypotheses in the open community survey analystsndt in the public housing resident survey

18 hitp://www.census.gov/prod/cen2010/briefs/c2010Rpaf accessed 2012
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analysis. The difference in outcome may have leento the greater variability in the
community sample on the independent variables. plitdic housing sample was largely
comprised of African Americans who were likely egpd to higher levels of threat
(victimization risk) for extended periods than tfeneral population, which may have
contributed to optimism and enthusiasm for new ot intended to alleviate that threat. Also,
the public housing sample exhibited a more nuanegplonse pattern by expressing both more
and less support for POST. The difference in cue®may have been due to the greater
variability in the community sample on the indepemtdvariables. The public housing sample
was largely comprised of African Americans who wgely exposed to higher levels of threat
(victimization risk) for extended periods than tfeneral population, which may have
contributed to optimism and enthusiasm for new ot intended to alleviate that threat. Also,
the public housing sample exhibited a more nuanegplonse pattern by expressing both more
and less support for POST.

The hypothesis that attitudes toward surveillanoald differ between the public
housing resident survey and the open communityesumas confirmed: in the analysis of the
combined survey datasets, public housing resideets significantly more supportive of POST
than respondents to the open community survey.sh\ahd Farrington (2009) wrote that POST
is “not very effective” in preventing crime in pubhousing developments, but “in these areas
the potential social costs are most troubling."thea public housing environment, residents may
have a more nuisance understanding of surveillagsgems. The cameras are clearly an
extension of law enforcement, and the African Amenicommunity in public housing has a
long conflictual relationship with the police (Ro®aum, 1993). Rosenbaum also found that

African Americans living in high-crime areas werenma willing to give up their civil liberties
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than other residents in exchange for greater pshliety. It seemed that the public housing
respondents had mixed feelings — they saw the herielameras to improve safety, but also the
negative side of enforcement for minor offensesr éxample, more than two thirds agreed that
“surveillance cameras will decrease loitering” (§7%uat “surveillance cameras will cause a
decrease in crime” (68%), and 548greedthat “surveillance cameras will be used to target
certain groups, such as young people.”

In summary, respondents to the two surveys reggatititudes toward POST were
generally supportive of its use. Public housirgjJdents differed from respondents to the open
community survey in their attitudes toward POSErrdrist acts or the fear of such attacks may
have been responsible in part for the apparenpéacee of government POST programs, but
that remains unknown. To my knowledge, there isasearch that documents U.S. public
attitudes toward government POST programs prithedSeptember 2001 terrorist attacks.
Additional research is needed to better documeshtuaiderstand the attitudes toward POST.
Generally speaking, feelings about POST are comelet Individuals can easily approve of the
technology but also be wary of privacy implicationis not enough to say the public supports
the use of POST and therefore its use can be ulateduand legitimated in any situation.
Attitudes may be a balancing act for most peopid,taere should be some acknowledgement of
public ambivalence toward police POST. As notednayy researchers, practitioners, and the
public, the technology itself is not at issue heather it is the use of technology that has
implications for the community and personal righ®early, police agencies that use POST
would be well served by developing an understantheglesires of the community and
including consideration of those desires duringgmodevelopment, implementation, and on-

going operations.
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Case study.

Using exploratory and descriptive methods, thieaesh examined the development and
implementation of the POST program, as well as Hata was collected and used by XPD, and
resulted in a number of findings. First, there waslear agreement on how cameras work to
reduce crime or the most effective way to use teldgy. No clear agreement existed outside of
XPD either, as the matter was debated in the titeza Both officers and the public were unclear
on the causal mechanisms by which a POST prograghtnmnprove safety.

In City X, there was a dramatic change from howgregram was originally conceived
to what it has become. Initially, the POST prograas to be one part of a larger coordinated
strategy. The XPD created saturation teams t@tdmgf-spots, focused on curfew enforcement,
and created a central intelligence unit to makéy deployment recommendations. POST
cameras could have been used for different purpggkm those strategies to contribute to a
larger violence-reduction focus and initiative. @dtime, the POST cameras came to be used in
isolation, run as missions by a single officer @naall group of officers coordinating at their
discretion. POST images were also used forengit@ilinvestigations, but it is not clear that the
cost of the program can be justified by the smathber of documented uses of the image data.

If the program had been implemented as originatlyetbped, it would have included a
small number of cameras that would have been magptbximately every 30 days. The
financial costs of the program would have beeniaamtly lower as it would not have required
the hard costs associated with camera purchasgheFua smaller number of cameras would
have meant less cost associated with maintenandat would have created a greater capacity to
upgrade equipment as technology advances. That@dterivacy implications associated with

an ever increasing number of cameras being placpdblic and accessible by the city are also
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higher than if the project had been implementedragnally planned. Finally, the permanent,
stationary cameras represent a potentially largeagy violation than moving cameras, as the
latter are unable to keep records of individualawédr patterns for extended periods.

The placement of POST cameras in city X was limitedthere the infrastructure would
support the technology, rather than where they werst needed or wanted. The city had to
place cameras either on publically owned propestiglt as light poles) or with the permission of
property owners (such as the roof of an apartmeihdibg). If the available locations did not
have the proper “line of sight” then the POST careuld not be installed. This may or may
not continue to be a problem for the city, sindeastructure improvements are increasing the
places that are accessible. Furthermore, it woaled been a greater problem if the department
had been faithful to the original concept of havanfipw cameras moved frequently. Instead, by
blanketing the city with public and privately heldmeras, the problem is likely of minor
consequence.

Regarding the ways in which the POST cameras wsd by XPD, the research
guestioned the effectiveness of the single offissr model, where one officer watched the
camera feeds and called the emergency dispatcaraéathe believed an officer should
intervene. The lone officer model may not be amyar(or perhaps less) effective than having
an officer physically positioned on the streetis lunknown how frequently this model was used,
but data from XPD supports reports that precinafshused POST cameras every day because
they believe they were required to do so. Othedefsof POST use require more coordination
among officers and thus more officer time. It nnaye been the case that resource strapped
precinct chiefs used the lone officer model toifiulfie presumed requirement, since POST-

related arrests were miniscule compared to theagttured (48,000 hours of images a day if
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there are 2,000 cameras owned by XPD, with an geedaily arrest rate related to POST of less
than 3).

The lack of high quality images and the randombatiag lens design caused issues for
investigators in XPD. Furthermore, investigatasntified these limitations early in project
implementation. While there would have been sigaift costs associated with upgrading
equipment to improve image quality, it appeared ¢hianinating the pre-programmed tour could
have been done much more easily with a significapact. Many hours of footage that were
reviewed revealed nothing of interest when the {eas not pointed at the incident in question.
The lenses cannot see in all directions at ondet baems that pointing the lens at the street
would be more likely to catch criminal activity théetting it focus in the air above the street.
Officers certainly should have the ability to mangie the lens in any way they deem necessary
when monitoring an area. However, the limitatiohthe preprogrammed tour could be
improved with thoughtful planning of implementatilmtations and their potential to provide
useful material.

The volume of data captured by POST cameras faregbarl the XPD'’s ability to actively
monitor cameras. The total number of arrests nagderesult of POST cameras was very small
relative to the number of arrests made in a yedt the amount of video footage that was useful
forensically was even smaller. The types of inatddor which POST data were forensically
reviewed were the most serious types of violemhes, but the arrests that were made using
POST were for mainly low-level crimes. This findisuggested that investigators reviewed
video for serious offenses but when actively maettp the most often observed offenses were
petty. The mere frequency of occurrence wouldadécthat serious offenses would be rarely

observed and petty offenses would be observed mack often. Nonetheless, there was no
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compelling evidence that the POST program had fsegnitly better outcomes for public safety
than traditional policing or community policing atiegies.

Overall, this research points to significant quesdiabout the value of the POST program
given the overall costs. Total financial costoassed with POST in City X are unknown, but
there was wide agreement that there were many @indssof cameras on the network, of which
the police owned at least 2,000. The unknown @nogeosts were likely to have been in excess
of $100 million. A small number of arrests havemeocumented as resulting from POST
cameras, but those arrests were considered lowdenasts. Crime was down in City X, but
was also down nationally, and the limited empireadence of POST’s impact in City X
showed mixed results. POST was also being usedunterterrorism efforts, according to City
X, but the methods or impact of POST on preventdittgcks or securing the city were unknown.
The effects on community residents and feelingsadéty remained uncertain. While many
residents welcomed the cameras, whether their peeseas linked to improvements in fear of
crime and residents’ usage of the neighborhooa gsestion that cannot be answered here.
Also, there was the real possibility that the pneseof cameras was viewed by real estate agents
and potential home owners as a sign of danger avbieled, and would eventually lead to
disinvestment and neighborhood decline (SkoganQX19@nly time and careful research can
address these concerns.

Comparison Cities.

The research on police POST programs in the U&naed factors that contributed to
the decision to implement POST programs. Whilegheere a number of similarities among
POST programs in the U.S., no single model wastifilesh The individualized approach to

POST seems appropriate as local context was immddaprogram acceptance and thus impact.
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“It's hard to generalize about CCTV systems,” (Groan et al, 2007). There were a number of
published documents created to provide police deants with a template for project planning
(Ratcliffe, 2011; The Constitution Project, 20030t it is not known to what extent these
guidelines are referenced.

However, while the nuances of any given prograrotfiated among programs, a major
influence on a city’s decision to implement POSTyrhave been its use in other large cities. In
essence, the desire to innovate with POST seentsel dd‘copycat” response rather than the
result of a careful assessment of local needss fialy be due to diffusion of innovation, the
process of social change: development and implaatientstrategies were initiated because
other cities were engaged in that process. Rdq@685) argued that innovation follows
recognition of the need for change. The early $38v an openness to innovation in American
policing following a crisis of confidence in theiltly of police to have any impact on crime
(Weisburd, 2005; Weisburd and Braga, 2006). Atsdmme time, London and other places in the
U.K. were experimenting with POST and those prograrare both popular and widely accepted
as effective. Rogers also noted that the percereed for change sometimes comes from
industry or other interest groups and conversatiatisn peer networks were important in the
process of diffusion of innovation. Research Inaleeld technology innovation and national
economic prosperity (West, 2011). By one estiffatee global market for POST equipment
will reach $23.5 billion by the end of 2014, anrig&se of more than 20% since 2012. There is
certainly a market to support POST as well as #wrd to experiment within the law

enforcement community.

a http://www.prnewswire.com/news-releases/global-gutairket-forecast-to-2014-142456805.html
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Although the first uses for POST in the U.K. wepeehsic, the idea that POST could be
used actively to prevent crime quickly became pathe common understanding of POST
capabilities. For example, Chicago was one ofitsecities to implement a centralized POST
program in the U.S. with the general purpose oficey crime (New York used POST for many
years before Chicago but each program was locapenific and implemented in a decentralized
fashion). News reports state that representatrees Chicago visited London during project
development (for example, Chicago Tribune “Camettavark to watch over city” September
10, 2004) and Chicago is widely cited by other gmllepartments as being influential in the
decision to deploy POST schemes. It also appebetdhe terrorist attacks of 9/11 contributed
to a perceived need for counterterrorism measwieigh became a factor in local police
decisions to implement POST programs. Unfortugatabst police departments did not address
this issue in any detail.

Questions about the value of POST have begun teasippccording to numerous
published interviews with the London MetropolitaoliPe Department’s Detective Chief
Inspector Mick Neville of the Visual Images Iderdé#tion and Detections Office (VIIDO) unit
(Hickley, 2009; Hope, 2009; Porter and Hirsch, 200900 cameras were necessary to solve a
single crime. In a BBC report ("Police 'not using009), Neville stated that many smaller
municipalities copied London in their POST implenation programs, but they did not learn
from the mistakes made in London. Specificallyjlesinoney was spent primarily on the
equipment necessary to implement POST, not enougleywas spent on the staff to create
processes and monitor the program. Neville wasegLim a BBC News report:

Unless there is a systematic way of gathering C@iéw it will continue not to

be as effective as it could be. What | would saywe've got enough cameras,
let's stop now, we don't want any more cameras's lresest that money that's
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available and use it for the training of peoplej #me processes to make sure
whatever we've captured is effectively used. (ig&lnot using”, 2009)

Responding, Graeme Gerrard on behalf of the Assogiaf Chief Police Officers (and lead
author of the Home Office’s National Strategy doemt) stated: "What is the value to London
to have suicide bombers who failed in their fitsémpt arrested and detained before they were
allowed to act again? How do you put a value ot?th@Police 'not using”, 2009).

Questions about impact of POST on crime were ddbatesome places in the U.S. The
Oakland California City Counsel twice rejected PQ#dgram proposals, with then-mayor Jerry
Brown stating “Installing a few or a few dozen silhance cameras will not make us safe. It
should also not be forgotten that the intrusive @@/of the state are growing with each passing
decade” (Schlosberg and Ozer, 2007). In 2009Cdmabridge, Massachusetts city council voted
to stop progress on activating surveillance camiartse community, adopting an order that said
"the potential threats to invasion of privacy andividual civil liberties outweigh the current
benefits" (“Cambridge rejects,” 2009). Mayor Den&immons said:

The essence of this debate is that the council dod’'t have enough

information. We don’t know how they’re going to bperated. We don’t know

how they're going to be governed. We don’t know (ghgning to have access to

the information that they collect. “There has heen enough public discussion

about these cameras, so City Council is not cordrhbat their proposed benefits
will outweigh the potential risk. (“Cambridge reje¢ 2009)

Also in 2009, protests were held in Lancaster, Rctvreceived media attention for having the
greatest number of POST cameras per capita. Asssied in Chapter I, the Philadelphia City
Controller released an audit of the city’'s videovsillance project (Butkovitz, 2012) stating that
the approximate cost of $136,000 per functioningea (47% of all deployed cameras)

“appeared excessive” compared to cost projectionisg project planning.
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Media and privacy concerns.

Consistent use of video images by the media itJtlse may be contributing to POST
proliferation, although images used are often hetresult of successful use of POST.
Additionally, representation of criminal acts aritempts may have contributed to an increase in
fear of crime. Fear of crime has negative consecgeon individuals and their communities.

The media has not contributed in any significany veathe debate about the potential
costs of increased surveillance. There is widenaskedgement among interested parties that
privacy rights have been eroded over time, buntkdia has not brought forth the topic for
debate in any significant way. Furthermore, popoiadia consistently reports on technology
updates, including news about social media outigthout mentioning the implications for
privacy. Even when Google or Facebook make thdlimes for privacy policy, those issues are
usually reported as business news and often deegater with people who are using these
tools.

Technology has created opportunities for law emforent to conduct surveillance in
ways that would have been many more times resounteesive or impossible a short time ago.
As such, the threshold for engaging in surveillanag been significantly lowered. Technology
is such that law enforcement agencies could usatdagically-enhanced methods and analyses
to select individuals to be subject to surveillaretber than the other way around. For example,
government agents could combine datasets thatdadklephone records, travel habits, and
credit card purchases to decide who poses “a thoaaed on the picture that emerges. These
opportunities come with the potential for signifitzhallenges to privacy.

Fourth Amendment challenges that may have an inga&OST in the future are not

well understood, but thg.S. v. Jonespinions are controversial and predict the needdoous
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consideration of how technology impacts privacyeg&dless, the public is supportive of police
POST and are not overly concerned with privacy iogpilons. The absence of debate about the
potential loss of privacy may be due to a lackmdwledge about how surveillance and web-
based systems work, and thus the long-term impdicatfor privacy. Furthermore, privacy
losses are often the result of a subtle “chippivg)d over time and may be easy to overlook
until accumulated losses are obvious.

A Question of Balance

Arguments for and against the use of POST revdhbdhe two sides were telling
different stories. POST advocates asserted teagakiernment could be trusted, that you didn’t
have a right to privacy in public places, and @i were safer because of the cameras. Clear
consistent evidence about POST creating safer contiesiwas lacking because of
complicating factors. A review of high-profile easillustrated how POST data were not
consistently useful in preventing or investigatingdents, but footage used by media may have
bolstered support for POST. And a clear distincbetween uses for commonplace crimes,
high-profile incidents, and counterterrorism efortas not addressed.

Anti-POST arguments suggested that the scope arbfhe slippery slope are so
fraught with peril that greater caution should kereised and more deliberate planning with due
consideration for privacy and safeguards againstis@. They pointed to real cases of abuse and
misuse and pointed out that regulation of POST qawng was non-existent, the programs lacked
transparency, and were used to monitor lawful beinga serious threat to daily freedoms). For
these reasons, they argued, there could be nodfrgstvernment POST programs. Anti-POST
arguments could be augmented with real casesllilisttated the realization of fears, but it is

unknown how common these misuses were.
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Meanwhile, POST innovations were quickly diffusadhe U.S. with the media as key
drivers. The U.S. public was largely silent onigelPOST programs, although there was
evidence that people were concerned about privAcgecade ago, the notion that the
government could “connect the dots” among dispatata about individuals was conceptual.
Technology has chipped away at structural limitagito combining massive data sets, and the
government has developed legal justification (nyastbugh counterterrorism programs) to
allow access to private systems, lending credemcericerns about “scope creep,”
“dataveillance,” and “total information awarenes®blice departments historically used low-
tech methods; they would decide who to watch aed thitiate formal surveillance. But
methods that were once reserved for the most secases were routinely used in policing and
vice versa, and massive amounts of available datkl eénform the police about who to watch
and not the other way around.

Fussey (2008: 132) wrote, “Promoting liberty doesmecessarily reduce ‘security’ in a
commensurate fashion and vice versa.” Solove (ROB8&r too often, the balancing of privacy
interests against security interests takes plaeenranner that severely shortchanges the privacy
interest while inflating the security interest®alance is a central issue of police use of POST
that many researchers have tried to address. @matmgovernment funds are spent on POST
programs that were developed and implemented bgrgavental agencies, it seems that the
balance is often tilted toward the government pegtipe. Yet these programs were funded with
public money to record members of the public onpthielic way. Therefore, considerations of
current and future POST programs should includehaagisms that provide for public input in all

phases of planning, implementation, and evaluation.
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While it is easy to be critical of the reality o©OBT use by XPD, some may care to
defend a strategy that uses POST to intervenel@gthserious offenses. The “Broken windows”
model (Kelling & Coles, 1996), for example, suggesthat the enforcement of disorder and
minor incivilities will prevent the occurrence ofome serious crime. Unfortunately, there is little
research to document the effectiveness of POS&duaaing less serious crime other than
vehicle-related crimes in parking lots. Perhapmifce cars were dispatched to minor offenses
identified by POST, a larger effect would be obsétvBut this approach also raises questions
about the use of limited police resources duringet of economic scarcity, as well as potential
harassment complaints currently being experiengatidoNew York City police.

Limitations

The research conducted for this dissertation waehadescriptive and exploratory.
Neither of the two samples analyzed in Chapter Bfenrandomly selected. Therefore, caution
should be exercised when generalizing beyond tmplkes included. Chapter V presented
findings on the use of POST data by XPD. Howetrare is no comparable data set available to
assess whether XPD is unique or typical of othécealepartments with POST programs. Data
used in Chapter V cannot be validated and someoresitiould be used when interpreting
findings. All findings in this research shouldibeerpreted in light of these limitations.

Policy, Practice, and Future Research

As previously noted, manufactured POST productsndrerently neutral; the technology
is not in itself a threat to liberties. POST hkleady been implemented by police departments in
municipalities of all sizes across the U.S. Itnssdogical that POST will be put to use and
perhaps, if the past is any indication, will congrto expand. Therefore, police should focus on

developing ways to use the technology well andaesibly.
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As Braga and Weisburd (2006) noted, the periocdtoént police innovation provides a
basis to be optimistic about the future of policinthere is reason to believe, according to their
research, that police can have an impact on crideatso improve community relationships.
However, inevitably, the balance of power fallshhe government in the public surveillance
relationship: the government acts as the agentreeglance and the public becomes the subject
of such surveillance. Therefore, questions alduaieffect, appropriate use of surveillance
technology and the social and psychological impaften frame the government, especially law
enforcement, in the defensive position. The govemt, though, may not be fazed by this
placement and may choose not to respond to thedlerpes. However, that posture would be a
mistake today as our society continues to deman@ enness and transparency in
government agencies seeking legitimacy. Governahagencies using POST will benefit from
inclusiveness in POST program development.

The development phase may be the easiest and mosttant time to influence the
shape of the POST programs, but it is never tattatmprove them, particularly when changes
focus on policy or procedural operations rathenttige technical aspects of hard and software.
Policy and procedure changes are easier to impletinan rebuilding a program in its entirety.
Certainly, it is preferable to have POST projeatedeped with balancing principals in mind, it is
never too late to revisit POST program with thelgdamproving impact on crime and the
community.

Program development and planning have immensecatpns for privacy, as well as
social and financial costs. For example, as wewdlwXPD, the initial project plan would have
included a relatively small number of cameras taild have moved frequently, but the stated

vision of the mayor was to blanket the city, pugtamPOST camera on every block. A project
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that places all communities in a municipality undermanent surveillance is much more costly
than one that does so temporarily, and only whHezeblice determine it is warranted for a
particular, stated reason.

Policy and practice.

The need for regulation of POST programs is widelgepted and discussed in the
literature. There is no shortage of informationhomv regulation might occur. All of these ideas
are grounded in the development of policy at alllmeel. Program-specific decisions should be
made at a local level (in accordance with statefaddral law, where applicable), and thoughtful
policy can be developed to address social and ¢inhoosts.

Chapter VI ended with a summary of models for pestrsight proposed by Rosen
(2004). Raab (2012) discussed existing princifies were developed to regulate the collection
and use of personal data. He summarized the srqairts for the use of personal data: fair /
lawful collection for a valid purpose; accuratdew@nt, and not excessive for the intended
purpose; retained only as needed; collected witwkedge and consent or under statutory
authority; confidential unless meeting other reguoients like consent; secured; and accessible to
the individual for correction. Additionally, theganizations that collect such data must be
transparent and accountable.

The Constitution Project (2007) echoed some ofetlpemcipals with regard to regulating
government surveillance, with some additions: wseesllance only to address serious threats to
public safety (although that may be difficult tdfide); ensure technology is capable of
accomplishing goals; balance financial costs tera#itive means of accomplishing the program
goals; asses program impacts on rights and scapéimize negative impact; technological and

administrative oversight; and discussions opehégoublic.
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All of these recommendations are sound, and loaglatyshould be crafted with
consideration of these issues. Some of the mlagamés that must be considered within policy
and practice are: community input; community relasi; the need for multiple perspectives;
police rules and transparency; evaluation; impldaten; training, supervision, and
accountability; POST program messaging; and teahoansiderations.

It appears that major U.S. police departmentshhaé implemented POST programs are
thinking about privacy issues, if for no other i@aghan to protect themselves from litigation.
Washington, DC and San Francisco, CA both inclugtedmunity input and city council
approval in their project development processasicydevelopment will be strengthened by
community input. Communities concerns may be senpladdress, and including the
community in POST projects at any point along tlas will lend legitimacy to the project that
may generalize to the department. Community cadjmer and support are linked to perceptions
of police legitimacy (Tyler, 2004). The police deommunity cooperation to be effective.
Community input and perceived transparency can singngthen POST programs.

The demands on policing have changed as a restiiedérrorist attacks of 9/11 (Braga
and Weisburd, 2006). Role changes coupled withaed funding for community policing
initiative (in favor of homeland security progranmsay have caused the police to step away
from earlier commitments to strengthening commuretgtions. The reduction in community-
driven policing butts up against a police-driveratggy that has been seen as a threat to
community control and individual well-being. POSibgrams need community participation in
order to mitigate these contextual factors, anolitd effective and appropriate programs.

Development and implementation of POST programsishaclude multiple

perspectives. Members of the public must be irelids well as those who have expressed
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concerns about POST (e.qg.: privacy advocacy groups)usion will benefit all interests by
creating carefully planned and fully consideredjgcts.

Police POST program policy must focus on developmage explicit rules about when
and how POST data will or will not be used. Thélmuis funding these programs as well as
acting as the subjects of surveillance. Therelshioel clear and publically available rules that
set community expectations of POST data. For el@mpder what conditions will the police
access POST data at the request of a local re8idéfilt data be accessed for a property crime
like graffiti? For violent crimes? Or only incidis with serious bodily injury? Additionally,
what can the public expect the police to do wignithages they collect and store? What is the
threshold for the police to act on a criminal iritithat has been accessed forensically (public
urination example)? Police departments that usgTPshould think through these issues in
detail, with public input, document them in depagtipolicy, and make that policy available to
the public.

POST programs, like many technology projects,ttaieview impact after
implementation. Instead, assessments focus onaémdical aspects: the need for new
equipment or software. Few U.S. police departmeat® engaged in projects to evaluate the
impact of their specific POST program on eitherdtaed goals or the community. There is a
strong need for regular and comprehensive revieRQSBT programs, considering best uses,
what has been learned about POST, and the impertdmrivacy concerns. More importantly,
POST programs should be developed with a planvaluation that includes the intended goal
and the data that will be used to measure impact.

Even the best developed policy can result in pogiementation. The XPD example

demonstrates that point: the project was develepgdone goal in mind, and political
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considerations quickly forced a change in directltat was not thoroughly considered. In
effect, the XPD threw cameras up everywhere an@ddpr the best, rather than sticking to a
reasoned plan. A clear purpose plan should dngdPOST program and not the other way
around. Technology should not drive implementationshould a desire to “keep up” with what
others are doing.

Of course, policy is not useful unless it is untsyd by all relevant employees and they
have the knowledge and skill to execute the pgiperly. Therefore, police should develop
comprehensive training programs around their PO®@rams. Training should go beyond the
technical details or reviewing First and Fourth Adeent guarantees. Effective policy should
result in a clear message about the reasons fog #DST and the resulting data, as well as rule
about its use and the consequences of misuseminfrahould reflect those clear messages.
Training should cover the varied ways in which téehnology can be used and the difference
between purposes, as well as information about srtiee best uses for the technology. An
officer should have a clear understanding of wisastare not only acceptable but have the
desired result. The technology itself is neutrdl lumans have unconscious biases that
unwittingly driver behavior. Knowledge gained fraontrol room observations studies should
also inform training. Dedicated supervisory stitf have to ensure that training results in
appropriate usage, and that individuals are hetdwattable for misuse. Therefore, thoughtful
supervisory training will also be required. Figakhccountability must be visible, both within
the police department and the community, in ordeeinforce the notion that the police are
serious about the best interests of the community.

A few practical issues were identified as a restithe case study. First, police should

carefully consider how best to publicize their PQ®#dgram. This could include highly visible
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notice of the presence of cameras in a particuts, as per Mazerolle et al (2004). Beyond
physical indicators, departments should develolea @and consistent message for the
community. For example, police may wish to serelrittessage that “if the camera sees you, you
will be apprehended.” This could be accomplistiedugh repetition at regular community
meetings. Meeting attendees might repeat the medsadthers in the community and it will
spread. Police could also tell arrestees thatwerg caught on cameras or create flyers using
surveillance images, all with the intent of lettilg community know that detected illegal

activity will not be tolerated.

Second, preprogramming cameras, like the XPD prognaay be beneficial, but camera
lenses should not be programed to focus on araasléhnot have the potential to capture useful
information (e.g.: at atree). The programs astlgpwhile the extent to which forensic data has
been useful to police is unknown, the best chanoapture useable data will be by pointing the
cameras in places with the highest probabilityrolvmling that data.

Third, POST images quality is key to usefulnessechhology is expensive, but
purchasing ineffective technology is not benefittehny interest. Technological projects have
been implemented by many police departments, se gt®uld be a good understanding of the
associated costs. Police departments should ptarndgh-quality projects and resist the urge to
install technology for the sake of having a tecbgglprogram.

Finally, rapid program expansion taxed the XPD P@gStem capacity, and POST
cameras could not always be placed where wantetbdiliee of sight issues” (lack of wireless
signal to transmit live feed). The expansion @f tity X program to include other privately and
publicly funded POST cameras in addition to XPD egans in a federated system complicated

police access to POST data. City X agencies,motdntion private entities, had for the most
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part developed and implemented independent POSjfares without coordination of hard or
software technology. In this case, the plan tokethe city in cameras came after project
planning and implementation had occurred, anddba to federate the live feeds came after
that. Other cities wishing to develop and impletfe@ST programs should deliberately create
carefully designed long-term goals and develop dioated strategies across agencies, where
possible.

Future research.

U.S. attitudes toward police POST programs havdaeh documented and are not well
understood. It is widely acknowledged that at&sitoward surveillance are complex; while the
population is generally supportive of governmemtsillance for improved public safety, there
is still some discomfort with the privacy implicatis of increased surveillance.

It is also unknown how actual high profile incideiave impacted attitudes toward
surveillance in the U.S. While there is no basehmeasure of attitudes toward government
surveillance before 2001, future research shouwérgit to understand how 9/11 or other real
incidents have contributed to the current attitatlacceptance.

It is not clear that being subject to surveillahes any impact on attitudes about privacy
violations. For example, the open community surasked respondents if there was now or had
ever been a POST camera in their neighborhood ardkess of their response, about one third
agreed that cameras were an invasion of privacyandt two thirds disagreed. Longitudinal
research would be needed to provide a more defenanswer.

It is not clear how people perceive the camerasgoesed. About 15% of people who
responded that a camera was or had been in thghbwhood agreed that police have made

“many” arrests of people because of the camerady €lightly more agreed who had never or
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do not now have cameras in their neighborhood (h&¥er, 22% not now). Overall, most
responded “don’t know.” Respondents who reporidrtg a camera in their neighborhood
disagreed slightly more than responding “don’t khewkaen asked if police watch the cameras,
around 40% in both response categoriResearch must be undertaken to develop an
understanding of public knowledge. In researchdemand “informed consent” for subject
participation. Is the public really “informed” t¢tie ways that POST data are being used or could
be used and the implications of POST data for pgi%a

Research should attempt to document or estimatertiiéeration of police POST
programs in the U.S. There is no single sourcéghi@mumber of programs in the U.S. by city
size and location, the cost of these programstlamdources of these funds. Yet media accounts
and scholarly articles site what little informatisravailable. A national survey would greatly
illuminate the extent and nature of police POSTgpams in the U.S.

The little information that has been documentedyssts that data are being used
infrequently as an active tool for making arreats] less frequently in investigations relative to
the amount of data being capture. Available infation also suggests that POST images are
very rarely used in prosecution, but it is not cheay this is true or what cases would be counted
(POST images used to obtain a plea bargain vests as evidence in a jury trial).

It is unknown what data, if any, U.S. police depuaantts are collecting regarding their
usage of POST data. Information about the us€&d8Pdata would be helpful to police
departments, as well as for general knowledge .h $udormation could identify best practices
and methods for improving POST efficiency. Reseancist be undertaken to document the
current state of data collection, and then recontagons can be made for collecting and

analyzing such information.
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The scale and dimensions of U.S. police POST malifon are unknown. The estimated
hundreds of millions of dollars that are spent @SF programs is money that is not being spent
on other public safety projects. It seems unlikbBt POST implementation will abate in the
near future. Therefore, the many questions ab@8TPprograms raised in this dissertation
should be taken seriously by governmental agerisggsntend to implement or have
implemented such programs. This consideration imeistupported with careful, scholarly work
on the many issues associated with POST. Fortiynatdolarly interest in this field appears
abundant and growing. In this area as in manyrstmesearch and practice should be brought
together to benefit everyone. The ultimate godhaf collaboration should be the protection of
the public, not only from threats to public safdiyf also from potential negative social and

personal consequences of public surveillance.
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APPENDICES
Appendix 3.1 — Open Community Survey Instructions ad Consent
Instructions

You are being asked to complete a survey aboutChieago Police Department’s
response to crime in your neighborhood. The suway developed by the University of lllinois
at Chicago Criminal Justice Department, and has lseemitted to you with cooperation from
the Chicago Police Department. The purpose of thieey research is to learn what citizens
think about the Chicago Police Department and titstegies. If you agree to participate, the
survey will take approximately 20 minutes to conpldf you have any questions about the
survey, you may contact Dr. Dennis Rosenbaum &)(3%5-2469 or the University of lllinois
at Chicago’s Office for Protection of Research 8aty at (312) 996-1711.

Things you should know before completing the sur¢elgase read this information
before continuing):

Your participation is voluntary .

v If you start the survey, you may choose to discrgiat any time.

v If you do not feel comfortable answering a questipou may skip the question and
proceed to the next one.

v' Completing the survey does not involve any forekleeasks, beyond those encountered
in everyday life.

Your responses will not be linked to you directly.

v' The purpose of the research is to provide summaigrmation (combined responses
from many participants).

v" The survey does not ask for any information thatdde used to identify you.
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v" Your email address will remain unknown to the resledaeam.

v' When submitting the survey, your Internet ServicevRler (ISP) address may be sent
along with your survey responses. Your ISP addgess only the host name (AOL, for
example) with which you access the Internet.

Your responses will remain confidential.

v All responses will be kept in a secure locationaaich only University of lllinois at
Chicago researchers will have access.

v Individual surveys will not be provided to the Cigo Police Department.

v" Only summary information will be provided to thei€go Police Department.

Your responses will give you an opportunity to voie your opinion.

v' Sharing summary information with the Chicago Poli@epartment may provide the
police with new insights about your neighborhood.

v' The researchers hope to learn what citizens thwkitacurrent police strategies.

Feel Free to Save or Print a Copy of This Form

For Your Personal Records

Clicking the Button Below Indicates That | Have Red the

Information on This Form and Agree to Participate
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Appendix 3.2 — Open Community Survey Questions

Eighteen questions about the police use of pullieesllance technology were included

in the survey instrument, prefaced with the follogvilanguage: “Please give your opinion about

the visible blue-light cameras installed by thedalgo Police Department throughout the city.”

10.

11.

12.

13.

14.

15.

16.

17.

18.

The cameras improve neighborhood safety

The cameras prevent criminals from committing ceme

Cameras are a cost effective way to improve safety

Cameras send a message that a neighborhood is safe

| would like to have (do like having) a camera ig neighborhood

Having a camera in my neighborhood would (does)emak feel safe
Cameras have a positive impact on property values

The police have arrested many people who commmtesiin view of the cameras
The police are watching what occurs within the carseview

The flashing lights on the cameras prevent crineabge people know they are
being watched

Cameras cause criminals to move to other locatmesmmit crimes

The presence of cameras sends the message thghbarbood is dangerous
The cameras are an invasion of neighborhood priGeneral

Cameras create a "big brother" feeling in the nasaghood

Cameras decrease home values

Cameras do not have an effect on neighborhood crime

| do not approve of having a camera in my neighbodh

Cameras work best when they are hidden



CODING
1

2
3
4

strongly disagree
somewhat disagree
somewhat agree
strongly agree.
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Appendix 3.3 Public Housing Resident Survey
Public Safety Surve

Somewhat Somewhat

Wiy Seife Safe Unsafe

Very Unsafe = Don’t Know

How safe do you feel or would you feel being alone in your
neighborhood at night?

How safe do you feel or would you feel being alone in your
neighborhood during the daytime?

Most communities have limited public safety resources. Should more resources be invested in your
community?

In the past 6 months, have you or a member of your household been a victim of a crime?
If yes, please describe the nature of the crime:

Has anyone broken into your home to steal something?

Have you found any sign that someone tried to break into your home?

Has anyone stolen, damaged, or taken something from your car or truck?

Have you had anything stolen that you left outside, including motorcycles or bicycles?

Has anyone stolen something directly from you by force, or after threatening you with harm?
Has anyone physically attacked you?

Has anyone threatened to physically attack you?

In general, do you think there is a crime problem where you live?

Strongly Somewhat Somewhat Strongly Neutral /
Agree Agree Disagree Disagree Don’t Know
Please provide your opinion on each of the statements below if surveillance cameras were implemented in your neighborhood:

People will report more incidents to the police because the
surveillance footage could be used as evidence.

Police will respond to events more quickly if surveillance
cameras were installed.

Surveillance cameras will make it look like my neighborhood
has a crime problem or is dangerous.

Surveillance cameras will decrease loitering.

Surveillance cameras will be an invasion of privacy.
Surveillance cameras will be used to target certain groups,
such as young people.

Surveillance cameras will cause a decrease in crime.
Surveillance cameras in my neighborhood will make me feel
safer.

[ approve of having surveillance cameras in my
neighborhood.

Surveillance cameras will improve neighborhood safety.
Surveillance cameras will prevent criminals from committing
crimes.

Surveillance cameras will be a cost effective way to improve
safety.

Surveillance cameras will not have an effect on neighborhood
crime.

Surveillance cameras will send a message that the
neighborhood is safe.

Surveillance cameras will have a positive impact on property
values.

Please tell us about yourself

Gender: O0 Male O Female What is your age? O 18-20 O 21-25 0O26-30 O31-35 O 36-40 0O 41-45
O 46-50 O51-55 O56-60 O 61-65 O 66+

What is your ethnicity: What is your race? O Black/African American O American Indian / Alaska Native
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O Hispanic or Latino O Asian O White
O Not Hispanic or Latino O Native Hawaiian / Other Pacific Islander

Please indicate the highest level of education you completed.
O Did not finish high school O High school graduate / GED O Further technical/vocational training
O Some college, but did not graduate O Undergraduate degree O Graduate degree

CODING
Items 1 and 2
1 very unsafe
2 somewhat unsafe
3 somewhat safe,
4 very safe

Items 3 through 12
0 No
1 Yes

Items 13 through 27

strongly disagree
somewhat agree
neutral/don’t now
somewhat agree
strongly agree.

gL wnN -
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Appendix 3.4 Interview Protocols — Urban InstituteCCTV Study
Protocol for Interviews with Investigators
1. Have you used CCTV in criminal investigations? Yéko
1.1.1f yes, please explain:
1.2.1f no, why not? [If no, end survey]
2. Have your job responsibilities changed in relatoiCCTV use? Yes / No
2.1.If yes, please describe?
3. Have you received any formal training on using CAd\support investigations? Yes / No
3.1.If yes, what was the content of that training? Homg was the training? Where did it
take place? Who conducted it?
3.2.1f no, what training would have been useful?
4. What are the advantages of CCTV evidence in suppgoirivestigations?
5. What are the disadvantages of CCTV evidence in@tipg investigations?
6. How do you become aware if a case has CCTV evidence
6.1. Does the incident reporting form have a check lwpxJCTV? Do you record if CCTV
evidence isused?  Yes/No
7. Do you know the locations of the CCTV cameras dedareas they cover? Yes/No
7.1.1f no, who would you ask to find out?
8. If you suspected that images recorded by a CCT\ecamight assist in a criminal
investigation, how would you request the images?
9. How is CCTV evidence extracted and documented? t\glihe chain of custody?
10.Who would review the CCTV images to determine étlpossess video that could assist a

criminal investigation?
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11.What challenges have you encountered in using Cé&iit¥ence?

12.How many hours did you typically work to investigatrimes before CCTV?
12.1. Violent crimes? less than 1 hour /1 to 3 hour4d 10 hours / 11 to 24 hours
12.2. Property crimes? less than 1 hour / 1 to 3 hodr/10 hours / 11 to 24 hours
12.3. Drug offenses? less than 1 hour / 1 to 3 hour®/M hours / 11 to 24 hours

12.4. Other misdemeanors? less than 1 hour / 1 to 3 Hauts 10 hours / 11 to 24
hours

13.Has CCTV use changed the amount of hours you spermdcase (cases that involve CCTV

evidence)? Yes / No
13.1. Violent crimes? less than 1 hour / 1 to 3 hoursd 20 hours / 11 to 24 hours
13.2. Property crimes? less than 1 hour / 1 to 3 hodr®/10 hours / 11 to 24 hours
13.3. Drug offenses? less than 1 hour / 1 to 3 hour®/M hours / 11 to 24 hours
13.4. Other misdemeanors? less than 1 hour / 1 to 3 lHauts 10 hours / 11 to 24
hours
14.Has CCTV changed how you investigate a case? / Xes

14.1.1f yes, how so?
14.2.In no, why not?
15.How is CCTV used in conjunction with other evidemnaesupport an investigation?
16.When putting a case together for prosecution (vstyyégs CCTV evidence alone enough?
[Enough alone , Useable only in conjunction withestevidence, Depends on case]
17.Has CCTV reduced the number of cases that areneztirom the prosecutor’s office?
Yes / No
17.1. Please explain:
18.How useful is CCTV evidence for:

18.1. Investigations?
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18.2. Interviews?
18.3. Interrogations?
19.What suggestions or lessons would you want to skidheother detectives looking to use
CCTV evidence?
20. Are there any other comments you would like to matbeut your experiences with using
CCTV?
21.Do you know any investigators who have used CCT¥ges during a criminal
investigation? (if yes, who?)
Protocol for Stakeholder Interview:
1. Job title:
2. Brief Description of job: Were you involved in thatial decision to implement CCTV?
Yes / No
2.1.1f yes, who were the key decision makers?
2.2.1f yes, why were they interested in implementingT®Q
2.3.1f yes, were your views on the reasons for CCT\estment the same as other key
decision makers? Yes / No
2.3.1. If yes, how so?
2.3.2. If no, how did they vary?
Planning
1. Why were you interested in using CCTV?
2. What were your THE DEPARTMENT’S reasons for wanttd@TV? [safety, crime
prevention]

3. What was THE DEPARTMENT hoping to gain through tise of CCTV?
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4. Who was involved in the decision to use CCTV tedbgy?

5. Did the community have input in the planning pre&¥es / No

6. If yes, which groups? What were their roles? [Diégcthe process/ type of input]
6.1.If no, why not?

7. What type of planning took place before any purebagere made?
7.1.How long did this process take?

8. Did you consult any other cities using CCTV duryayr planning process? Yes/No
8.1.If yes, which ones? Why? Was the information uief

9. Did you consult any publications or written litare¢ on CCTV?

10.What was your initial expectation for hardware saatd operational costs of using CCTV?
Where did these estimates come from?

11.How did you begin to identify or raise funds for ©Cuse?

12.Was legal counsel consulted during the implemematf CCTV? Yes / No

12.1. If yes, what was discussed?
12.2. If no, why not?
13.Was legal counsel involved in the development dicy® Yes/ No
13.1. If yes, how so?
13.2. If no, why not?

14.What challenges did you face during the planniage? [Financial, logistical, community

concerns]
14.1. How were those challenges overcome?
14.2. How long did it take to overcome these challenges?

15. (If installed already) When was the first set afneras installed?
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17.
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Have there been any discussions about adding/meamgras? Yes / No
16.1. If yes, please describe:
Have any of the cameras been moved? Yes/No
17.1. If yes, why?
Acquisition

. What process was used to choose a camera vendar(@dors)?

Why was this vendor(s) selected?

What funding mechanisms were tapped for camerahpses? (private, public, partnership)
Who was involved in the acquisition/funding proc¢egsty council, community groups]
What types of cameras (fixed, pan & zoom, actiasspve) were purchased and why?

Who was involved in the purchasing decisions?

. How many cameras were purchased? Which agencyéidurchasing?

Are the cameras intended for overt, semi-covertowert use? Or a combination?

8.1. Please explain

What challenges are you aware of that occurrechduhe acquisition stage of the process?
9.1. How were those challenges overcome? How long diyl thke to overcome?

Installation

. How many cameras were installed?

Where are cameras installed?

How were camera locations selected?

What physical aspects of the location were consiigflighting, buildings, aesthetics,
environmental concerns]

Do you have signage and/or flashing lights “adeerg” the cameras?
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9.

Monitoring
Are cameras being actively or passively monitor€?a combination?
1.1.Explain:
If cameras are actively monitored, is there coriapervision for the operation?
No
2.1.1f no, why not:
If cameras are actively monitored, are they moadd4-hours a day? Yes/ No

3.1.1f no, why not:

. Are all cameras linked to a central control roonai there cameras that operate

independently of the system?

Who is responsible for monitoring cameras? [whighreies?]

Do they undergo any formal training?  Yes/ No

6.1.If yes, please describe:

6.2.If yes, is the training documented?

6.3.If no, why not:

If the cameras are monitored by police do theyswgarn or civilian personnel?
What types of incidents are reported?

To whom do the monitors report incidents (crimeyparing, etc.) to?

10.What is the protocol for reporting incidents?

11.To what medium is camera footage recorded (i.pe,tdigital)?

12.Who has access to the recorded images?

13.How long is camera footage saved? Where is iedfor

Policies/Procedures

240

Yes /
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. Were any legal or civil rights considered priolGETV implementation? Yes/ No
1.1.1f yes, please describe:

. Did camera installation result in any civil libesi or other challenges being raised? Yes/
No

2.1.1f yes, please describe:

2.2.1f yes, were they by organized groups, communibugs, individuals?

2.3.1f yes, how were the civil liberty challenges adsyed?

. Are there established/written operation CCTV guitkd or policies? Yes/No

3.1.1f yes, please describe:

3.2.1f no, why not?

. Are there any written policies to prevent the mesa§CCTV images/footage? Yes/
No

4.1.1f yes, please describe:

4.2.1f no, why not?

. Who has access to these guidelines and are thdiglgw@vailable?

. What is the policy for the release of CCTV images?

. Are there any state or local laws regulating CCPération? Yes/No

7.1.1f yes, please describe:

. Have any complaints been lodged regarding the atgense of CCTV? Yes / No
8.1.If yes, please describe:

. Have there been any violations of the agency’'s C@odNcy? Yes/No

9.1.If yes, please describe:
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10.Has HAVE YOU EVER HEARD OF anyone been disciplifiedmisuse of CCTV? Yes/
No
10.1.1f yes, please describe:
11.Have any studies (internally or externally) beendiated to evaluate your agencies use of
CCTV? Yes/No
11.1.1f yes, by who and what were the findings?
Other
1. Do you believe CCTVs have had an impact on crinyes / No
1.1.If yes, how so and for what types of crime?
2. Do you believe CCTV images been used successfuilyvestigations? Yes / No
1.2.1f yes, please describe:
1.3. Prosecutions? Yes / No
1.4.1f yes, please describe:
3. What are the best things about the POD program?
4. What are the biggest downsides of the program?
5. Recommendations for additional interviews:
6. Anything else?

Protocol for Interviews with Prosecutors

1. Have you used CCTV in criminal prosecutions? W]
1.1. If yes, please explain:
1.2. If no, why not? [If no, skip to question 2]

2. Do you know any local, state or federal laws tlegiutate the use of CCTV systems?



8.

9.

243

Do you know of any local, state or federal lawg tlegulate the use of digital images as
evidence?
Do you think that the police department (or agemsponsible for operating the CCTV
system) have adequate controls in place to prevenise? Yes/ No
4.1.1f no, please explain.
Do you know the locations of the CCTV cameras &eddareas they cover? Yes/No
5.1.1f no, who would you ask to find out?

Have your job responsibilities changed as a tedguhe use of CCTV? Yes / No
6.1.If yes, please describe?
Have you received any formal training on using CQd\support prosecutions? Yes/
No
7.1.1f yes, what was the content of that training? Homg? Where?
7.2.1f no, what training would have been useful?
How is CCTV evidence prepared for use in proseguicase?

What are the advantages of CCTV evidence in sumgoprosecutions?

10.What are the disadvantages of CCTV evidence in@tipg prosecutions?

11.What challenges have you encountered in using C&3®vidence?

12.Does access to CCTV images increase your willingbesccept a case for prosecution?

Yes / No
12.1. If yes, how so?
12.2. In no, why not?

13.How many hours did you typically work to preparease for prosecution before CCTV?

Would this change if the case went to trial?
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14.Does CCTV evidence increase or decrease the titakas to prepare a case for prosecution?
14.1. If it increases, how so? How many hours?

15. Does the use of CCTV increase the likelihood chse resulting in a plea bargain?

Yes / No
15.1. If yes, why do you think this is?
15.2. In no, why do you think there has been no change?

16.Does the use of CCTV increase the likelihood chsecresulting in a trial?
16.1. If yes, why do you think this is?
16.2. In no, why do you think there has been no change?

17.Has CCTV evidence led you to decide to prosecutescthat you would not typically
prosecute in the absence of CCTV evidence? Yes/N
17.1. In no, why not?

18. Has CCTV reduced the number of cases that arectldse to insufficient evidence?

Yes / No

18.1. Please explain:

19. Howis CCTV used in conjunction with other eviderio support prosecutions?

20. Is CCTV evidence enough to issue a search/arr@sant to an investigator? Yes/
No / Don’t Know
20.1. Please explain:

21.  How powerful is CCTV evidence in the courtroom?wpowerful / Fairly powerful /
Neutral / Not powerful

22.1s it credible alone, or only in conjunction witther evidence? Or does it depend on the

case?
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22.1. Please explain:
23.What suggestions or lessons would you want to skidheother prosecutors looking to work
with a CCTV system like the one in [city name]?
24. Are there any additional comments you would likentake about your experiences with
using CCTV?
25.Do you know any prosecutors who have used CCTV @nag their cases? (if yes, who?)
Protocol for Vendor Interview:
1. Name of Company
2. Job title:
3. Brief Description of job:
Planning
4. When/How did you become involved with Chicago’s GCdrogram?
5. What phase of planning was the city currently irewlyou became involved?
6. Were any cameras in place at that time? Yes/ No
7. What were the city’s reasons for investing in CC?Vsafety, crime prevention]
8. Were you involved in the decision to use CCTV textbgy?
9. What were your contractual responsibilities?
10.What type of planning took place before any purebagere made?
10.1. How long did this process take?
10.2. Were other cities’ programs consulted for costneation? Explain.
11.What was your initial expectation for hardware sastd operational costs of using CCTV?
Where did these estimates come from?

12.What was the timeline for installation?
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13.When was the first set of cameras installed?
13.1.Have any cameras been added since the originallatsin? Yes/ No
13.2.1f yes, how does this affect your infrastructure:
13.3.Have any of the cameras been moved since the aigistallation? Yes/ No
13.3.1.If yes, how does this affect your infrastructure?
Acquisition
14.Were there multiple options for the city to chofreen? (type of mesh network, etc.) Yes/
No
14.1 If yes, what were the options presenteddaity?
15.What types of cameras (fixed, pan & zoom, actiasspve) were purchased and why?
16.Does the type of camera influence which of youdpats can be used? Yes/ No
16.1. Please explain.
17.Who was involved in the purchasing/product deciston
18.What services and products did you ultimately pilevio the City of Chicago?
19.What challenges are you aware of that occurrechduhe acquisition stage of the process?
19.1.How were those challenges overcome? How long digl thke to overcome?
Installation
20.How many cameras were installed?
21.Where are cameras installed?
22.What factors influence the type of product beingd?s
23.What physical aspects of the location were consii2{lighting, buildings, aesthetics,
environmental concerns]

24.What type of infrastructure is needed for CCTV use?
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25.Was infrastructure in Chicago sufficient in suppbe desired products prior to your
involvement? Yes / No
25.1. If no, how much did the update to their infrasturetcost? Did this delay your
installation?
26.What other preparation was needed before yourliasta? Did you provide
recommendations to the City?
27.Do you work with the other vendors and service mers?
28.How important do you feel security is for this gst?
29.1s this the typical level of security for your prexd? Why would it differ?
30.What factors influenced the level of security yoawpde for the wireless traffic?
31. Are your products FIPS certified?
32.How is the wireless traffic secured?
33.What type of encryption are your products capablgsmg? What is being used in Chicago?
34.Does the system employ an Intrusion Detection 8y3t(SNORT, etc.)
35.Have any of your mesh networks been breached?
Training, Policies, & Guidelines
36.Do you provide formal training? Yes/ No
36.1.1f yes, is there an additional cost:
36.1.1.If yes, is the training documented?
36.1.2.1f no, why not?
37.Are there established/written operation CCTV guided or policies? Yes/ No
37.1.1f yes, please describe:

37.2.1f no, why not:
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38.To what medium is camera footage recorded (i.pe, tdigital)?
39.How long is camera footage saved? Where is iedfr
40. Are there any state or local laws regulating CCPération? Yes/No
40.1.1f yes, please describe:
Maintenance
41.Are you contracted to perform maintenance on th&\C€ameras? Yes/No
41.1. If yes, what are the terms of the agreement rgJdbrmaintenance?
41.1.1.If types of maintenance have you performed on [IRSEITY]'s CCTV
cameras?

41.1.2.If no, why not? Who maintains them?



249

Appendix 3.5 Recruitment script — Cold Calls

Hello, this is Rachel Johnston from the Universityllinois at Chicago. I'm conducting
research on the police use of public surveillaecinology. Are you familiar with your
department'’s surveillance technology or CCTV protta

No - Could you connect me with someone in your depant who is knowledgeable
about your surveillance CCTV program?

Yes - [When connected with the most knowledgeablsqn:

| am a graduate student at the University of lisnat Chicago. | am writing my
dissertation about police use of surveillance tetdgy and | would like to interview you in your
capacity as [role] in the use of surveillance tetbgy so that | can better understand the factors
that contribute to successful police surveillanaggrts. The interview will probably take 30
minutes and I'd be happy to schedule one or maregiwith you so that it is not disruptive to
your schedule.

[Arrange best time to conduct interview(s)]
[If they can talk now, proceed to informed consent]

[If they arrange another time to talk, begin atibemg of script on subsequent phone
call]
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Appendix 3.6 Recruitment Script — Referred Contact

Hello, this is Rachel Johnston from the Universityllinois at Chicago. An individual |
previously interviewed suggested that | contact tgosee if you would be willing to be
interviewed about your agency's use of public silaree technology. Do you have a few
minutes to talk?

[If no, arrange a time to call back]

[If calling back a second time, start at beginnfigcript, noting that this was the
previously arranged call-back time]

| am a graduate student at the University of lisnat Chicago. | am writing my
dissertation about police use of surveillance tetigy and | would like to interview you in your
capacity as [role] in the use of surveillance tetbgy so that | can better understand the factors
that contribute to successful police surveillancgarts. The interview will probably take 30
minutes and I'd be happy to schedule one or maregiwith you so that it is not disruptive to
your schedule.

[Arrange best time to conduct interview(s)]
[If they can talk now, proceed to informed consent]

[If they arrange another time to talk, begin atibamng of script on subsequent phone
call]
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Appendix 3.7 Structured Interview Guide — Original Data Collection
Police Use of Public Surveillance Survey
NOTE: These questions are relevant to the uselafes or city-owned cameras in
public places. We assume that most agencies wibihkomners of private security cameras to
obtain video images from those cameras as neellegse questions are relevant to publicly
owned surveillance cameras located in public places

1. In what year was CCTV first implemented in your agy? Please describe (e.qg. first used
only in public housing in early 1990s but expantiechore general public use starting in
early 2000s).

2. Does your agency currently use CCTV (has it besaatitinued)?
2.1.1f you discontinued the program, why was it discouned?

3. Approximately how many cameras were initially ame eurrently included in your scheme?

4. What factors were considered when making the decis implement CCTV?

5. Does / Did your agency have stated goals for tkeofi€CTV?

If yes, what are they?
If no, what do you believe to be the unstated gb#he program?

6. What factors contributed to the adoption on CCTV? .g.:HHas it been adopted by other
local agencies? Adopted by similar-sized agenciegher parts of the country? Research on
effectiveness? Local community pressure?

7. What was the planning process? E.g.: why cert@amecas? Why certain locations? Who
was involved in the decision making process?

8. Where are your cameras deployed? E.g.: in resalemighborhoods, commercial areas,

public housing, and parking facilities?
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9. How are the data being used in residential areas¥hkt extent are they being used for
criminal investigations and prosecution?
10.How are the cameras funded? E.g.: public, privEg€5 funds, combination, etc.?
11.How is the community involved in your scheme? £dg.they have input into where
cameras are located? Did you have community ngetiforums, focus groups, etc. prior to
the implementation of CCTV?
12.How would you describe the public reaction to tse af CCTV (positive, negative, neutral)?
Have you done any surveys of community percepti@Rsare you aware of any surveys that
have been done of community perceptions in yourrsanity? E.g.: Does the community
seem to approve of the program? Would they shggtbeen successful?
13. Are all or some of the cameras actively monitored?
If yes, how are cameras that are monitored sel¢otbd monitored? Who monitors
them? From a central location or from Precindiists?
14.Have any studies on the effect of CCTV been coredliet your city? E.g.: internal or by
outside researchers

If yes, what — generally — are the findings? Cabthin a copy of the report? How?
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